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Abstract 

Healthcare systems are facing significant challenges worldwide, whereby medical practitioners 

suggest that healthcare systems are increasingly becoming unsustainable as the world’s 

population ages. Initiatives to improve the efficiency and effectiveness of health care systems 

are still yet to be realised in many countries. The principle initiatives concern the 

implementation of information technologies in order improve patient outcomes into the future. 

At the core of these initiatives lies the establishment of a national electronic health care records 

system, which is the foundation upon which other reforms can be built. However, many patients 

demonstrate strong reservations about having their private health information being stored 

online and made available via the Internet.  

The outcomes of this study indicate that privacy and security concerns are major inhibiting 

factors regarding the use of electronic health care records in Australia. The study identifies 

technologies specifically designed to reinforce the security of patient identification without 

compromising privacy. The thesis furthermore examines patient attitudes related to the use of 

Attribute-Based Credentials (ABCs) for online authentication, authorisation and access control 

to the Australian Personally Controlled Electronic Health Records (PCEHR) system. ABCs, 

also termed as Privacy-ABCs are a sophisticated form of digital certificate like those used in 

conventional Public Key Infrastructure (PKI) schemes, except that ABCs are designed from a 

conceptual orientation to provide a high level of security without compromising user privacy. 

The conceptual model employed as the foundation for the study was adapted from models 

developed from prior research related to technology acceptance, e-commerce and trust in 

electronic transactions conducted over the Internet. The model was designed to specifically 

satisfy the needs of the current research and provided guidance for the development of the 

survey instrument to measure and evaluate end user acceptance of the use of ABCs for user 

authentication related to the Australian PCEHR system.  

What differentiates this study from previous research is that it focuses on patients’ use of ABCs 

for authentication and authorisation in the Australian PCEHR system. Prior research trials into 

the implementation of ABCs have been funded by the European Commission (EC) as part of 

their Trust and Security Program from 2010 - 2015. These trials focussed upon the use of ABCs 

by students when logging in to their respective courses of study. Participants in the trials 

indicated a high level of acceptance for the use of ABCs and expressed interest related to the 
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use of the technology for authentication in a variety of other online services including electronic 

health care portals. 

For the current study, an online survey was conducted to measure respondent attitudes towards 

the use of ABCs for privacy protection related to access control to the Australian PCEHR 

system. IBM’s SPSS software suite including AMOS was used to perform the statistical 

analyses for the study, which involved a descriptive analysis, factor analysis, multiple linear 

regression analysis and structural equation modelling. 

Findings from the research show clear support for the use of Attribute-Based Credentials for 

authentication, authorisation and access control concerning the use of the Australian PCEHR 

system. The findings also show that concerns related to identity theft and unauthorised access 

were the most significant inhibiting factors regarding the use of PCEHR. It was also 

demonstrated that trust in health care practitioners was shown to be the most influential factor 

towards the use of PCEHR. Furthermore, the wish for anonymity was a key factor in 

determining the use of ABCs and it was found that as patients’ trust in their health care 

providers increases so too does their wish to remain anonymous as does the likelihood that they 

will support the use of ABCs in PCEHR.
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Chapter 1. Introduction

1.1 Overview 

This thesis examines technology acceptance related to the use of Attribute-Based Credentials 

(ABCs) for online authentication, authorisation and access to the Australian Personally 

Controlled Electronic Health Records (PCEHR) system (ABC4Trust 2010-14; Com. of 

Australia 2012b). ABCs, are a sophisticated form of digital certificate similar to those used in 

conventional Public Key Infrastructure (PKI) schemes, except that ABCs are designed from a 

conceptual orientation to provide a high level of security without compromising privacy. 

The model employed as the foundation for the study was adapted from models developed in 

prior research related to technology acceptance and trust in electronic transactions and e-

commerce conducted over the Internet (Davis 1989; Davis, Bagozzi & Warshaw 1989; Egger 

2003; Ganzaroli, Tan & Thoen 1999; McKnight, Choudhury & Kacmar 2002; Venkatesh & 

Davis 2000; Venkatesh et al. 2003). The final model utilised was designed to specifically 

satisfy the needs of the current research by providing guidance for the development of the 

survey instrument by which to measure and evaluate end user acceptance and use of ABCs for 

user authentication related to the Australian PCEHR system. 

The review of literature identified the following gaps: 

• There is no specific research examining patient attitudes and understanding related to 

the use of electronic health records in Australia. Existing literature consists primarily 

of reports concerning the use of EHR by medical practitioners. 

• No studies could be identified that examined users’ attitudes and understanding of 

authentication technologies in Australia. 

• There are no public information programs or training programs that could be identified 

that inform the Australian public about authentication systems or ABCs. 

• There was no consideration of ABCs as an appropriate authentication system that may 

be more acceptable to the public in the use of the Australian PCEHR system. 

 

 



Chapter 1 - Introduction 

 

2 
 

1.2 Originality of the Research 

What differentiates this study from previous research into technology acceptance related to 

patient use of Electronic Health Records (EHR) is that it focuses on the use of ABCs for 

authentication and authorisation (ABC4Trust 2010-14). ABCs have been developed 

specifically from the perspective of ‘Privacy by Design’ (Cavoukian 2015; EUI 2015; Gurses, 

Troncoso & Diaz 2011, 2015; Ryan & Scott 2014), a framework originally created by Ann 

Cavoukian (EUI 2015), as Information and Privacy Commissioner of Ontario, Canada 1997 

(Cavoukian 2015; EUI 2015; Gurses, Troncoso & Diaz 2011, 2015; Ryan & Scott 2014). The 

ABC4Trust project sought to develop and trial their technology and was conducted from 

November 2010 to February 2015. The project was funded by the European Commission (EC) 

under the 7th Research Framework Program (FP7) as part of their Trust and Security Program 

(ABC4Trust 2015). 

After completion, the ABC4Trust trials were considered as a major success (Gramatica & 

Massacci 2015) and the project received recognition from the SECCORD (2015) project of the 

EC and organiser of the Cybersecurity and Privacy Forum (European Commission 2015). The 

trials were designed to evaluate participants’ perception of privacy and anonymity while 

interacting within each of the respective participating schools’ networks. Participants in these 

trials indicated a high level of acceptance for the technology and expressed interest related to 

the employment of the technology for authentication on a variety of other online services such 

as social networks, e-commerce web sites, online forums and e-health (Gramatica & Massacci 

2015). Large scale projects are anticipated to follow that may eventually see European public 

services and other organisations start to employ ABCs for online authentication (Gramatica & 

Massacci 2015; Rannenberg 2015). 

Previous research into the acceptance of PCEHR has focussed upon the participation of health 

care providers. In contrast this study focusses upon the acceptance of PCEHR and use of the 

system by ‘patients’ and in particular how the use of privacy enhancing credentials (i.e. ABCs) 

influences the use of the PCEHR system. The system depends upon the ongoing meaningful 

use by patients and the identification of factors that impede or enhance the use of the system 

are of utmost importance towards ensuring the success of the system. 
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1.3 Research Questions 

The research design for this study examines the relationships among key constructs that were 

formulated from questions arising from the review of literature related to technology 

acceptance, privacy, security, authentication, authorisation and access control to online 

resources. These issues are highly relevant to the Australian PCEHR system and online services 

in general.  

The study therefore has the primary objective of assessing the potential for an Attribute-Based 

Credential system to encourage patient use of the Australian PCEHR system. Accordingly, the 

study has the principle aim of constructing and validating a structural model for evaluating this 

potential. 

These goals led to the formation of the primary research question as follows: 

• What is the nature of any relationships that may exist between the constructs of PCEHR 

Concerns, Trust in Conventional Authentication, Trust in Developers, Trust in 

Practitioners, IT Awareness, Wish for Anonymity, Use of Attribute-Based Credentials 

and PCEHR Use. 

Due to the sensitivity related to the privacy of information stored in patients’ health records it 

was considered important to measure respondents’ attitudes regarding their trust in information 

systems, web technologies, e-commerce, online authentication, identification, health care 

practitioners, technology developers and the government. Other factors that were considered 

to have a potential moderating effect upon responses include users’ knowledge and experience 

related to computing and the wish to remain anonymous when interacting with services 

provided on the World Wide Web (WWW). These issues emerged as the result of the literature 

review and the following supplementary research questions were formulated as follows: - 

• To what extent do users feel they have a right to access information contained in their 

medical records? 

• How do users compare PCEHR systems to e-Commerce systems? 

• Do users feel that they have sufficient understanding of the technologies related to the 

PCEHR systems? 

• What are users’ preferences regarding the use of pseudonyms for identification in the 

PCEHR systems? 

• What are users’ views regarding the use of biometric technologies for identification. 
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• What are users’ preferences regarding the use of a “Partial Identity” for identification 

in the PCEHR systems? 

• Do users consider Government Controlled PKI to be the safest option to accessing the 

PCEHR system? 

• What are user’s preferences regarding the use of an Attribute-Based Credential system 

for identification in the PCEHR systems? 

• On what devices would users prefer to use ABCs? 

• What are users’ views regarding the use of ABCs for secondary purposes? 

• Do users consider an Attribute-Based Credential system be a safer option over 

Government Controlled PKI. 

• To what extent do users intend to make use of the PCEHR systems? 

• What are users’ concerns regarding the use of the PCEHR systems? 

Given the general lack of understanding regarding the technicalities related to an ABC system 

(ABC4Trust 2010-14), it was decided that it was necessary to provide some form of 

background information to respondents regarding the use and purpose of ABCs. This was 

achieved by presenting a short three-minute video to respondents before asking them to take 

part in the survey.  

The focal aim of the research was to develop a structural model to assess the potential for an 

ABC system to enhance participation in PCEHR. Consequently, a conceptual model guided by 

models used in prior research related to technology acceptance and e-commerce was proposed. 

The constructs contained within the conceptual model are PCEHR Use, PCEHR Concerns, 

Trust in Conventional Authentication, Trust in Developers, Trust in Practitioners, IT 

Awareness, Wish for Anonymity and Use of Attribute-Based Credentials.  

1.4 Justification for the Research 

Considerable research initiatives into maximizing the efficiency of health-related systems have 

been directed towards dealing with the problems of the way in which health care providers 

could effectively satisfy the necessities of patient health and safety and additionally enhance 

the quality of healthcare. Health care providers may consist of general practitioners, specialists, 

therapists, dentists, optometrists, public health services, hospitals, pathology and radiology 

services as well as pharmacies among others (Medicare Aust. 2016). Yet, currently there is 

minimal research to indicate that the efficiency of healthcare has substantially advanced in 

comparison to other commercial services and manufacturing sectors. 
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Australia’s healthcare system has a high ranking by world standards, as indicated from the high 

life expectancy age and the low rate of child mortality (ABS 2013a). However, the system is 

burdened due to a maturing adult populace, escalating chronic health issues and the need for 

improved organisation within the health care sector. Inequalities in health and wellbeing exist 

between the most advantaged and the least advantaged Australians, suggesting that there is no 

place for complacency regarding the reformation of the health care system (DoHA 2013b). 

There is a common understanding that the health system should target prevention and improved 

treatment for chronic health issues. This requires the targeting of populations with the highest 

needs, to establish improved connections among the most important rehabilitative healthcare 

services along with the development of advanced methods for providing health care to remote 

and rural communities throughout Australia and especially Indigenous groups and the ageing 

(WHO 2012). 

A crucial recommendation by the World Health Organisation (WHO) to enhance the efficiency 

of Australia’s health care system has been the establishment of a Personally Controlled 

Electronic Health Records (PCEHR) system (WHO 2012). The Australian PCEHR system 

began as an “opt-in” based system, which poses an obstacle for many people to become 

enrolled in the system and the OECD has recommended the move to an “opt-out” approach in 

order to simplify registration (DoHA 2015; OECD 2015b). However, this does not 

conclusively mean continuing use of the system. The findings of this research suggest that 

many users remain cautious regarding privacy and security issues associated with the use of 

the PCEHR system. The results indicate that user concerns relating to identity theft and 

unauthorised access are major barriers concerning the use of the PCEHR system. 

1.4.1 Background 

Australian healthcare has been described as fragmented, poorly interconnected and often fails 

to provide adequate care for patients (OECD 2015b; Swan 2015). Although Australia scores 

very high on life expectancy, cancer survival rates and heart disease, Australians have more 

out of pocket expenses related to health care than most other countries (BCA 2015b). While 

Australia’s health care system works very well in comparison to international standards, the 

system is burdened and change is necessary to help reduce the rise in health care spending 

(BCA 2015b). 

Furthermore, Australian patients tend to spend their money on procedures, medical tests and 

visits to the doctor as opposed to better care and positive outcomes (ABC 2015; Livingstone 
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2015). Australian patients are considered poorly informed and that finding information relevant 

to their circumstances is difficult. Placing the focus upon the patient by keeping them informed 

is crucial to improving client outcomes (Livingstone 2015; OECD 2015b).  

Fragmentation of the healthcare system has led to substantially higher costs and represents a 

primary concern, healthcare should be approached as an integrated ‘system’, as opposed to a 

collection of component parts (Berwick 2015; Bowles 2014; OECD 2015b). The costs of such 

an ad hoc system are considerable, health care consumes resources that could be utilised far 

more productively (Berwick 2015). In addition to quality, patients are also interested in value 

and safety and there are considerable resources consumed that are duplicated yet highly 

preventable (Savvides 2014). Such duplications can seriously impact both value and safety. 

The Australian healthcare system appears to have an inherently passive strategy towards 

corrective development of the systems and significant change is necessary before many 

improvements can be realised (ACSQHC 2015; Picone 2015). 

In most developed countries around 25% of what healthcare costs, represents waste (BCA 

2015a). Inefficiencies in administration are eroding the productivity of the healthcare 

workforce (ABC 2015; Berwick 2015). Knowing exactly what the proper care is at the right 

time and place is difficult for the majority of patients. Patients with chronic and ongoing health 

issues, at any one time may have a variety of professionals, specialists and or other allied health 

carers providing treatment (BCA 2015a). However, it is still common in Australia that patients 

often find difficulties getting adequate care after procedures such as treatments following a 

stroke for example or perhaps after knee reconstruction surgery (Bennett 2015). 

Optimising the entire healthcare system should be a primary objective, for example 

chemotherapy in the last week of life or patients over 85 dying whilst in intensive care are 

situations that have gone beyond the point of optimality (Gray 2015). Although the private 

sector is making progress and driving some important endeavours concerning the integration 

of data related to services to the patient, access to certain data such as primary care remains 

unavailable (BCA 2015c; Mead 2015; OECD 2015b). 

When we talk about fragmentation, we need to consider fragmentation of incentives also. It is 

estimated, in Australia that the waste figure in health spending has been somewhere around 

25% and for the past 3 to 4 decades, remuneration has been the driving force, however 

remuneration has merely been generating ‘volume’ in healthcare as opposed to value (Elshaug 
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2015). Presently, a paradigm shift is taking place in data i.e. big data, which will be the driving 

force of the future in healthcare (Groves et al. 2013). Specifically, what the data is revealing 

now is that, what patients should really be paying for is ‘value’ (Elshaug 2015; MCHP 2015). 

Precisely how much money is expended in each and every health centre and hospital can be 

accurately accounted for, yet how much is allocated to solving basic problems often goes 

unreported (Gray 2015; NHS 2015). This depicts a situation where the system provides quality 

records yet produces low value reports. Quality is essential yet future objectives demand value 

as well. Change is needed to effectively move away from ‘bureaucratic’, towards ‘knowledge’ 

based healthcare, where knowledge becomes the driving force (Gray 2015; NHS 2015).  

In Australia, certain groups are reluctant to adopt the changes that the data revolution 

introduces, whereas other groups welcome the changes. Those groups that are adapting to the 

changes are suggesting that the data is indicating where quality and value can be maximised 

and where waste can be reduced or preferably eliminated altogether (Elshaug 2015; MCHP 

2015). Groups that are slow adopters of technology should be encouraged to accept the changes 

that technology brings so as to be able to identify and capitalise on the quality and value inherit 

in the healthcare system (Elshaug 2015; MCHP 2015). 

OECD (2013, 2015b) reports indicate that the uptake of e-health in Australia has been slow 

and disappointing, partly a result of ineffective community awareness, inadequate information 

infrastructure and substandard internet technologies. Additional funding is required towards 

linking health services to patients via technology and to increase the utilization and availability 

of telehealth across different regional locations (Deloitte Touche Tohmatsu 2014; OECD 2013, 

2015b). 

1.4.2 Motivations for the Research 

In Australia, the ability to collect information regarding the results of health care and the 

experiences of individuals is hindered by the limited capacity to link patient data between 

datasets (OECD 2015b). Like other OECD countries, Australia uses a national number referred 

to as the Individual Healthcare Identifier (IHI) to uniquely identify patients. However, the use 

of this identifier for data linkages has not been approved (OECD 2015b). Australia is among a 

minority of countries that do not have nationwide data that includes identifying information 

that may be utilised for record linkages regarding patient information (OECD 2013, 2015b). 
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There is an opportunity to improve the data infrastructure to support linkages between datasets, 

even though this could be complex due to varying privacy laws and regulations across differing 

states and territories. Enabling medical practitioners to view specifics of a patient’s medical 

care can improve patient pathways, reduce mistakes and improve the continuity of ongoing 

therapies. This would also reduce inefficiencies within the system such as the duplication of 

treatments etc. 

The Australian PCEHR system was initiated as an “opt-in” based system, which presents a 

barrier for many patients to become established in the system. The move to an “opt-out” 

approach has been recommended by the OECD to simplify registration in the system (DoH 

2015; OECD 2015b). A lack of awareness of the system and the benefits it can bring has also 

been cited as a deterrent towards patient participation. The OECD (2015b) also recommends 

the development of safeguards to ensure the privacy and security of patient data.  

The move to an “opt-out” approach may improve health care provider participation and 

facilitate ease of patient registration in the system, however this does not necessarily equate to 

ongoing effective use of the system. In the first year of operation of the system a total of 

397,742 patients had registered for PCEHR however only 6,095 clinical documents had been 

uploaded to the system (DoHA 2013b; Glance 2013) and by the time 900,000 registrations had 

been reached only 5,000 shared health summaries had been uploaded to the system (OECD 

2015b). The research undertaken in this study focusses upon patient use of PCEHR as opposed 

registration in the system and the findings indicate that trust issues related to privacy and 

security need to be resolved. The lack of quality data represents a hindrance towards the 

development of effective strategies to lift the level of meaningful use of PCEHR (Glance 2013, 

2015).  

The Australian PCEHR system can empower individuals to play an active role in the 

management of their health, minimise errors and to simultaneously provide a means to 

maximise the potential to manage existing resources and provide important data for research. 

Until national coverage is achieved, and patient data is consistently uploaded by patients and 

health care providers, the effective utilisation of the PCEHR system will be limited (OECD 

2015b).  
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1.4.3 Problem Statements 

There are many differences in the effectiveness of health care throughout the world plus the 

performance of health-related administration systems falls significantly below that of other 

industries such as finance, banking and many other commercial services. Moreover, health care 

practitioners are now coping with a higher number of illnesses and health related problems, yet 

the costs, quality and provision of health care has not fundamentally advanced by comparison 

to other sectors (WHO 2012). 

Compounding upon the above is the erosion of user trust in information systems and the 

willingness for patients to expose their private and personal health data on the internet through 

the use of PCEHR. Examples that demonstrate the impact upon user trust in the Internet are 

the Wannacry and Petya attacks that took place in 2017 (Belot & Borys 2017). If health care 

details are inadvertently made accessible to unauthorised parties there is not much that can be 

achieved to remedy the data leaks that may result except for the publication that a data breach 

has occurred. Consequently, many users remain cautious regarding online interactions 

regarding sensitive data. 

In contrast, banking and other online transactions technologies conducted by companies such 

as VISA and MasterCard etc. have been developed since well before the commercialisation of 

Internet (VISA 2001, 2007). Still regular users of such systems remain cautious with their use.  

EHR systems are relatively new by comparison and concern the storage of a very different type 

of information, which is highly sensitive and relates to their personal health information. The 

findings of this research demonstrate that identity theft and unauthorised access are significant 

inhibitors related to the use of the Australian PCEHR system and that trust in medical 

practitioners plays a major role in influencing patient trust in the system. However, trust in 

health care practitioners does not directly transfer into trust in the underlying systems and 

technologies in use on the Internet. The findings also show that the higher a patient’s trust in 

their health care providers is the higher a patient’s wish to remain anonymous will be. 

1.4.4 Summary of Research Questions and Findings 

The results of this study have significance regarding future research as well as for policy 

makers.  Regarding future studies, the research finds that ‘trust’ can be described as a key issue 

and implies that policy makers considering the application and rollout of systems should 
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consider user trust with regard to how personal identifying data and information is handled and 

guarded against identity theft and other intrusions upon user privacy. 

The following list summarises the research questions that arose during the literature review and 

form the basis upon which the constructs and survey items were developed.  

• To what extent do users feel they have a right to access information contained in their 

medical records? 

• How do users compare PCEHR systems to e-Commerce systems? 

• Do users feel that they have sufficient understanding of the technologies related to the 

PCEHR systems? 

• What are users’ preferences regarding the use of pseudonyms for identification in the 

PCEHR systems? 

• What are users’ views regarding the use of biometric technologies for identification. 

• What are users’ preferences regarding the use of a “Partial Identity” for identification 

in the PCEHR systems? 

• Do users consider Government Controlled PKI to be the safest option to accessing the 

PCEHR system? 

• What are user’s preferences regarding the use of an ABC system for identification in 

the PCEHR systems? 

• On what devices would users prefer to use ABCs? 

• What are users’ views regarding the use of ABCs for secondary purposes? 

• Do users consider an ABC system be a safer option over Government Controlled PKI. 

• To what extent do users intend to make use of the PCEHR systems? 

• What are users’ concerns regarding the use of the PCEHR systems? 

Prior research into the use of EHR have mainly concentrated on the involvement of health care 

providers. However, the review of literature was not able to determine prior investigation into 

aspects which may influence an individual’s intentions to use PCEHR and even more 

specifically the application of ABCs for authentication, authorisation and access control. 

The researchers consider that this study is the first study in Australia if not the world to examine 

how a user’s perceptions of ABCs could influence their intentions to make use of PCEHR. The 

study is particularly related to future research undertaken in e-Health privacy and security and 



Chapter 1 - Introduction 

 

11 
 

offers future researchers a basis by which to further examine the associations between factors 

that could impact the usage of PCEHR as well as the utilization of ABCs. 

1.4.5 Methods and techniques used to collect and analyse the data 

The research questions that arose from the review of literature are summarised in section 1.3 

above. A cross-sectional analysis approach was used, and a web-based questionnaire was 

developed as the survey instrument whereby respondents gave their consent by taking part in 

the survey. A convenience sample sourced from staff and students of a number of different 

universities was reasonably straightforward to achieve. However, convenience sampling can 

suffer bias and in the current case what this essentially means is that the sample may include 

respondents with higher levels of education than the general population, may not include the 

chronically ill or a significant number of ‘carers’ and may include a high number of respondents 

between the ages of 18 and 64. The average age of all respondents was calculated to be 44.5 

years of age. 

Many of the items used in the survey that were developed specifically for this study were 

mostly untested. Pre-existing scales that were identified by means of the literature review were 

tailored to fit the study’s framework. The items were developed further by making use of a 

number of focus groups consisting primarily of post-graduate students. The methods used to 

collect the data is outlined in section 1.5 below and detailed in chapter 4 “Methodology”.  

The conceptual model and hypotheses listed in section 1.3 above were examined and tested as 

follows: 

• Bivariate correlation analysis to give an initial assessment of any relationships that may 

exist between the survey items. 

• Exploratory Factor Analysis (EFA) to analyse fundamental structures within the data. 

• Structural Equation Modelling (SEM) to validate and test the hypotheses and other 

relationships that may be present among the hypothesised constructs. 

• Hierarchical regression analysis to examine the characteristics of items that were 

excluded by the EFA prior to the SEM analysis. 

Chapter 4 “Data Analysis” details the processes used to analyse the data and provides a 

dialogue and justification concerning the utilization of SEM for this research. The results of 
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the analysis are reported in chapter 7 “Results” and a summary of the findings in relation to the 

research questions are outlined in section 1.6 below. 

1.5 Methodology 

The method used for data collection in this research as previously mentioned involves the use 

of an online survey where respondents are asked to give their responses regarding their trust 

related to PCEHR, information systems technologies and developers, financial transactions, 

authentication, health care practitioners, and the government. A web-based survey was decided 

on as the research instrument for the project as it can target users that have access to the internet 

and the necessary experience to make use of the PCEHR system. Respondents were also asked 

a number of demographic questions regarding their gender, age, education, if they were 

registered for PCEHR and if they had dependents under their care. 

Many of the scales used in the survey were adapted specifically for this study from prior 

research models relevant to trust related to e-commerce and technology acceptance. From the 

initial 49 items included in the survey 18 scales were identified in the exploratory factor 

analysis (EFA) that predict 63% of the variance in the final model. The demographic data was 

collected in order to determine the descriptive properties of the sample. Although this data was 

collected mainly for descriptive purposes, it was considered that these items could possibly 

mediate some of the relationships within the proposed model. 

Invitations to take part in the survey were emailed to potential participants that directed them 

to a website specifically created to present the survey and collect user responses. Additionally, 

as previously mentioned a short three-minute video produced by IBM Research (2012), was 

presented to respondents before asking them to take part in the survey. This approach was taken 

in order to clarify to respondents the concept underlying the use and purpose of ABCs for 

privacy (ABC4Trust 2010-14, 2015).  

The underlying design of the website ensured that all respondents viewed the video 

presentation before taking part in the survey. The data were collected and analysed, and the 

results were then compiled from which the conclusions of the study were drawn. 
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1.6 Preview of the Research Outcomes 

Comprehensive statistical analyses of the data are reported in chapter 7, “Results”, however 

this section previews the results of the research. Regarding the principal aim of the study, the 

results show that: 

The use of ABCs for authentication, authorisation and access control has the potential 

to significantly increase patient use of the Australian personally controlled electronic 

health records system. 

The constructs identified by the EFA showed some differences to those of the conceptual 

model. While the conceptual model comprises eight constructs, the results of the EFA 

identified seven constructs that were used in the final SEM analysis. The factors emerging from 

the EFA were named according to the constructs consistent with the conceptual model, 

however one of the constructs of the conceptual model Trust in Developers was not included 

in the SEM analysis. With the exclusion of the Trust in Developers construct the final structural 

model consisted of the following seven constructs: - PCEHR Use, PCEHR Concerns, Trust in 

Conventional Authentication, Trust in Practitioners, IT Awareness, Wish for Anonymity and 

Use of Attribute-Based Credentials. 

The factors and scales identified in the EFA were used to construct a measurement model for 

SEM analysis to confirm that the scales are valid indicators of the constructs within the model. 

The measurement model was then converted into the final structural model for further analysis 

and testing of the hypotheses. The measurement model enables the researcher to carry out a 

thorough test of the measurement theory before proceeding to the structural model.  

The structural relationships that were found in the final structural model differ slightly to those 

suggested in the conceptual model, key findings and differences are listed as follows: - 

1.6.1 Expected outcomes consistent with the conceptual model.  

• The results of the study show that the use of an ABC system for authentication has the 

potential to enhance the use of the Australian PCEHR system.  

• There was a relationship found where Trust in Conventional Authentication (e.g. 

email/password authentication) has a positive effect upon the Use of PCEHR. 

• Of all the constructs examined, Trust in Practitioners was shown to have the largest 

effect towards the Use of PCEHR. 
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• PCEHR Concerns related to identity theft and unauthorised access were found to be 

significant inhibiting factors regarding the Use of PCEHR. 

• As Trust in Conventional Authentication increases, PCEHR Concerns such as identity 

theft and unauthorised access decrease. 

• As Trust in Conventional Authentication increases, Wish for Anonymity decreases. 

• As Wish for Anonymity increases, Use of Attribute-based Credentials also increases. 

1.6.2 Additional findings not theorised as part of the conceptual model.  

• While it was not hypothesised as part of the conceptual model a significant relationship 

was found that, as Trust in Practitioners increases, Wish for Anonymity also increases. 

• Furthermore, the results also identified a significant relationship exists that, as Trust in 

Practitioners increases so too does Trust in Conventional Authentication. 

• Finally, a significant relationship was also found where IT Awareness is shown to have 

a small yet significant and negative effect upon PCEHR Concerns. This suggests that 

as respondents’ knowledge and experience of using information technology increases 

PCEHR Concerns decrease. 

1.6.3 Hierarchical Regression analysis 

Regression analysis can indicate the presence of any variance among the scales that were 

omitted from the SEM analysis. Consequently, hierarchical regression analyses were carried 

out to examine these relationships. These tests were carried out independently in the event that 

any significant variances existed that may be of use in further research. Although the Trust in 

Developers construct was not included in the SEM analysis it was found to be a significant 

predictor of the Use of PCEHR, the results of the multiple linear regressions are detailed in 

chapter 7 – “Results”. 

1.6.4 Findings related to selected cross tabulations. 

• As expected respondents that indicated, they had registered for PCEHR also indicated 

a higher level of trust in the government.  

• Although less pronounced in a similar manner, those that indicated that they had 

registered also indicated a higher level of trust in their health care providers. 

• Contrary to what was expected, of those respondents that indicated that they had 

registered, 68% reported that they usually enjoyed good health with only 25% 
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indicating poor health. This suggests that the status of an individual’s health was not 

found to be a predictor of the Use of PCEHR. 

  

1.6.5 Findings related to selected items used in the survey. 

• From the survey 80% of the respondents indicated that they were concerned about their 

browsing behaviour being tracked online. 

• It was also shown that 68% of the respondents held concerns that the use of PCEHR 

could expose their health information to those unauthorised to access it. 

• Only 30% of respondents considered conventional password authentication to be a 

secure means to authorise access to websites. 

• From the survey 93% of the respondents indicated that they thought that many 

organisations collect more personal information than they need to. 

• Furthermore, 72% of respondents liked the concept of using a pseudonym to identify 

themselves as opposed to giving detailed information about their identity. 

• Additionally, 85% of the respondents showed an interest in learning more about ABCs 

and only 3% indicated that they were not interested. 

• Moreover, 89% of respondents confirmed that they more likely use ABCs providing 

that they were more secure than the use of conventional authentication. 

These outcomes suggest that many potential users have uncertainties regarding privacy and 

security issues specifically related to the use of the PCEHR system and the Internet in general. 

1.6.6 Findings related to the penultimate construct of PCEHR Use. 

• Respondents appear to be uniformly divided with 32.8% indicting that they held no 

reservations, 34% that were neutral and 33.2% that have doubts regarding the use of 

PCEHR.  

• Additionally, 54% of the participants indicated that they have issues concerning the 

governments approach to authentication. 

• Of particular interest is that 65% of the respondents indicated a desire for anonymity 

(with only 10% showing no interest), which tends to indicate that ABCs may well 

indeed improve patient use of the PCEHR system.  

• Encouragingly 85% of the participants indicated a desire to learn more in relation to the 

PCEHR system itself with only 3% indicating that they had no interest to learn more 

about the scheme. 
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The use of ABCs for authentication within the PCEHR system can bring benefits that go 

beyond PCEHR, as there is no other comparable electronic credential, which can be used to 

safeguard the privacy of information concerning the individual. ABCs may eventually become 

the way the majority of users gain access, identify themselves on e-commerce sites and interact 

online overall. 

1.7 Organisation of the Thesis 

This thesis is comprised of eight chapters as follows: 

1. Introduction 

Chapter 1 introduces the research and gives an overview that includes a brief outline of 

originality of the research, the methodology and a brief summary of the principle aims 

and objectives of the study. 

2. Literature Review 

Chapter 2 presents a review of previous academic research related to privacy, security 

and trust issues associated with e-commerce and e-health systems, authentication and 

encryption technologies and privacy enhancing technologies including ABCs. Chapter 

2 also defines the requirements of e-health systems and privacy needs related to patient 

trust. 

3. Theory Underpinning the Research 

Chapter 3 investigates the research and literature that is focused on Technology 

acceptance and trust related to the use of the Internet. It describes significant studies 

that led to the development of the conceptual model and constructs used in this research. 

The models and constructs reviewed in chapter 3 include the following: 

• Theory of Reasoned Action – TRA (Fishbein & Ajzen 1975) 

• Technology Acceptance Model – TAM (Davis 1989) 

• The Extended Technology Acceptance Model – TAM2 (Venkatesh & Davis 

2000) 

• The Unified Theory of Acceptance and Use of Technology – UTAUT 

(Venkatesh et al. 2003) 

• Generic model for trust in electronic transactions (Ganzaroli, Tan & Thoen 

1999) 

• Web Trust Model (McKnight, Choudhury & Kacmar 2002) 
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• Model of Trust in E-Commerce – MoTEC (Egger 2003) 

4. Methodology 

Chapter 4 details the methodology used in the research and provides details about the 

development of the survey, the pilot study and how the survey was conducted. The 

methodology chapter also identifies an online survey as the research instrument chosen 

for the study, the methods employed and the reasons why they were chosen are detailed. 

The target population, sampling method, questionnaire plus the treatment and 

processing of the data are described along with the measures used to ensure that the 

data collected could be relied upon. The hypotheses are also detailed together with 

reasons for each in line with the relations proposed in the conceptual model. Finally, an 

overview of the statistical analysis is presented. 

5. Descriptive Statistics 

This chapter reports the descriptive analysis of the data obtained from the survey. 

Demographic data is analysed in order to arrive at a fundamental understanding of the 

characteristics of the sample. The sample and the sample selection process is discussed 

as well as descriptive statistics that determine the characteristics of respondents and 

their attitudes towards the items in the survey that are specifically related to the research 

questions. 

6. Data Analysis  

Chapter 6 discusses the processes used to statistically analyse the hypotheses related to 

the study. The discussion begins with an overview of procedures including data 

preparation, factor analysis and structural equation modelling (SEM). The discussion 

presents a definitive approach for conducting a SEM analysis, defines the sequence of 

operations, and identifies Goodness of Fit (GOF) indices related to SEM analysis. The 

description of the SEM procedures also provides a dialogue and justification concerning 

the utilization of SEM in this research. 

7. Results 

Chapter 7 reports the results of the data analyses that were carried out. This includes 

the EFA, the specification and analysis of the measurement model followed by the 

specification and analysis of the structural model to examine the data collected and 
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arrive at a well-defined full structural model. Results of the multiple linear regression 

analysis used to examine items removed from the structural model are also reported. 

8. Conclusion 

Chapter 8 in conclusion revisits the research questions and hypotheses and discusses 

the findings in relation to each of the hypotheses, and confirms the accomplishments of 

the research effort of this study. Further conclusions are then drawn concerning the 

implications of the research findings related to policy and practice regarding 

authentication. Limitations of the study and suggestions for further research are then 

discussed before a final summary of the conclusions is made. 

1.8 Conclusion 

This introductory chapter has provided an overview of the thesis including a synopsis 

discussing the justification for the research together with an outline of the research 

methodology. A preview of the research findings has also been presented. This research 

contributes to the body of literature by examining factors that influence user trust and concerns 

related to the use of the Australian Personally Controlled Electronic Health Records system. 

The study is important as it strives to deal with the complications related to patient trust in the 

PCEHR system and seeks to add to the current body of knowledge. The following chapter 

reviews the related literature used to formulate the survey instrument and examine the proposed 

outcomes that will be tested. 
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Chapter 2. Literature Review 

2.1 Introduction 

The research conducted for this thesis examines technology acceptance related to privacy, 

security, authentication and the use of ABCs to authenticate and control user access to the 

Australian personally controlled electronic health records (PCEHR) system. Therefore, this 

chapter examines the research and literature associated with: 

• Electronic Health Records (EHR). 

• User Authentication systems. 

• ABCs. 

• Technology Acceptance. 

The chapter is structured around a discussion of the research in each of these key areas and the 

relevance of this to the research questions.   

2.2 Defining Personally Controlled Electronic Health Records 

Electronic Healthcare Records (EHR) is a term that refers to patient health care records that 

can be accessed online via the Internet (AHPRA 2014; AMA 2010; Garets & Davis 2006; 

MCNSW 2010). Personally Controlled Electronic Healthcare Records (PCEHR) extends this 

concept to allow a patient to control who can access their records. In contrast, Medical Records 

(MR) and Electronic Medical Records (EMR) should not be confused with either EHR or 

PCEHR. Medical records and their electronic equivalent EMR remain the property of the 

doctor or practice attended by the patient (AHPRA 2014; AMA 2010; MCNSW 2010). The 

electronic version of a medical record is simply a record kept by the practitioner in electronic 

form on a computer system. These records are essentially notes taken by the doctor regarding 

a patient’s consultation diagnoses and remain the property of the doctor or practice that 

provided the consultation. In the Australian public health sector, generally a patient is entitled 

to access information contained within medical records about themselves (AHPRA 2014; 

AMA 2010; MCNSW 2010; Samford 1999).  

As this research focusses upon the use of ABCs to authenticate user access to the Australian 

PCEHR system the following research question arises:  

• To what extent do users feel they have a right to access information contained 

in their medical records? 
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2.2.1 Medical Records vs. Electronic Health Records 

Medical Records (MR) are essentially legally binding documents from which the data 

contained in an EHR is drawn (Garets & Davis 2006). The terms EMR and EHR are often used 

interchangeably and are known by other names such as Patient Care Records (PCR), Computer-

based Medical Records (CMR), Electronic Patient Records (EPR) and Summary Care Records 

(SCR) amongst others. The basis of this study is Australian PCEHR (Com. of Australia 2012b). 

In many developed countries, health care providers and organisations have been developing 

EHR systems with the purpose of improving individual patient and public health standards 

(Accenture 2010). 

2.2.2 Benefits of Electronic Health Records 

Access to patients’ medical history and clinical data from previous episodes of care provided 

by other practitioners can simplify personalised treatment plans, decision-making, reduce the 

risks associated with errors made in diagnoses and prescriptions (Com. of Australia 2012a, 

2012b).  Additionally, access to patients’ data can potentially reduce the cost and time involved 

with sharing records across various healthcare providers (Accenture 2012). By connecting 

healthcare providers through health care networks, accessibility of specialist care could be 

improved because clinical data, such as medical imaging and pathology test results, can be sent 

to specialists electronically for assessment (Com. of Australia 2012a, 2012b).  

Anonymised EHR data also has the potential to improve the outcomes of clinical research 

(Accenture 2010, 2012). Although these benefits are widely recognised, organisations and 

governments throughout the world have struggled to implement effective solutions (Accenture 

2010, 2012). Primary challenges are related to information governance, which concerns the 

processes, functions, standards and technologies that enable highly sensitive health information 

to be collected and used effectively in a secure and safe manner (Accenture 2010, 2012). 

2.3 Requirements of e-Health Systems 

Accenture is a global management consulting company, which has undertaken extensive 

research into the deployment of e-Health systems across multiple countries including Australia, 

Canada, England, France, Germany, Singapore, Spain and the US (Accenture 2012). Critical 

challenges to the establishment of effective e-Health systems identified in their findings were: 

• The storage and processing of medical data whilst preserving structure and meaning 

presents major difficulties. 
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• Legal constraints and regulations regarding access to healthcare data imply that PCEHR 

calls for substantially robust access control strategies with sophisticated permissions 

mechanisms. 

• Maintaining network integrity whilst providing for continuous availability and 

unauthorised access prevention is particularly difficult in distributed environments. 

• The reliability of data in PCEHR is key to effectiveness. Low quality data may distort 

medical analyses and possibly impact patient safety. 

• To be successful PCEHR relies upon building productive consent models that will 

satisfy individuals’ as well as clinicians’ requirements and objectives. Patients assume 

that consent models are centred on safeguarding information privacy and 

confidentiality.  

• Healthcare professionals have legal obligations to deal with data threats correctly. IT 

organisations need to design systems that integrate organisations across legal 

departments, medical professionals and facilitators. 

• Without international or national standards, obtaining interoperability is a challenging 

task to achieve. 

Information governance solutions, to be effective, need to integrate often-disparate 

information, security, access control and content management systems, which includes legal, 

clinical, administration and IT work streams. The Accenture Information Governance 

Framework for Health (Accenture 2010) provides a holistic model, which encompasses five 

key areas and their components as follows: 

• Privacy 

Making certain that a patient’s information may strictly be viewed subject to their permission 

is regarded as the foremost concern related to e-Health and PCEHR (Accenture 2010, p. 

Appendix:2). Failure to assure users that records within e-Health systems remain confidential 

reduces patient use of EHR. Tactics to ensure that data privacy is maintained includes the 

effective use of consent mechanisms, access controls and policies that promote sensible user 

behaviour. 
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• Confidentiality 

Making sure that records stored in e-Health systems are kept private demands several 

protection strategies to track and protect against unauthorised use of patient data. Methods to 

ensure confidentiality include role-based access controls, records sealing, secure authentication 

mechanisms and anonymisation and pseudonymisation processes (Accenture 2010, p. 

Appendix: 6). 

• Security 

Governments and regulators consistently cultivate progressively challenging guidelines for 

safeguarding user information. Information privacy, confidentiality and data reliability 

increasingly rely upon the protection provided by the systems concerned. Solutions need to 

provide for messaging and communications, event logging, security audits and networking 

(Accenture 2010, p. Appendix:10).  

• Quality 

Low-grade data can affect the quality of care, patient safety and user adoption of EHR and 

elevates potential risks connected with compliance and implementation. Processes should be 

standards driven and capable of the detection and correction of errors including validation rules 

for format, accuracy and structure (Accenture 2010, p. Appendix:12). 

• Integrity 

Electronic health systems need to maintain data quality during storage, retrieval, 

communication and transfer operations (Accenture 2010, p. Appendix:14).  

Key findings identified in a report prepared for the National Health and Hospitals Reform 

Commission (NHHRC) suggest that Australia has in the past been relatively slow to adopt e-

Health initiatives (Bartlett, Boehncke & Haikerwal 2008). However, there is an increasing 

demand, amongst providers and patients for the use of technology in health care. The report 

recommended a rapid, phased approach aimed at the implementation of key infrastructures 

with ongoing development of standards for interoperability, security and privacy across the 

health sector.  

A key recommendation identified in the report was to ensure that the related issues of 

information sharing, interoperability, data security, identification, authentication and privacy 

are addressed (Bartlett, Boehncke & Haikerwal 2008). The key to the success of these 
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initiatives lies in the establishment of a national, PCEHR system (Bartlett, Boehncke & 

Haikerwal 2008). However, simply putting such a system in place does not necessarily mean 

that users will make use of it as intended. As was seen in the slow uptake of business-to-

consumer (B2C) e-commerce, trust and privacy issues became obstacles to adoption by users 

(OECD 2008, 2015a, 2016).  

2.3.1 Comparison to e-Commerce Systems 

The successful implementation of a PCEHR system can benefit greatly from the insight and 

knowledge gained in the research undertaken for e-commerce systems. E-commerce originally 

evolved from Electronic Data Interchange (EDI) (Clarke 1998a), which allowed established 

business traders to trade over private networks. Later the commercialisation of the Internet in 

1995 provided a more affordable means for businesses to conduct their trade using a single and 

open network. As a result, business-to-business (B2B) e-commerce flourished. Businesses 

quickly embraced this avenue for trade as commercial relationships between businesses are 

formed on the basis that the trading partners know and trust each other (Egger 2003).  

As the Internet grew, so too did the number of private users. This led to the advent of B2C e-

commerce (Egger 2003). With the emergence of B2C e-commerce, where users are able to 

shop online to make purchases, conduct their banking or pay bills, there came an increase in 

the number of vulnerabilities to the privacy and security of personal data and information 

(EMC Corporation 2013). These vulnerabilities are related to crimes such as identity theft and 

other fraudulent behaviours perpetrated by cyber-criminals who seek to identify one’s personal 

information such as name, address, date of birth, gender, passwords and credit card details etc. 

in order to steal money and/or goods and services (EMC Corporation 2013).  

Initially it was anticipated that B2C e-commerce would see similarly high levels of growth and 

acceptance in the community as did B2B e-commerce (OECD 2008, 2015a, 2016). However, 

the issues of consumer trust emerged, due to the transient nature of the relationship between 

retailers and their customers (Egger 2003; OECD 2016). This usually involves a single 

transaction between unknown parties, unlike that of B2B transactions, which primarily take 

place between established business trading partners (i.e. supplier/distributor, 

wholesaler/retailer etc.) (Egger 2003). Although there are many similarities between the uses 

of e-commerce systems to that of EHR systems, there are also highly significant differences 

between the two. 
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Whilst e-commerce systems, used in online banking and online shopping, involve the 

transmission of sensitive data and information such as names, addresses, credit card numbers 

and account details, EHR systems also concern very sensitive information related a patient’s 

health. When health information is exposed little can be done to remedy such data leaks. This 

problem is compounded by the fact that traditionally workers employed in the health industries 

are not expected to have a comprehensive understanding of the technologies driving the 

WWW. The financial sector including banks and credit card companies such as VISA and 

MasterCard and other similar services, have been developing electronic systems since long 

before the advent of the Internet and the WWW (VISA 2001). In contrast, EHR systems are a 

relatively new concept by comparison. 

This raises the following research question:  

• How do users compare PCEHR systems to e-Commerce systems? 

 

2.3.2 The Need for Privacy in e-Health Systems 

Issues of trust and privacy in e-commerce greatly concern the privacy of a user’s information 

regarding access to their bank accounts and credit card services (Coles & Smart 2011). Other 

concerns involve trust in merchants to fulfil their obligations according to expectations. 

However, the data and information stored in EHR concerns personal information related to an 

individual’s health status. When this type of data is compromised, there is very little in terms 

of compensation that can be offered. 

Privacy and data security issues continue to escalate at a rapid pace. The Australian Privacy 

Commissioner, Timothy Pilgrim (Monash 2012; OAIC 2016) warns that data security has 

become a major challenge for organisations throughout Australia. With the advent of cloud 

computing, portable devices, database storage and the activities of hackers’, dramatic changes 

have taken place regarding data security and document storage. Even when strict measures are 

put in place to protect data, breaches can still occur (Monash 2012; OAIC 2012). 

This includes the systems used to manage and control day-to-day operations of health care 

practices. When dealing with healthcare providers, patients have high expectations regarding 

the confidentiality of their private health information.  The confidence that a patient places in 

their health care provider, to keep the status of their health secret from anyone else, would be 

severely damaged if sensitive information was divulged to 3rd parties not involved in their 
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direct care. For example, in a life-threatening situation, it may save a patient’s life if the 

attending emergency crew were privy to specific information that would otherwise be kept 

private. Information relating to medication, allergies, mental health and other ongoing or past 

conditions, can help greatly in a patient’s diagnosis particularly when that patient may be 

unconscious. In certain cases, a patient would be thankful that their information was released 

to those concerned on a need to know basis. 

2.3.3 Patient Trust 

In the past, adherence to the Hippocratic Oath has helped medical practitioners instil trust in 

their patients (Croll 2008). In modern day settings the declaration and taking of the oath at 

graduation differs from institution to institution (McNeill & Dowton 2002). However, for 

registration and licensing to practice medicine in Australia, medical practitioners are expected 

to adhere to a strict code of ethics regulated by the Australian Medical Association (AMA) 

(AHPRA 2014; AMA 2010).  The code clearly suggests that patients should expect that health 

care providers will hold information about them in confidence (AHPRA 2014).  

Confidentiality plays a significant role in the doctor/patient relationship, without it, trust may 

be impaired to the extent that a patient will soon discontinue any treatment and seek help 

elsewhere. A patient also needs to have a high degree of confidence in the “competence” of 

their health carers including employees associated with the practice concerned. This now needs 

to extend to the security technologies deployed in the systems, which store and process their 

data. Considering the privacy implications that the internet poses, patients now need to invest 

more trust in the entire health system than ever before. 

2.4 Efforts to Develop Electronic Health Records 

The development of E-Health and EHR systems has been ongoing since the early 1990’s and 

is considered by some to be one of the most important developments in healthcare since the 

advent of modern medicine (Accenture 2012). Various countries have had different degrees of 

success implementing EHR systems, resulting in a slow rate of adoption (Jolly 2012). 

This research focusses on the use of the Australian PCEHR system and the potential for ABCs 

to enhance participation in the use of the system. An effective EHR system that preserves the 

privacy and security of patient data is considered to be the foundation upon which e-Health is 

built (Accenture 2010, 2012). 
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2.4.1 International Efforts 

The Global Observatory for e-Health (GOe) is an initiative of the World Health Organisation 

(WHO) which provides guidance on standards, practices and policies for e-Health and was 

established in 2005 (WHO 2012) with the aim of coordinating the development of e-Health 

worldwide. Since establishment the GOe has made recommendations to 114-member countries 

(WHO 2012), that they plan for the development and implementation of e-Health systems 

aimed at the delivery of more effective healthcare to all, through the utilisation of information 

and communication technologies (WHO 2012).  

E-Health technologies are considered central to the future of quality, patient-centred healthcare 

yet initiatives in the development of e-Health systems are far more apparent in developed 

countries. The potential of e-Health to benefit developing countries is clearly recognised. It is 

considered that developing countries will face similar privacy and security issues that 

developed countries are faced with (Ami-Narh & Williams 2007; Jolly 2012; WHO 2012).  

In many developing countries, major hindrances are seen to exist such as communications and 

digital infrastructure, shortages of health care professionals, inadequate disease surveillance 

and poor health infrastructure. WHO (2012) states many of these issues can be addressed 

through e-Health applications and that there is intense interest in many developing countries in 

the development of e-Health systems (Jolly 2012). The Australian PCEHR system is 

considered an example for developing countries to model their systems upon due to the tyranny 

of distance that exists in Australia. This corresponds to situations in many developing countries 

where much of the population live outside of metropolitan regions (Jolly 2012). 

2.4.1.1 Successes and Failures 

Denmark is considered to have achieved a high level of success in the implementation of e-

Health technologies (Protti & Johansen 2010). One important factor that is seen to contribute 

to Denmark’s success is that in 1966 Danish citizens were issued with national identification 

numbers. These identification numbers serve a similar purpose as were the intentions of the 

Hawke Government’s failed Australia Card of 1987 (Jolly 2012). Whilst initially due to 

concerns regarding privacy and security, there was resistance to the introduction of the Danish 

national identity number, over time these concerns appear to have subsided (Protti & Johansen 

2010).  



 Chapter 2 – Literature Review 

 

27 
 

Trust in the Danish federal government among its citizens is considered to be high and 

healthcare in Denmark is operated entirely by the public sector (Jolly 2012). Furthermore, 

Denmark has a comparatively small population of around 5-6 million people and healthcare is 

funded solely by the national government, this is not the case in Australia as healthcare funding 

is provided by both the federal and state governments (Jolly 2012; Protti & Johansen 2010). 

These factors and the comparatively early establishment of unique national identifiers are seen 

to have inadvertently paved the way for the success of the Danish e-Health systems (Jolly 

2012). In contrast progress in e-Health initiatives in the UK are seen to have failed (Jolly 2012). 

In the UK from 2007-2010 while 2.4 million people were invited to establish an electronic 

health record, only 173,000 had done so three years into the rollout of the system (Jolly 2012). 

In May 2011 the British National Audit Office concluded that ethical issues, contractual 

defaults and the non-completion of supporting software contributed to a significant loss of 

public money invested in efforts to develop e-Health systems and that reviews of the proposed 

systems are needed in order to safeguard against further deficits (Jolly 2012).  

2.4.1.2 Europe 

The European Commission’s action plan under the banner of eEurope was an initiative to 

ensure that the European Union (EU) capitalised upon the benefits that information technology 

brings and was first drafted in 2002 and superseded in 2010 by the Digital Agenda Plan 

(Barroso 2010; EC 2013).  In 2004, the European Commission sought to foster the widespread 

uptake of e-Health technologies through the release of an e-Health map that outlined policy 

initiatives and targets for e-Health in Europe. Many countries throughout the EU by the year 

2007 had commenced the implementation of their e-Health infrastructures, however only the 

Czech Republic had fully implemented a healthcare record system (Jolly 2012). 

2.4.1.3 USA 

The United States since the 1960’s has been developing health informatics. However, the USA 

has lagged behind many other countries in the development of its e-Health systems. It was not 

until 2009 that the US put in place a national e-Health plan to promote e-Health across the 

country. In 2011 strong financial incentives were put in place to encourage medical 

practitioners to adopt e-Health technologies and from 2015 practitioners that had not converted 

to e-Health record systems faced financial penalties (CWM 2009; Jolly 2012). 
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The Big Data phenomenon (see section 2.5.7) is seen to contribute to a high level of privacy 

concerns in the US and this is considered to have delayed the uptake of e-Health technologies 

in the US (Anderson 2007; FoxNews.com 2010). Even though financial incentives have been 

put in place to encourage the uptake of e-Health, concerns regarding privacy and security of e-

Health information, with the release of top-secret documents through WikiLeaks, are still in 

the minds of many Americans (FoxNews.com 2010; Jolly 2012). Dr. Deborah Peel (2013) of 

the Patient Privacy Rights Foundation in Texas USA suggests that health privacy issues are 

causing millions of US citizens to often avoid early diagnosis and treatment for cancer, 

depression, and STDs every year. 

2.4.2 The Australian PCEHR System 

On Tuesday March 1, 2011, IBM announced that they had won the contract to deliver the 

Australian Government’s National Authentication Service for Health (NASH) project (Dearne 

2011a; Freri 2011; Medicare Aust. 2012). In October 2012, it was announced that the contract 

with IBM had been terminated due to anticipated delays to complete the work by the 1st July 

2012, launch date of the PCEHR system (Brino 2012; Dearne 2012; Gliddon 2012). The 

National E-Health Transition Authority (NEHTA) originally contracted IBM to build a 

smartcard and public key infrastructure-based user verification system. This was done after 

realising the complexities involved in building the system (Dearne 2011b). The $23 million 

contract with IBM was terminated in favour of keeping to the launch date. Consequently, an 

interim solution was deployed. The Interim Authentication Solution is a modified Department 

of Human Services (DHS) PKI solution (DoHA 2012). This solution had been developed prior 

to contracting IBM.  

IBM as a world leader in the development of an ABC system was ideally poised to integrate 

privacy enhancing technologies into the Australian PCEHR system (Crompton & McKenzie 

2010; IIS 2013). Critics question why the IBM project was dropped and the interim NASH 

substituted in its place. Especially as IBM had already completed much of the work and that at 

the beginning of the project, the so-called interim NASH was not considered to be adequate 

(More 2012). 

The Australian PCEHR systems utilise the Australian Gatekeeper Framework (AGDTA 2015; 

AGIMO 2009; Com. of Australia 2015), which is based upon the X.509 Recommendation of 

the “International Telecommunications Union – Telecommunications” (ITU-T) and is the PKI 

“International Standards Organisation” (ISO) standard for Public Key Infrastructure (ISO 
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2006, 2017; ITU-T 2016). Identifiers for Practitioners and Patients functioning within the 

Australian e-Health systems have been generated for the provision of security within the 

Australian e-Health systems (Attorney-General’s-Dept. 2016). The banking and credit card 

industries among others utilise similar technologies (ANZ 2015). Laws were passed in 

Australia that regulate the disclosure and use of health care identifiers; however, health care 

providers may use the health care identifiers of their patients as identifiers in their own 

computer systems (Attorney-General’s-Dept. 2016). This represents a potential risk of 

exposure of users’ health care identifiers in the event of a data breach that may occur if an 

intrusion took place within a health care provider’s computer system. 

2.5 Concerns Regarding Use of the Internet and PCEHR 

Privacy is recognised as a basic right to human freedom that preserves dignity and autonomy 

and is believed to be at the very foundation of democracy (Kizza 2016). However, this right is 

violated at an increasing rate as technology advances. Contributing factors include the fact that 

users readily surrender their personal information unsuspectingly whenever they may register 

at websites, in customer surveys or simply by entering a competition. Many users lack the 

knowledge of how a little information can become a privacy invasion issue (Kizza 2016; 

Tavani 2016). They are also unaware that there are inadequate privacy policies in place and 

that companies and institutions often neglect to administer their privacy policies effectively. 

Furthermore, businesses are also often tempted to use the Internet to reach customers quickly 

and easily (Kizza 2016). 

2.5.1 Data Mining 

The vulnerabilities to an individual’s privacy stem from data processing techniques referred to 

as “Data Matching” or “Data Mining”. The earliest incidence noted of data matching took place 

in the city of Chicago USA in 1966 (Kizza 2016). Where two curious programmers, working 

night shift, began comparing files on the computer tapes of the city’s many data stores, based 

upon name and ID. They quickly discovered that several highly paid employees had 

outstanding parking fines. Soon they found names of employees that had outstanding fees, 

some of whom also appeared in the files of alcohol and drug rehabilitation programs. When 

these findings were leaked, simply through rumour, city employees were outraged. Not 

surprisingly, they wanted to know who had authorised the “investigation”. Rules at the 

computer centre were later established to prevent this from reoccurring (Kizza 2016). This is 
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an example of how information matching can have very few boundaries, specifically when data 

is collected over an individual’s entire life. 

Data matching techniques have become extremely sophisticated and when used appropriately 

bring great benefits to society (Kizza 2016; Tavani 2016). Data matching when combined with 

statistical analysis techniques assists researchers from many disciplines in their efforts to solve 

many problems. This ranges from the development of products and services in commerce to 

the development of new and existing technologies in the fields of science, education, 

engineering, medicine and a multitude of others. Ongoing developments regarding the use of 

data dramatically influences the methodologies applied in almost every discipline practiced 

throughout the world. PCEHR is one example where research into health care can benefit from 

the data collected in the system. 

2.5.2 Security Issues 

For many years now, it has been recognised that health systems could benefit greatly from the 

technologies driving the information revolution. However, this has not proved to be easy to 

implement (Jolly 2012). The PCEHR system is a fundamental component intended to enable 

users to interact with related health systems such as pathology, radiography and 

pharmaceuticals among others. Problems that have arisen for users of the Internet range from 

theft to cyber bullying, identity theft and ransom ware attacks to mention a few (EMC 

Corporation 2016; O’Neill 2012).  

2.5.3 Privacy Issues 

Privacy issues regarding person-specific information collected on individuals continues to be 

a major concern for the majority of users throughout the world (Clarke 1995-2017; OAIC 2015; 

OECD 2008). The growth regarding the capacity to collect and to store person-specific data 

has been a major concern among IT specialists for many years (Benitez, Loukides & Malin 

2010; Clarke 2001c; Gkoulalas-Divanisa, Loukides & Sun 2014; Mearian 2014; Sweeney 

2001). 

The Internet has brought about many benefits to research yet not all research is carried out in 

the interests of the greater good to society. Research is also carried out by public and private 

companies and institutions alike, some with the purpose of gaining a competitive advantage in 

their respective fields of endeavour (IBM Corporation 2012). In most circumstances, this may 
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not be criminal, however, this type of research can be highly intrusive and impact the privacy 

of individuals (Benitez, Loukides & Malin 2010; Clarke 1997-2011). 

No one is guaranteed privacy or autonomy anymore (Kizza 2016). Telephone calls, 

transactions, forms one may fill in, social security numbers, medical prescriptions, EFTPOS 

and even video hire memberships are all points of information gathering that expose each of 

us to the invasion of privacy (Kizza 2016). Rapid advances in technology, through information 

gathering, have led to the need for new laws to be passed in order to protect users’ personal 

identity and preserve their autonomy (Kizza 2016). The less information that is known about 

any individual the more autonomous that individual can be. In the USA, the, “Financial 

Services Modernization Act of 1999”, also known as the Gramm-Leach-Bliley Act (DIFP 

2012), requires financial institutions to disclose their privacy policies, consumer rights and 

safeguards to customers (BCP 2012).  

This act became the basis by which many other countries, including Australia, have formed 

policies and laws governing privacy. The “Privacy Act of 1988” (ComLaw 2012; OAIC 2012) 

having undergone numerous amendments since its inception, now outlines 13 Australian 

Privacy Principles (APP) by which it aims to promote the protection of the privacy of 

individuals in Australia. Although these laws are aimed at protecting consumer privacy, it is 

argued that many are negated by the inclusion of an “opt-out” clause, particularly those related 

to direct marketing (BCP 2012; ComLaw 2012). The Act aims to restrict institutions from 

sharing customer/client information without the customer’s consent, however the “opt-out” 

clause assumes implied consent if the individual has not made a request to not receive direct 

marketing communications (ComLaw 2012). 

2.5.4 Trust Issues 

The growth in business activities conducted on the Internet has led to a plethora of new types 

of crime that did not exist before the advent of the WWW. These crimes range from fraud, 

harassment, obscene content through to cyber terrorism. Of particular concern, has been the 

impact that cyber fraud has had on consumer trust in the Internet (EMC Corporation 2016). 

OECD (2015a, 2016) reports indicate that security problems in the on-line environment 

continue to grow despite increasing efforts to counteract them and that cyber-fraud remains a 

major barrier for trust in Internet transactions by potential users (EMC Corporation 2016). 

Trust is a multidimensional concept and relevant to a number of disciplines including personal 

and social psychology as well as economics and marketing (Alsaghier et al. 2009; McKnight, 
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Choudhury & Kacmar 2002). Many of the concepts related to trust are applicable to these fields 

including e-health. Early researchers identified the issues of consumer trust due to the 

relationship between a provider and a customer is often transient in nature and usually involves 

a single transaction between unknown parties (Egger 2003).  

In efforts to promote consumer trust, much emphasis has been placed upon the development of 

security measures in the underlying technologies of the Internet i.e. protocols, encryption, 

hardware and systems. These efforts, which have primarily been made by technicians and 

engineers working on the infrastructure, have indeed led to more secure systems. However, 

this has not necessarily translated well into the minds of users, who in the vast majority of cases 

have little comprehension of the technologies involved. The security measures to make the 

Internet a safer place to conduct business have not significantly increased consumer trust (EMC 

Corporation 2016; OECD 2016). The establishment of consumer trust is far more related to 

sociological principles than it is to technical solutions (Barbalet 2006, 2011; Ulivieri 2004). 

Trust or the act of trusting is strongly associated with the management of risk (Barbalet 2006, 

2011; Castelfranchi & Falcone 1999; Ulivieri 2004). Trust is never certain and the process of 

deciding to trust involves the acceptance of some level of risk. Castelfranchi and Falcone 

(1999) suggest that risk concerns the outcome of an event or a choice and that trust is associated 

with a person, entity or some other agent. This can be described in such a way as we risk 

trusting a particular agent, expecting the outcome to be successful. Another implication is that 

trust and risk can be measured in degrees from low to high and that trust is dynamic by nature, 

meaning that it can be gained or lost over a period of time, depending upon the outcome of 

events (Barbalet 2006; Castelfranchi & Falcone 1999; Egger 2003; Ulivieri 2004).  

Egger (2003) suggests that a user has a predisposition towards trust, even before they encounter 

a particular website or web service, based upon previous interactions with other websites. 

Within the context of the research related to the use of PCEHR, a user’s trust may vary 

considerably over time, influenced by events and experiences that may alter their predisposition 

towards trusting Internet websites and services overall (Myeong, Kwon & Seo 2014).  

2.5.5 Cyber Threats 

The world’s major powers including the USA and China are now treating information security 

as a weapon of war (Kagan 2016). Accordingly, the Australian defence forces are also 

preparing for cyber war (McGhee 2017). This has implications regarding individuals’ identity 
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information stored in databases and randomly scattered throughout the Internet. This represents 

serious vulnerabilities, not only to the possibility of identity theft but now also threats to 

national security. Many cyber-attacks take place unnoticed by those who are tasked with the 

responsibility of controlling the systems (Caelli 2012) and efforts are being made to educate 

and train cyber security professionals in preparedness for cyber-attack.  

In a joint media release on the 15th September 2011, the then Australian Foreign Affairs 

Minister, The Hon Kevin Rudd and the Australian Minister for Defence, The Hon Steven Smith 

stated that:  

“The US and Australian Governments agreed today that a cyber-attack on either of 

them would trigger the mechanisms of the ANZUS Treaty.” (Rudd & Smith 2011) 

In a follow up to these discussions on May 16th, 2012, Australian Attorney-General, The Hon 

Nicola Roxon met with US Secretary Napolitano to sign a “Statement of Cyber Security 

Intent”, to enhance global cyber security and “cyber incidence” response capabilities (Roxon 

& Clare 2012; US Dept. of Homeland Security 2012). Furthermore, in June of 2017 the launch 

of a new information warfare unit tasked with defending Australian military targets from cyber-

attacks was announced (ABC 2017). These developments indicate the seriousness by which 

cyber security and the associated vulnerabilities are now being treated.  

ABCs have the potential to reduce greatly these vulnerabilities by shifting the focus of 

authentication away from being identity based and basing authentication more upon rights, 

roles, privileges and/or restrictions that an individual may have (Clarke 2009-10; Crompton & 

McKenzie 2010). ABCs are also designed to offer a higher degree of security to online services 

that need to authenticate those who are accessing the services provided (ABC4Trust 2014; 

Groß 2009a). The majority of website services employ authorisation techniques based upon 

what is termed “password” authentication where a registered user after he/she has “enrolled” 

at a website is issued a user name and password that he/she then use to access the site 

(AuthenticationWorld.com 2006-2012; Camenisch et al. 2011; Clarke 2001c; Crompton & 

McKenzie 2010). The security of this is very weak considering that after a user has initially 

enrolled, he/she can easily give the particulars of their user name and password to someone 

else who can then easily gain access. 
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2.5.6 Unauthorised Access to Data 

A computer hacker who does not know any particular user’s access details can gain access via 

numerous means available to them (Pfleeger, Pfleeger & Margulies 2015; Smith 2013). This 

can range from a brute force attack, to packet sniffing, or possibly insider knowledge where 

the adversary has physical access to the server itself (Pfleeger, Pfleeger & Margulies 2015; 

Smith 2013). Hackers have devised numerous techniques. This places server computers 

throughout the Internet highly at risk, especially when an adversary is intent on discovering the 

administrator’s access details, which can then provide the personal details of all users who are 

registered at any specific domain (Caelli 2012). Many computer viruses are purposely designed 

to assist adversaries to achieve these objectives (Pfleeger, Pfleeger & Margulies 2015; Smith 

2013).  

No web-based server on the Internet is immune to these kinds of attacks (Caelli 2012; Smith 

2013). However, the objectives of an ABC system are aimed at reducing the incidence of user 

identities being recorded on multiple servers that are distributed across the web (Crompton & 

McKenzie 2010). This is achieved using pseudonyms that are cryptographically generated by 

the system (Groß 2010). A user’s pseudonym becomes an effective identifier, which is used in 

place of their actual identity. However, by simply substituting a user’s identity with a 

pseudonym, an individual can still be identified by that pseudonym by cross-referencing the 

use of that pseudonym across the Internet, which then becomes a viable means by which to 

identify the user and profile their online behaviours (IBM Corporation 2012; IBM Research 

2010). An ABC system circumvents this through having the ability to cryptographically 

generate a multitude of pseudonyms each of which can be verified and used at various domains 

that the user may visit or become a member of (IBM Research 2010, 2011a). In the case where 

it is imperative that the web service strictly needs to identify a user as a registered member, a 

domain pseudonym can be generated, which is then used specifically for that particular service 

(IBM Research 2010). 

A problem arises where someone who may have access to some website service based upon 

his/her credentials, decides to sell or share his/her access with someone who may not qualify. 

To counter this approach with IBM’s ABC scheme each user has his/her own master secret that 

is contained in every one of his/her credentials that he/she has been issued with by different 

authorities (Camenisch et al. 2011). Such as a motor registry in the case of a driver’s licence, 

or possibly a credential that is issued by a health care system such as Medicare Aust. (2016) 
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for use in the system. Credentials are issued in such a way as to maintain the same master secret 

in each credential without revealing the secret to any issuer (Camenisch et al. 2011; Groß 

2009a; IBM Research 2010). The underlying concept is that the master secret becomes the 

foundation upon which an individual’s entire electronic identity or digital persona is formed 

(Clarke 2009-10; Groß 2009a, 2010). This circumvents the ability for any user to share any 

particular credential with any others without revealing their master secret and thus sharing all 

of their credentials (Groß 2009a). This also prevents multiple users from pooling their 

credentials in any attempt to create a false identity.  

ABCs can be implemented using various means and deployed for use in web browsers on a 

user’s computer or securely deployed on a Smart Card (chip card), thumb drive or mobile 

device (Groß 2009a). Credentials can be backed up and later restored in the event that they are 

lost or misplaced and cannot can be used by anyone other than the rightful owner who alone 

knows the master secret (Groß 2009a). Credentials can also be efficiently revoked by the 

system and they can also have expiry dates or be allocated a specific number of uses 

(Camenisch & Lysyanskaya 2001; Groß 2009a). 

2.5.7 Lack of User Understanding 

Ulivieri (2004) states in his report “Naïve Approaches to Trust Building in Web Technologies” 

that it is more important to consider the “perceived” security engendered in users as a result of 

the site’s efforts to build trust. This implies that increasing the security of the on-line 

environment through technical advances, may not influence Internet users as they may have 

little understanding of how such technologies work and may fail to recognise any benefit.  

Without a sufficient understanding on the part of the majority of users, the advances in security 

have had little impact on trust (OECD 2008, 2016). What users can relate to is information 

provided about what the technologies do and how they are used. It is only necessary to 

understand what these security technologies are for in a similar way in which the driver of a 

car needs only know how to accelerate, turn and stop but does not need to know the full 

particulars of how a car works in order to drive it (Ulivieri 2004). 

The technologies behind ABCs mentioned above are extremely complex for the average user 

to understand and even highly skilled IT professionals struggle with the workings behind 

encryption techniques (ABC4Trust 2009). Encryption itself is purposely designed to confuse 

interceptors of private messages.  
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The following quote illustrates these points: 

“… the complexity of ABC technologies and the client-server interactions they entail 

have so far overwhelmed potential users and consequently hindered their effective 

large-scale deployment. Overcoming these hurdles requires an in-depth comparative 

study of the functionalities of the different ABC technologies and an analysis of their 

security and efficiency properties to provide a common understanding of their 

applicability to diverse application fields and scenarios.”  

(ABC4Trust 2009, p. 3) 

Considering the complexities of the technologies driving the World Wide Web (WWW) and 

the lack of understanding in the general population of Internet users, trust plays an important 

role in the use of online services and technologies. A group of researchers from North America 

and Europe have been studying issues related to online privacy and security in a project titled 

“On the Identity Trail” (On the Identity Trail 2013). The project is investigating and reporting 

upon several aspects related to the use of anonymity in authentication processes conducted over 

the Internet. The project consists of three streams:  

• The nature and value of identity, anonymity and authentication  

• Constitutional and legal aspects of anonymity  

• Technologies that identify, anonymise and authenticate 

Findings of the project indicate that the concept of anonymity itself is complex and often 

misinterpreted even among technically informed users of the Internet (On the Identity Trail 

2013). Very little is known regarding the perceptions of Internet users towards the use of 

technologies that are built expressly with privacy by design and especially in Australia, as these 

Privacy Enhancing Technologies (PETs) are still undergoing development (ABC4Trust 2009, 

2010-14).  

2.5.8 Big Data 

The proliferation of data matching and cross-referencing of user activity on the Internet has 

increased at an astonishing rate over recent years (CSA 2013b; IAPP 2012). This phenomenon 

has been termed as “Big Data” and is practiced by the major players such as Google, Microsoft, 

Facebook and Apple (ABC 2012; IAPP 2012) in their efforts to continuously find new profits 

(MacGibbon 2012).  
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The “Big Data” phenomenon refers to the correlation and analysis of huge volumes of data in 

order to extrapolate information regarding online user behaviour concerning individuals’ 

activities conducted over the Internet (IAPP 2012; Johnson 2013). No longer is it considered 

adequate to protect user identities stored in the databases of individual web sites distributed 

across the Internet, simply by fortifying individual websites themselves (Crompton & 

McKenzie 2010). A solution which protects user identities at the global level is required for 

the survival of real consumer security and privacy into the future (Blaze 2003; Brands 2011; 

Camenisch & Lysyanskaya 2001; Chaum 1985; Clarke 2009-10; Crompton & McKenzie 2010; 

Groß 2009a; IBM Research 2010; IIS 2013). 

It is anticipated that “Big Data” will be a key driver behind developments in health, commerce 

and technology in the future and that the protection of consumer privacy and the reinforcement 

of user trust will be an ongoing challenge for governments, regulators, health and ecommerce 

enterprises in the years to come (IAPP 2012; Johnson 2013).  

Professor John Howie as Chief Operating Officer at the Cloud Security Alliance (CSA 2013a) 

suggests that the impact of Big Data is yet to be decided and that the explosion of data sources 

will only get worse and as a result the management of data sources needs answers (IEEE 2013). 

Howie (CSA 2013b; IEEE 2013) suggests that privacy and security vulnerabilities are 

heightened by the sheer volume, diversity, and speed at which the massive amounts of 

information that companies and governments are collecting under Big Data practices (CSA 

2013b). Due to the increased capacity and lower costs of hard drives it is now considered more 

economical to keep data for data mining purposes than for companies and organisations to 

maintain and carry out exhaustive data retention policies where aged data is deleted from 

storage (IEEE 2013). Data analysis is taking place in the background and is built into the 

systems controlling the operations of large organisations (CSA 2013b; Howie 2013).  

Governments in the US and UK now compile and publish taxpayer funded public data and 

information for public use where there are no barriers to corporations to data mine it (IEEE 

2013). Census data, that was once kept until the death of the people that the data represents, in 

many cases is now being released when it is only 2-3 years old (Howie 2013). Datasets are 

being made available that contain county, city, age, gender and ethnicity etc. of individuals. 

And even though the individuals’ names and addresses are removed, sophisticated 

organisations can mine this data and can re-identify anyone associated with that data with 

relative ease (Howie 2013). This is one unintended consequence from making public data 
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available. Big Data makes it possible to combine multiple data sets that are either publicly 

available and or for sale and start identifying people (Howie 2013; IEEE 2013).  

Howie (2013) reports that almost everyone can be re-identified with 3 pieces of information 

i.e. area code, date of birth and gender. One data set may have area code another gender and 

another age. He also states that private data needs consent, but consent is often implied in 

contracts and conditions of use policies. And that the privacy policies of large corporations and 

organisations are constantly being released to inform users that their privacy policies are being 

updated. He suggests that many people ignore these notifications and continue to use the 

services offered and by doing so they are implying their consent for these corporations to use 

their data as they see fit. The case mentioned earlier regarding Google’s changes to their 

privacy policies is one such example. 

Howie (2013) suggests that the language used in these privacy policies about the information 

sharing activities is often “couched” with terms like, “We will anonymise who you are, using 

pseudonyms and other techniques, so that you will not be personally identifiable in the data 

that we share”. As a result of these practices under Big Data, Howie (2013) suggests that 

anonymisation and pseudonymisation strategies urgently need to be closely examined due to 

the possibility of re-identification when data sets are combined. Further to this, another 

important issue regarding the analysis and interpretation of the data that is increasingly 

becoming available through Big Data practices is that software developers and managers 

without research experience often draw wrong conclusions. People need to be educated that 

there is a difference between correlation and causation (Howie 2013; IEEE 2013). Big Data is 

changing how we look at data and interpret that data and causation vs correlation needs to be 

made clear as managers, software developers and businesses use that data (Howie 2013). 

2.6 Security Measures  

Websites interacting with users need to fortify their security measures at the application level 

(software) through a process of authentication and authorisation that controls access to a site at 

various levels i.e. conventional password authentication (AuthenticationWorld.com 2006-

2012). However, this is limited only to the access of a site’s content once a user is authorised. 

Because web sites are remotely distributed across an open network, the information needs to 

travel through the network via cables and routers where it can be intercepted and read on its 

journey. This process is termed “packet sniffing” and is commonly referred to as a “Man in the 

Middle Attack”. It is this type of attack that leads to the interception of passwords (Smith 2013). 
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2.6.1 Password Authentication 

The fortification of individual web sites using conventional password authentication goes only 

so far towards protecting the privacy of individuals’ information due to the continual 

penetration by attackers upon web servers throughout the Internet (AuthenticationWorld.com 

2006-2012; Lee 2013). Wave Systems Corp. (2013) recognise this weakness in conventional 

password authentication and have developed a web service to authenticate users without the 

use of passwords by using unique identifiers stored on computing devices (Wave 2013). 

However, Stefan Brands (2011), the key developer behind Microsoft’s U-Prove (Microsoft 

2013) project, suggests that building identifiers into hardware devices may force users to 

communicate via what could become the most pervasive electronic surveillance tool ever built 

(Brands 2011).  

The conventional password authentication process used to access the Australian PCEHR 

system leaves users vulnerable to what is termed as DNS cache poisoning (Davies 2008; Kerner 

2005). DNS cache poisoning is also known as “pharming” where a “poisoned” DNS server, 

redirects users to the phisher’s Web site. Essentially the false DNS information is the “poison” 

that is injected into the server (Kerner 2005). The Anti-Phishing Working Group (APWG 2013) 

suggest that most pharming attacks use DNS poisoning at the personal computer level. Kerner 

(2005) explains that because of this, fixing DNS servers won’t prevent the problem. The use 

of more secure user authentication procedures would help prevent the problems caused by this 

type of attack (APWG 2013). Phishing and pharming attacks are similar methods designed to 

steal personal information such as passwords where phishing generally involves the use of 

fraudulent emails and pharming involves DNS poisoning (APWG 2013; CCRC 2005). 

The Asia Pacific Computer Emergency Response Team, APCERT indicate that the incidence 

of phishing attacks continues to increase throughout the Asia Pacific region (APCERT 2013, 

2015). These attacks have primarily focussed upon targeting government and corporate 

websites and now includes small to medium enterprises (SMEs) (Caelli 2013). In a presentation 

by Emeritus Professor Bill Caelli (2013), held at Southern Cross University’s Business School, 

Gold Coast Campus, Caelli (2013) indicated that phishing attacks are shifting their focus 

towards targeting SME websites as SME’s tend to lack the knowledge and resources needed to 

secure their web sites. These attacks are increasing both in size and frequency such as the 2017 

global ransomware attack “Wannacry” and are designed to collect user names and passwords 

(Belot & Borys 2017). Another type of attack that involves Australian Medicare card numbers 
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being sold over the Internet also places Australian PCEHR users highly at risk (Norman & 

Belot 2017). Consequently, when accessing the Australian PCEHR system the possibility of 

intercepting users’ login details via phishing/pharming attacks continues to increase.  

2.6.2 Encryption Technologies 

Cryptography helps greatly to reduce vulnerabilities to the interception of data. Classic 

cryptography dates back centuries. A well-known example is the Caesar cipher where Roman 

legions received orders from a central command in Rome in the form of cryptographic 

messages. Messages were encrypted simply by shifting each letter of the alphabet three spaces 

to the right where the letter “C” for Caesar, replaces the letter “A” in the encryption, “D” 

replaces “B” and so on through the alphabet. To decrypt the message the characters were simply 

shifted three spaces to the left.  

Modern cryptographic techniques are far more sophisticated and are primarily used for the 

preservation of privacy in electronic communications and fall into two different categories i.e. 

secret key and public key encryption. Secret key encryption is also known as symmetrical key 

encryption and public key encryption is known as asymmetrical key encryption. With 

symmetrical key encryption, a single key is used to both encrypt and decrypt messages. 

Whereas with asymmetrical key encryption, key pairs are generated, one key is used to encrypt 

the message and the other to decrypt (Kessler 1998-2017). 

Advanced Encryption Standard (AES) is a symmetrical key encryption technique ratified by 

the US National Institute of Standards and Technology (NIST 2001). AES was established after 

a five-year selection process from submissions to be considered to become the new encryption 

standard. This was aimed at replacing the ageing Data Encryption Standard (DES) which was 

its predecessor (NIST 2001). A total of 15 submissions were selected for consideration in the 

final process and the Rijndael (pronounced “rhine-dale”) algorithm, submitted by Joan Daemen 

and Vincent Rijmen was the final candidate selected to become the NIST standard now known 

as AES (NIST 2001). 

AES is considered to be impossible to decipher without the encryption key and was adopted as 

a standard on November 26, 2001 (NIST 2001). Although the algorithm behind AES is publicly 

known, the time required to “break” (i.e. decipher plain text from ciphertext) the encryption 

using current computing standards is estimated to take far longer than the approximated age of 

the universe (Vaughan-Nichols 2013). However, a brute force attack (i.e. trying each possible 
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key/password) could take considerably less time depending upon the size of the key. This 

suggests that the strength of the encryption is limited by the strength of the encryption key, for 

example, if the key was “1”, then it would not be too difficult to crack. AES is capable of using 

128, 192 or 256 bit length keys (actually any multiple of 64), which is sufficient to withstand 

any brute force attack by today’s standards (Pfleeger, Pfleeger & Margulies 2015).  

However, a problem arises with the “exchange” of the key between negotiating parties. The 

use of symmetric encryption requires that the sender and receiver exchange the keys in advance 

in a secure fashion that ensures that the key remains secret. This means that users cannot 

reliably transmit the key over a network without the possibility of interception (Pfleeger, 

Pfleeger & Margulies 2015). 

2.6.2.1 The RSA Algorithm 

To attempt to solve the problems associated with symmetric encryption key exchange, in 1976 

Professor Whitfield Diffie and his student Martin Hellman of Stanford University (Diffie & 

Hellman 1976) introduced a concept known as “Public Key Cryptography” (PKC) or 

“Asymmetric-key Cryptography”. This approach employs an asymmetrical key i.e. key pairs 

are produced allowing one key to encrypt and one to decrypt (Diffie & Hellman 1976; Kessler 

1998-2017; Pfleeger, Pfleeger & Margulies 2015). Whereby one becomes a publicly distributed 

key and the other remains private. To explain how this works, consider the following scenario. 

Bob wishes to send a secure message to Alice. Bob has a pair of asymmetric keys where one 

is public (shared) and the other private (secret) and a trusted third-party, issues both keys. The 

two keys are generated in such a way as to ensure that knowing one key will not lead to the 

discovery of the other. Bob encrypts his plain text message using his private key and sends the 

cipher text message to Alice who has Bob’s public key. Alice can now decrypt Bob’s cipher 

text message back to plain text using Bob’s public key.  

Alice knows that only Bob (using his private key) could encrypt a message that Bob’s public 

key can decrypt. Consequently, she can be assured that the message came from Bob. However, 

anyone else who has Bob’s public key can also decrypt the message. To ensure that only Alice 

can read the message; Bob needs to add one more step before he sends the message to Alice. 

Once Bob has encrypted the plain text message using his private key, if he then re-encrypts the 

result (which is now ciphertext) once more using Alice’s public key, he knows that only Alice 

can decrypt it using her private key. Alice upon receiving the message first decrypts using her 
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private key and then decrypts the result again using Bob’s public key to get the message back 

to plain text. In this way, public keys can be shared openly. If the original message is actually 

a symmetric key, then this process becomes a secure means by which to exchange private keys 

as used in symmetric cryptography such as AES. 

The Diffie-Hellman Key Exchange protocol is a similar and related approach, which does not 

rely upon the two parties pre-sharing public keys (Kessler 1998-2017; Pfleeger, Pfleeger & 

Margulies 2015). In this scheme in simple terms, each party chooses a secret number (these 

can be randomly generated) and agree upon a shared starting number. Each party then raises 

this shared starting number to the power of each of their secret numbers respectively and 

exchange the results. They each then raise the results, received from the other party, again to 

the power of their secret number. The result is the same for each party and becomes a 

symmetrical encryption key that can be used for ciphering and deciphering their messages. 

Hence, the key is never exchanged between negotiating parties. Furthermore, by agreeing upon 

a set field size, modular arithmetic can be used to both set and/or limit the size of the derived 

key (Pfleeger, Pfleeger & Margulies 2015). The following diagram shown in Figure 2.1, using 

small integers for simplicity, demonstrates this concept. 

 

Figure 2.1 - Diffie-Hellman Key Exchange Protocol 
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2.6.2.2 Public Key Infrastructure PKI 

The above scenarios describe in simple terms how a hybrid of the combination of symmetrical 

and asymmetrical encryption techniques can be implemented. Conceptually this forms the basis 

of many secure online data transmission techniques in use today. This includes techniques and 

protocols used in various Public Key Infrastructure (PKI) schemes, Secure Sockets Layer 

(SSL), Transport Layer Security (TLS), Internet Protocol Security (IPSec) and the RSA 

algorithm, which is a public key cryptography algorithm originally presented by Rivest, 

Sharmir and Aldeman in 1978 (Rivest, Shamir & Adleman 1978). 

Many cryptographic schemes and protocols are based upon the RSA algorithm, which is the 

original and remains the most common PKC technique in use today (EMC Corporation 2017c; 

Kessler 1998-2017). PKC relies upon what is termed as mathematical one-way functions that 

are relatively easy to compute yet their inverse function is far more difficult. The two most 

prominent examples are Multiplication vs. Factorisation and Exponentiation vs. Logarithms. 

For example, it is much easier to find the product of 5 and 32 than it is to find these two factors 

given the product of 160.  

Diffie and Hellman are recognised as the first to publicise the concept of Public Key 

Cryptography (PKC) in 1976 (Diffie & Hellman 1976). Their methods used the idea that 

logarithms are relatively harder to find than exponentiations. In 1978 Rivest, Sharmir and 

Aldeman extended upon this idea presenting their algorithm now known as the RSA algorithm 

and describing an implementation that could also incorporate digital signatures (EMC 

Corporation 2017c). This was based upon the idea that it is far easier to find the product of two 

large primes than it is to find the prime factors of a large number. Later Diffie and Hellman 

released their Key Exchange Protocol, which was used specifically for key exchange (Diffie & 

Hellman 1976). 

The math behind the RSA algorithm is reasonably straightforward and involves the selection 

of two primes, p and q of similar size. A modulus, n is calculated from the product of these two 

primes such that n = pq. A third number, e is selected so that it is relatively prime (i.e. does not 

divide evenly into) to the product of (p-1) (q-1). This becomes the public exponent utilised in 

the encryption process. A fourth number, d must be an integer and is calculated as a possible 

quotient of (ed-1) / ((p-1) (q-1)). This becomes the private exponent utilised in the decryption 

process. The public key becomes the number pair (n,e) whereby the private key becomes the 

number pair (n,d) (Kessler 1998-2017). 
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A message in plaintext, M, encrypted with the public key results in the cipher text, C by 

calculating: -  

C = Me mod n.  

Using the private key to decrypt the cipher text back to plaintext the following applies: -  

M = Cd mod n. 

Messages encrypted using the public key can be decrypted using the private key and inversely 

messages encrypted using the private key can be decrypted using the public key. Private keys 

are reasonably easy to find when the keys are small, however this is not the case with large 

prime numbers. Although the public key pair (n,e) are publicly known, p and q are known only 

by the generator of the keys. When p and q are large enough it becomes computationally 

exhaustive to compute the private exponent d, from the commonly known modulus n, (the 

product of the two initial primes) and the public exponent e, which is revealed as part of the 

public key (Kessler 1998-2017). 

2.6.2.3 X.509-based PKI 

There are many cryptographic techniques in operation throughout the world and the developers 

of significant encryption standards on occasion pose challenges offering financial rewards to 

cryptanalysts who can break or demonstrate weaknesses in their encryption schemes (Clarke 

1998c; EMC Corporation 2017a; Kessler 1998-2017; Pfleeger, Pfleeger & Margulies 2015). 

This allows for the administrators of encryption standards to monitor the strength of their 

encryption schemes in relation to the processing capacity of computers in current use and to 

remain up to date in relation to evolving cryptanalysis methodologies. 

A 2005 test to factor a 200-digit RSA number took 1.5 years utilising over 30 computers to 

complete the task (Kessler 1998-2017). The most recent RSA challenge to be solved occurred 

four years later in 2009. A team of 13 researchers from 6 different countries and organisations 

(Kleinjung et al. 2010) solved the RSA-768 challenge from the now obsolete RSA Challenge 

list (EMC Corporation 2017a, 2017d). The effort was distributed over 1500 computers, taking 

around 2 years to complete which represents around 3000 core years on a standard 2.2GHz 

processor with 2GB of memory. As of 2017 the RSA-768 modulus is the largest key space on 

the RSA challenge list to have been factored (EMC Corporation 2017d). 
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Kleinjung et al. (2010) estimate that factoring a 1024-RSA modulus would take approximately 

1000 times the effort than the RSA-768 challenge and reasons that some organised effort may 

achieve this by around 2020. They anticipated that to factor the 1024-RSA modulus in around 

1 year on purpose-built hardware, it would cost around 1 billion US dollars, however as time 

progresses and processing power increases the costs of such a system diminish. The larger the 

key size the more secure the encryption, RSA Laboratories currently recommend key sizes of 

1024 bit key lengths (309 decimal digits) for corporate use and key sizes of 2048 bit key lengths 

for extremely valuable keys such as the root key pair used by a Certifying Authority (CA) 

(EMC Corporation 2017b). As the computational capacity of the average computer processor 

increases over time, the RSA key size is increased in order to compensate for the increased 

processing power. 

Many networking processes which utilise these techniques also employ digital signatures and 

digital certificates (Clarke 1998b; Pfleeger, Pfleeger & Margulies 2015). These function in a 

similar manner to the public and private key pairs described in the above scenario as utilised 

in NIST’s Digital Signature Standard (DSS) (Clarke 1998c; Kessler 1998-2017; NIST 2016). 

A digital signature has the same effect as a physical signature. It can be conceived of as a mark, 

which can be made only by the sender and clearly recognised by others as belonging to the 

sender. It must be unforgeable and able to be authenticated. It must also be unalterable and 

non-reusable i.e. it cannot be copied and/or modified to sign something else for which it was 

not intended (Pfleeger, Pfleeger & Margulies 2015). 

A digital signature scheme utilises PKC in order to make any signatures produced unforgeable 

and provides for the process of authentication. This is illustrated in the earlier examples 

concerning Bob and Alice.  

Secure communications between client and server computers operating on the Internet and the 

WWW have four requirements that need to be fulfilled. 

1. Confidentiality; this ensures that only the intended receiver can read the message. 

• Only the sender and receiver can access the contents of the message. 

• No one else can identify either the sender or the receiver. 

2. Integrity; this ensures that the original message has not been altered.  

• No change or loss during transmission 

• The message has not been blocked from reaching its intended recipient. 
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• The message has not been received more than once. 

3. Authentication; this involves proof of identity of both the sender and receiver. 

• The sender must be sure that only the intended recipient receives the message. 

• The receiver must be sure that the message did come from the sender i.e. not an 

impostor. 

4. Non-Repudiation; this is a means by which to prove that the message was sent. 

• The sender cannot dispute that the message was actually sent by them. 

• The recipient cannot dispute that the message was not received by them. 

(Clarke 1998b; Kessler 1998-2017; Pfleeger, Pfleeger & Margulies 2015). 

The use of symmetric and asymmetric cryptography combined with a third technique i.e. the 

hash function, when utilised correctly can satisfy the above four requirements (Kessler 1998-

2017). This provides a means by which secure communications over the WWW can take place. 

However, Roger Clarke (2011a) who was awarded the “2009 Australian Privacy Medal” has 

been highly critical of many government and law enforcement agencies, corporations, media 

empires and other regulatory organisations such as banks and government departments. In his 

acceptance speech for the award he states,  

“Corporations and government agencies have become habituated to hands-off stances 

by parliaments and by regulators. Instead of looking for real understanding of privacy 

issues, and real solutions, organisations get away with investing in image….” 

and; 

“Given the sorry state that privacy protection in Australia is in, the advocate in me sees 

a medal that is less burnished, and more tarnished…” 

 (Clarke 2011a) 

Clarke (2011a) now has decades of experience in the field of data systems security research in 

Australia. In a letter dated 17 April 2011, to The Hon. Nicola Roxon MP, Minister for Health 

and Ageing, Clarke (2011b) suggests that the e-Health initiative of the Australian Government 

was designed to favour government agencies, insurers and researchers and is adverse to the 

welfare of users. He suggests that mainstream users lack a comprehensive understanding of the 

intricacies of e-Health and need advocacy organisations to represent their interests.  
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The following research question arises: 

• Do users feel that they have sufficient understanding of the technologies 

related to the PCEHR systems? 

Clarke (2011a) takes a strong stance regarding the intrusive nature of the implementation of 

many of the electronic security practices in common use. He suggests that for proper 

functionality, all forms of conventional PKI are intrusive to some extent. However, he 

maintains that conventional PKI based upon the X.509 standard is particularly harsh in this 

regard. The International Telecommunication Unions’ (ITU), X.509 standard is the foremost 

standard currently used as a foundation for PKI (Clarke 2001b; ITU-T 2016). Clarke (2009-

10) identifies numerous weaknesses in PKI that include; Privacy Invasiveness, Limited 

Assurances, Technical and Implementation Weaknesses, Private-Key Insecurity, the use of a 

Single Identifier with a Single Key-Pair and that X.509-based PKI is based on a hierarchy of 

trust. 

In order for e-trust systems to be effective, Clarke (2001b) suggests that the focus must move 

away from the identity of individuals and that security mechanisms should be accommodating 

of both anonymity and pseudonymity. The following needs are highlighted: - 

• Organisations and individuals both need on occasion to have software agents act on 

their behalf. 

• Individuals need to be able to carry out tasks without the necessity of declaring their 

identity. 

• Individuals need to be able to convey certain attributes without the necessity of 

declaring their identity. 

• Persistent relationships need to be supported without necessarily identifying either 

party. 

Security technologies have been primarily driven by the needs of e-commerce. In order for e-

commerce to become accepted, the perception was that merchants needed to be able to identify 

themselves and to allow authentication of the identifiers they provide (Clarke 2001b). 

However, marketers sought schemes whereby users also needed to identify themselves. 
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Clarke (2009-10) presents a model in his work titled, “A Sufficiently Rich Model of (Id)entity, 

Authentication and Authorisation”, and suggests that the theory behind identification and 

identity authentication practised for decades has been highly inadequate (Clarke 2009-10). In 

his model, he introduces concepts such as “entifiers” and “entification” as distinguished from 

“identifiers” and “identification”. Another concept he terms as “nymity”, which is associated 

with both anonymity and pseudonymity. Clarke (2001b) suggests that the inclusion of the 

concept of a “nym” into conventional PKI may possibly satisfy the above-mentioned needs.  

Clarke (2009-10) explains that a nym is the pseudo-identity that results from anonymous and 

pseudonymous exchanges. Whereas entification is the process of associating data with a 

particular entity, this is similar to how identification is the process of associating data with an 

identity. Whilst an identifier is associated with an identity and not directly with an entity, an 

entifier refers to a corresponding subset of the entity’s attributes. As an example, an entifier for 

a human could be some form of biometric measure such as a fingerprint, iris scan or preferably 

a one-way hash of a biometric or perhaps a master secret known only by the rightful owner.  

Two research questions arise as follows: 

• What are user’s preferences regarding the use of pseudonyms for 

identification in the PCEHR systems? 

• What are user’s views regarding the use of biometric technologies for 

identification. 

Other terms such as ‘Digital Persona’ and ‘Partial Identity’ that Clarke first coined in 1993 

(Clarke 2009-10; FIDIS 2005), are synonymous with identity, and represent data stored in a 

record in such a way as to adequately represent an entity or identity. Identity can be ambiguous 

whereas Digital Persona is quite specific. A Partial Identity is role based and represents a 

collection of personal attributes associated with a user. A ‘Data Silo’ he defines as a set of 

records that may be held separately by various divisions of different government agencies 

and/or corporations. An ‘Identity Silo’ is a similar concept. Clarke (2009-10) maintains that 

the breakdown of data silos resulting from the processes of data matching, correlation and 

merging of records continues to erode privacy protection. 
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A further research question arises: 

• What are user’s preferences regarding the use of a “Partial Identity” for 

identification in the PCEHR systems? 

Clake’s Model is presented in two forms; the first being diagrammatic, representing the inter-

relationships of key concepts as illustrated in Figure 2.2 and the process of identity 

authentication and authorisation as shown in Figure 2.3. 

 

Figure 2.2 - Entity-Relationship Model of Identity (Clarke 2009-10) 

 

Figure 2.3 - Identity Authentication and Authorisation (Clarke 2009-10) 
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The second form is presented as a glossary of terms that provides definitions and applications 

of the model as it applies to a range of entity categories. These categories include Goods, 

Packaging, Animals, Devices, Software, Organisations and Humans. The model encompasses 

over 50 different concepts and terms (see Appendix A) and offers detailed explanations 

regarding the processes of identity authentication and authorisation. Many of these concepts 

and terms are not addressed in the X.509 standard and in particular the use of ‘nyms’ and the 

allowance of anonymity (Clarke 2009-10; ITU-T 2016). 

2.6.2.4 Alternatives to Conventional PKI 

Alternative models of trust that Clarke (2001b) identifies include Pretty Good Privacy (PGP), 

originally published freely by Phil Zimmermann in 1991 (Zimmermann 2011). PGP avoids the 

use of professional Certifying Authorities by relying upon multiple certificates and a ‘web of 

trust’, which expands as participants share their public keys with other participants. PGP also 

supports the use of nyms yet has been criticised for its reliance upon a ‘web of trust’ (Clarke 

2001b). PGP is an encryption product, which now comes under the banner of Symantec 

Corporation (Symantec 2011a). Symantec also market ‘VeriSign’, which is based upon 

conventional PKI (Symantec 2011b). 

Another alternative model is Simple Distributed Security Infrastructure (SDSI), which has 

evolved from Simple Public Key Infrastructure (SPKI) (Clarke 2001b). SPKI/SDSI also 

supports nyms as no identifier can be reliably associated with any particular entity and each 

entity can have multiple key pairs (Clarke 2001b; Ellison 2004). Brandsian Certificates are yet 

another approach, which also support nyms (Clarke 2011a). Brands (2011) suggests that digital 

certificates may eventually be built into all communications devices and software that need to 

communicate securely.  He also suggests that if this were the case it would bring about the 

most pervasive electronic surveillance mechanism ever conceived (Brands 2011). Brandsian 

Certificates use cryptographic building blocks in the design of digital certificates, which 

preserve privacy without sacrificing security. These function in a similar manner to tickets or 

tokens as are issued in public transport or for concert events etc. Certificate holders have control 

over the information and to whom it is disclosed. Potential applications include health care 

information storage, electronic cash and possibly electronic voting (Brands 2011). 

Trust management systems are another approach to access control that provides a standardised 

interface for applications development and mechanisms for specifying policy in the 

interpretation of credentials for user authentication and authorisation. The term ‘Trust 
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Management’ was originally coined by Matt Blaze and first introduced in 1995 (Blaze 2004). 

Blaze as Director of the Distributed Systems Lab at the University of Pennsylvania where his 

work in trust management systems has led to the development of two languages for trust 

management i.e. “Keynote” and its predecessor “PolicyMaker”. Keynote is implemented in the 

Internet Protocol Security (IPsec) protocol suite, which is a successor of the ISO standard 

Network Layer Security Protocol (NLSP). 

Related schemes to IPsec are Secure Sockets Layer (SSL), Transport Layer Security (TLS) and 

Secure Shell (SSH) all of which operate on the Internet layer of the Internet Protocol suite. 

Blaze has also presented many papers on physical security systems such as safes, vaults and 

locks where he draws strong comparisons between physical security systems and cryptographic 

security systems (Blaze 2003, 2004). His trust management approach aims to preserve privacy 

and focuses primarily on privileges and restrictions rather than the identification of individuals. 

Hence, it can support the concept of nyms just as readily as with names associated with an 

identified entity (Clarke 2001b). 

2.6.3 Privacy Enhancing Technologies 

Security technologies can be classified into two main categories i.e. Privacy-Invasive 

Technologies (PITs) and Privacy-Enhancing Technologies (PETs) (Clarke 2001c; FIDIS 

2005). Whereby PITs are seen to intrude upon privacy through various means such as data trail 

recording, denial of anonymity, data mining and warehousing, stored biometrics and imposed 

biometrics. Whereas PETs are considered to enhance privacy by providing counter measures 

against PITs (counter-PITs), combating privacy intrusive behaviours (savage PETs) or by 

balancing the interests of privacy and accountability (gentle PETs). Clarke (2001c) suggests 

that throughout history governments have demonstrated that they can be untrustworthy and that 

corporations are driven by the interests of their shareholders. It is yet to be seen whether gentle 

PETs can be developed, which satisfy the legal, organisational and technical constraints 

required for the survival of real consumer privacy into the future. 

Privacy intrusive technologies are often developed as surveillance mechanisms while others 

are by-products of an associated security technology. Depending upon the implementation, 

some can be highly invasive. The process of obtaining a digital certificate simply for encrypting 

e-mails, involves a user disclosing their personal details, e-mail address and their credit card 

information (Symantec 2011b). The certificate obtained is installed on the user’s machine and 

can only be used from that machine. Clarke (2001b) describes this registration process as 
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demeaning and adds that an effective revocation process is lacking when a private key has been 

compromised. This is compounded by the limited assurances that are actually provided by a 

Certifying Authority (CA). Additionally, many of the CA’s conditional statements are often 

phrased in order to minimise their exposure to liabilities (Clarke 2001c). 

In order for a CA to issue a digital certificate, evidence needs to be provided by the applicant. 

This evidence is collected by a Registration Authority (RA) such as a post office. However 

digital signatures can only assert that a particular “device” has access to a digital signature’s 

private key (Clarke 2002). This does not effectively identify the holder of that certificate, 

except when an exhaustive list of conditions is met. These conditions depend upon an intrusive 

and complicated infrastructure, which has yet to be fully implemented and consequently 

conventional X.509 based PKI can never fulfil such conditions (Clarke 2001b). CA’s have 

adopted a take it or leave it approach which has led to very little take-up of the PKI schemes 

available (Clarke 2003). It is possible that digital certificates issued by CA’s will provide no 

more than what could be achieved simply by embedding private keys into devices at the time 

of manufacture (Clarke 2003). This would be similar to the process of embedding a unique 

Media Access Control (MAC) address into each network device as part of its assembly (Magma 

2011). 

Although Clarke (1998c) is highly critical of conventional hierarchical PKI, in situations where 

authority is clearly defined, such as in the defence forces or within a sector of government, he 

suggests that conventional PKI may be the correct approach. He describes initiatives in this 

domain as Government Public Key Infrastructure (GPKI) and intimates that it may even be 

possible for GPKI to support Business-to-Business (B2B) e-commerce and Business-to-

Consumer (B2C) e-commerce. However, the physical safety of government employees in 

sensitive occupations relating to this may be jeopardised. 

The following research question arises: 

• Do users consider Government Controlled PKI to be the safest option to 

accessing the PCEHR system? 

2.6.4 Anonymous Credentials 

Another system that also supports the concept of ‘nyms’ is one based upon anonymous 

credentials (Clarke 2001b; FIDIS 2005; IBM Research 2011a; Koning et al. 2014). The concept 



 Chapter 2 – Literature Review 

 

53 
 

of anonymous credentials was first introduced by David Chaum in 1985 (Chaum 1985). The 

term ‘Anonymous Credentials’ was later changed to Attribute-based Credentials when it was 

realised that the term ‘anonymous’ had different meanings in different jurisdictions. IBM’s 

‘Identity Mixer’ (IBM Research 2011a) was developed as part of the PrimeLife project 

(PrimeLife 2008 - 2011), which was specifically aimed at developing an ABC system. Identity 

Mixer, which began in 1998 under the ‘idemix’ project name also utilises PKI and digital 

signatures in its implementation. Yet unlike conventional X.509-based PKI, Identity Mixer is 

built upon the concept of ‘anonymous credentials’ (Bichsel & Camenisch 2010; Camenisch 

2015; Groß 2009a). The protocols in Identity Mixer utilise the Camenisch-Lysyanskaya 

Signature Scheme (Camenisch & Lysyanskaya 2001) in the process of issuing credentials 

(Camenisch 2015; IBM Research 2011b; Koning et al. 2014). This digital signature scheme 

introduces the concept of group signatures and was developed specifically to support 

anonymous credentials. 

An anonymous credential is conceptually similar to that of a digital certificate, however with 

the use of digital certificates in conventional PKI, anonymity is precluded (Camenisch 2015; 

Camenisch & Lysyanskaya 2001; Clarke 2001b, 2003). In a typical, use case setting, one of 

which follows, there are again three parties involved as per the earlier scenario described 

involving Bob, Alice and a trusted third party (TTP). Except that in this instance Bob becomes 

a customer, Alice becomes a merchant and the TTP is the government or some other authorising 

agent. 

Suppose that Alice, the merchant, needs to verify that Bob, the customer, needs to be 18+ years 

for him to legally, access the content of the website. Assume in this case that the merchant 

provides sensitive material be it in the form of digital media, text or otherwise. This could 

possibly represent access to an ‘adults only’ forum whereby topics of discussion may range 

from gambling, HIV, paternity matters, drug dependency, bankruptcy or a plethora of other 

issues. Perhaps this could simply represent access to an adult only site or conversely access to 

children’s websites. In any case, the customer wishes to use the services provided by the 

merchant who in turn needs to verify that the user qualifies for authorisation, subject to any 

age constraints. 

Under conventional PKI in a similar scenario, the ‘user’ would submit their digital signature. 

This would serve to testify to their identity, including their name, address, age and any other 

particulars that could be associated with their digital signature (Camenisch 2015; Camenisch 
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& Lysyanskaya 2001). With anonymous credentials as implemented under the idemix scheme, 

the digital signature is that of the TTP or ‘issuer’, in the form of a ‘credential’ that the user has 

obtained previously from the issuer (Bichsel & Camenisch 2010; Camenisch 2015). In the case 

of age credentials, an authorised government department would be the issuer. The credential 

could be thought of as a list of attribute-value pairs (i.e. firstname = “Bob”, lastname = 

“Builder”, birthdate = “1966/06/06”, nationality=“AUS”), which is digitally signed by the 

issuer (Groß 2009a). If Bob simply submits his credential to the verifier Alice this would be 

sufficient to prove his age however, this means that the user must reveal all of their attributes 

to the verifier who in turn checks the signature. This also means that the verifier Alice can then 

reuse the credential to impersonate the user Bob with any number of other verifiers. 

In the idemix anonymous credential system, the credential itself is not transmitted to the 

verifier. Several protocols make up the system, the fundamental being the “Issue” protocol 

whereby the user first interacts with an issuer in order to obtain a valid credential, which is 

related to a list of attributes (Camenisch 2015; Groß 2009a). The credential is digitally signed 

by the issuer and is encrypted using their private key. Only the issuer’s public key can decrypt 

it. The issuer in returning the credential to the user and signing it is testimony to the validity of 

the credential i.e. possession of the credential serves as proof of the attributes contained in it. 

This can be thought of as a two-round interaction between a user and the issuer and possibly 

multiple issuers. The validity of the credentials can be confirmed by using one of the issuers’ 

public keys. 

Once a credential has been issued, the next step in the process involves the “Show” protocol 

where a user convinces a verifier that they are in possession of the required attributes under 

examination. This is also a two or more-round interaction, except between a user and a verifier. 

Under the show protocol, the user can choose to reveal a subset of the attributes contained 

within the credential that is sufficient to convince a verifier that the user has the required 

properties without revealing anything other than the shown attributes (Brands 2011; Groß 

2009a). Moreover, the user can demonstrate that certain grounds can be established which are 

based upon the attributes. This can be achieved through possible combinations of integral 

arithmetic, conditional statements and logical functions (Bichsel & Camenisch 2010; Brands 

2011). To relate this back to the example involving Bob and Alice, Bob could demonstrate to 

Alice that he is of sufficient age by showing that he has a credential, which satisfies the 

expression birthdate ≤ today – 18yrs. Furthermore, he could also demonstrate that he was also 
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a citizen of a commonwealth country by using the expression: birthdate ≤ today – 18yrs AND 

(nationality = “UK” OR nationality = “AUS” OR nationality = “NZ” OR…). The Show 

protocol used this way reveals only the outcome of the statement be it true or false. 

In this way Bob remains completely anonymous to Alice without the need to reveal any details 

actually contained within the credential. Additionally, the show protocol allows for the proof 

of statements concerning multiple credentials. This means that if Bob’s driver’s license and 

credit card are provided in the form of anonymous credentials issued by a relevant traffic 

authority and bank respectively. He can then demonstrate that he is over 18 years of age and 

also holds a valid driver’s license and credit card issued in the same name i.e. license.birthdate 

≤ today – 18yrs AND license.firstname = ccard.firstname AND license.lastname = 

ccard.lastname (Groß 2009a). In a case, regarding disputes or fraud where a verifier may 

require Bob to reveal his full particulars, the Issuer can be contacted thus acting in the role of 

an identity escrow agent. This way an ABC can serve as an effective pseudonym whereby if it 

is required the identity of the user can be established by law if necessary. 

Anonymous user accounts in certain situations can be highly appropriate as in the case 

mentioned above. However, a problem arises where someone who may have access to some 

website services, based upon their credentials, decides to sell or share their access with 

someone who may not qualify. To counter this approach with anonymous credentials each user 

has their own master secret that is contained in each of their credentials. Credentials are issued 

in such a way as to maintain the same master secret in each credential without revealing the 

secret to any issuer (FIDIS 2005; Groß 2009a). The underlying concept is that the master secret 

becomes the foundation upon which their entire electronic identity or digital persona is formed. 

A user’s pseudonym is not a randomly or user selected name yet takes the form of a 

cryptographic token, which is derived in a non-deterministic manner from the master secret. In 

this way, numerous pseudonyms can be generated using the same master secret. The user’s 

login password becomes the master secret yet instead of sending the master secret to the server 

the user ascertains that they know the master secret by providing it in a cryptographic manner 

without revealing what it is. Thus, it is impossible to tell whether two or more pseudonyms 

were derived from the same master secret. Furthermore, it is not possible to use the pseudonym 

or any other credentials without knowledge of what the secret is. For the user to share their 

credentials then they must also share their master secret, which means sharing their complete 
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digital persona and therefore access to all services wherever they may be registered (Camenisch 

& Lysyanskaya 2001; FIDIS 2005; Groß 2009a). 

The following two research questions arise: 

• What are user’s preferences regarding the use of an ABC system for 

identification in the PCEHR systems? 

• On what devices would users prefer to use ABCs? 

Anonymous credentials can also be limited to a once only use and/or a set number of uses. This 

makes them a suitable candidate for e-cash transactions, ticketing, medical prescriptions and a 

host of other applications (Groß 2009a). In the same way, expiry dates and other control 

mechanisms depending upon their applications can place a limit upon the use of an ABC (Groß 

2009a). Identity Mixer can operate over the internet, on Electronic Identity Cards (eID 

cards/SmartCards) or utilised in mobile devices or USB sticks. This makes it highly suitable 

for secondary use where third parties may use the credentials (off-line or on-line) for 

identification or authorisation in situations independent of the credential’s primary purposes 

(Bichsel & Camenisch 2010). 

In some countries in Europe where eID cards have been released without any controls to protect 

the privacy of the data contained on them, secondary use has often led to vendors logging the 

full details of the user’s data, including social security numbers, name, birthdate, address etc. 

thus exposing them to the possibility of identity theft and other criminal abuse. This has led to 

making it illegal to use such eID cards for secondary use (Groß 2009a). Anonymous credentials 

as implemented in the Identity Mixer project greatly reduce this threat to privacy invasion. The 

more transactions a user conducts on line the more data traces are left behind. It is these data 

trails, which accumulate and provide a basis for data mining the information thus building a 

digital profile of the user over time. By using different pseudonyms for each service provider 

and/or for each login coupled with fewer traces being left behind then these interactions cannot 

be linked across successive uses or between different services (FIDIS 2005; Utsler 2011). 

A further research question arises: 

• What are users’ views regarding the use of ABCs for secondary purposes? 
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Identity Mixer was initially part of the ‘Privacy and Identity Management for Europe’ project 

(PRIME 2004-2011) and was succeeded in 2008 by the ‘Privacy and Identity Management for 

Europe for Life’ project (PrimeLife 2008 - 2011). The European Commission funded these 

projects. In September 2009, the ‘German Society for Computer Science’ awarded the project 

with the ‘Innovation Award 2009’ for establishing an ABC system on a standard Java Card. 

The team members all from IBM, named on the award were Patrik Bichsel, Dr. Jan Camenisch, 

Thomas Groß and Prof. Victor Shoup. Primarily the innovation recognised was for the 

enormous efficiency enhancement over former proposals for the award (Groß 2009b).  

The basic specification states that the Identity Mixer system is based on the; 

• Camenisch-Lysyanskaya signature scheme (Camenisch & Lysyanskaya 2001),  

• the Identity Mixer Cryptographic Library (IBM Research 2011b), and  

• the Trusted Computing Group’s (TCG), Trusted Platform Module’s (TPM), Direct 

Anonymous Attestation (DAA) (Brickell, Camenisch & Chen 2004).  

Jan Camenisch and Anna Lysyanskaya of IBM Research and Massachusetts Institute of 

Technology (MIT) respectively initially proposed the Camenisch-Lysyanskaya signature 

scheme in 2001 (Bichsel & Camenisch 2010; IBM Research 2011b). 

Other security measures such as the use of biometric devices i.e. iris and fingerprint scanners 

can also contribute to increased security (OECD 2008; Ulivieri 2004). However, Clarke 

(2001a) classifies biometrics among the most serious technologies that threaten the freedom of 

both individuals and societies. Biometrics developers will perhaps only prosper in countries 

having repressive governments. Clarke (2001a) suggests that biometrics will contribute to 

some degree towards causing relatively free countries to become more repressive.  

Developments in other technologies, which are emerging, include the use of Quantum Key 

Distribution (QKD) over optical fibre (Hiskett et al. 2006), SmartCards that employ a unique 

identifier in a chip is another approach and there are many other solutions still under 

development. Although each of these approaches have their own limitations, combinations of 

these methods can provide significant levels of security in the transmission and storage of 

sensitive data over the Internet. However, regardless of the degree to which an information 

system employs technical solutions to provide security, most security breaches can be 

attributed to human intervention. This is done by persons with privileged access to data systems 

such as employees of web hosting services, telecommunications companies, government 
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departments and other authorities such as the police and other intelligence agencies (Pfleeger, 

Pfleeger & Margulies 2015). 

Technological solutions can only provide security up to a certain point i.e. until they are 

compromised. New developments then fill in the gaps to resecure the system, which is often 

too late (Kizza 2016). However, regardless of how secure a system may be, system security 

does not translate well into the minds of average users as trust. IT security is an extremely 

complex topic and often there is little comprehension of how these technologies work in order 

to protect a user’s information. Uliveri (2004) argues that if a user does not perceive that an 

environment is secure then it makes little difference to the user whether it is secure or not. If a 

user does not trust a system, they will not use it. This illustrates that a technological approach 

is necessary for actually securing an Internet environment and sociological solutions are 

required to encourage the safe use of such systems. 

Research Question 

• Do users consider an ABC system be a safer option over Government 

Controlled PKI.    

The success of the technological solutions for security mentioned above still depends upon the 

end user’s behaviour regarding the use of these systems. A system that has been fortified to a 

high degree using authentication and encryption may easily be compromised if a user 

inadvertently discloses a password or encryption key. The same applies to someone simply 

forgetting to log off from a session that has been conducted from a computer to which others 

may have access. The same computer may have also recorded a user’s password. 

Security in IT systems however is controllable and scalable to suit the needs of each system’s 

requirements and can be upgraded accordingly as technologies evolve. Too much security can 

hinder a system’s accessibility and usefulness and too little security can have disastrous 

consequences to users especially in the case of a user controlled EHR system (Croll 2010). 

However, the ultimate success of any IT system depends upon the willingness and the ability 

of users to make good use of it. These ‘human’ factors present a problem when assessing the 

viability of such a system. 

 



 Chapter 2 – Literature Review 

 

59 
 

Research Questions 

• To what extent do users intend to make use of the PCEHR systems? 

• What are users’ concerns regarding the use of the PCEHR systems? 

2.7 Attribute-Based Credentials 

A more recent terminology for Anonymous Credentials has been described as Attribute-Based 

Credentials or ABCs and two primary projects, which have emerged as leaders in the field, are 

IBM’s Identity Mixer and Microsoft’s U-Prove projects. The development of this kind of 

credential system for identity management has been the focus of many projects across the globe 

for decades and have involved many of the world’s leading cryptographers in the effort 

(ABC4Trust 2014; Blaze 2003; Brands 2011; Camenisch & Lysyanskaya 2001; Clarke 2009-

10; FIDIS 2005; Groß 2009a; IBM Research 2011a; Kessler 1998-2017; MacGibbon 2012; 

PrimeLife 2008 - 2011).  

These systems have many appropriate features highly suitable for use in PCEHR systems 

(ABC4Trust 2014; FIDIS 2005). On July 01, 2015, the Australian Government - Digital 

Transformation Agency (AGDTA) took responsibility for the National e-Authentication 

Framework (NeAF), which provides for the recognition of online credentials for use by 

individuals, businesses and the government (IAPP 2012; IIS 2013). Similar initiatives include 

the US National Strategy for Trusted Identities in Cyberspace (Burr, Dodson & Polk 2004; 

IAPP 2012), the EU’s ABC4Trust project (ABC4Trust 2009, 2010-14) and the UK 

Government’s Identity Assurance Programme (IAPP 2012; Wreyford 2012). 

ABCs as implemented in the two key ventures to have emerged i.e. IBM’s Identity Mixer and 

Microsoft’s U-Prove projects possess the same security properties of conventional digital 

certificates without compromising the privacy of the user’s identity or the traceability of their 

online interactions (Camenisch 2015; Groß 2009b, 2010; Mostowski & Vullers 2011). This 

provides for authentication and authorisation based upon users’ attributes and can also be 

implemented on a smartcard, virtual smartcard or mobile device (Camenisch 2015; Groß 

2009b, 2010; Mostowski & Vullers 2011). These privacy preserving features are highly 

suitable for use in the Australian PCEHR system and offer a level of security superior to that 

of conventional password authentication (ABC4Trust 2010-14).  
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Password authentication is considered to be low cost to implement by comparison to digital 

certificate schemes (Stack Exchange Inc. 2013). However conventional password 

authentication is considered to have many inherent security weaknesses (ABC4Trust 2010-14), 

and conventional digital certificate schemes depend upon a complex infrastructure such as 

Public Key Infrastructure and the dependence upon specialised hardware and software to 

control that hardware. Conventional digital certificate schemes have also been criticised for 

weaknesses in the preservation of the privacy of users’ identity and also for inefficiencies in 

the revocation process when credentials are compromised (Clarke 1998c, 2001b, 2003, 2009-

10).  

The developers of IBM’s Identity Mixer claim to have solved these issues. The ‘Innovation 

prize’ awarded to the development team, states that their system ensures privacy and security 

in a practical manner that promotes trust in the protection of users’ data and also strengthens 

the social acceptance of solutions in fields such as e-government (Groß 2009b). These 

properties are highly advantageous to ensure the usefulness of the Australian PCEHR system. 

2.7.1 Summary and outlook of Attribute-based Credentials  

The results of this study have significance regarding future research as well as for policy 

makers.  Regarding future studies, the research finds that ‘trust’ can be described as a key issue 

and implies that policy makers considering the application and rollout of systems should 

consider user trust with regard to how personal identifying data and information is handled and 

guarded against identity theft and other intrusions upon user privacy. 

Prior research into the use of EHR have mainly concentrated on the involvement of health care 

providers. However, the review of literature was not able to determine prior investigation into 

aspects which may influence an individual’s intentions to use PCEHR and even more 

specifically the application of ABCs for authentication, authorisation and access control. 

The researchers consider that this study is the first study in Australia if not the world to examine 

how a user’s perceptions of ABCs could influence their intentions to make use of PCEHR. The 

study is particularly related to future research undertaken in e-Health privacy and security and 

offers future researchers a basis by which to further examine the associations between factors 

that could impact the usage of PCEHR as well as the utilization of ABCs. 



 Chapter 2 – Literature Review 

 

61 
 

The Identity Mixer project by IBM and Microsoft’s U-Prove project are the two foremost 

projects that have been developed to satisfy the ISO/IEC 24760 standards for identity 

management (Veseli, Camenisch & Jensen 2014). Standardisation has been considered of great 

importance towards the dissemination of ABCs for building trust and the protection of privacy. 

Two key components created in the venture, that standardization is regarded as substantial, are 

the architecture for ABCs and the Reference Implementation.  

The final ABC Reference Implementation in addition to making use of several cryptographic 

techniques that support Privacy-ABC features, also provides the potential to connect new 

cryptographic methods as well. Essentially, it offers the potential for programmers to better 

integrate the Reference Implementation into their own identity management software systems 

without the need to be concerned with the fundamental components, such as the crypto 

components. Consequently, the Reference Implementation is regarded as being among the 

primary successes of the ABC4Trust project. The ABC Reference Implementation also 

considers the use of ABCs on mobile devices and not just smartcards. 

The ABC4Trust project provides industry and academia the opportunity to deal with the 

federation and interchangeability of solutions that provide for trustworthy and privacy-

preserving digital credentials. ABCs enable a user to disclose a bare minimum collection of 

private data to relying parties, which help to deliver an increased level of user privacy in the 

digital domain. Therefore, such credentials provide for the application of a trustworthy and 

privacy-protecting approach to provide for a more secure digital world. 

Although the ABC4Trust project has focussed upon standardisation there have been two 

foundational research projects conducted as part of the project to evaluate the potentials that 

ABCs have to offer. These studies include the Söderhamn school pilot conducted in a Swedish 

high school (Abendroth et al. 2013) and the University of Patras pilot carried out in Greece 

(Damgaard et al. 2012). 

While these projects have served to trial and test the technologies behind ABCs there remains 

substantial scope for research into the development of identity management systems that can 

be deployed at various levels, ideally at a global level, either within a sovereign state legislation 

or across borders with participating countries. ABCs can also be used to offer increased privacy 

and security at the local level in a private network such as in the cases mention above. However, 

ABCs reach their full potential when deployed at a global level (ABC4Trust n.d.). 
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The use of ABCs in the Australian PCEHR system presents an opportunity to establish the use 

of ABCs in Australia. As mentioned earlier the health system in Australia includes every 

Australian citizen as well as international visitors and all have the right to have their health 

records recorded to assist their doctors and other medical providers with the provision of a 

history of their medical conditions.  

Other potential primary ABC credentials could be a Driver’s Licence, Passport or Birth 

Certificate among others, which may or may not be held by all Australians. The PCEHR system 

in contrast encompasses all Australian citizens as well as international visitors. However, what 

this study concludes is that concerns about identity theft and unauthorised access to health 

records are primary disincentives to patients to make meaningful use of the PCEHR system 

and that the use of ABCs within the Australian healthcare system can have a significant positive 

effect upon the use of the system. 

Far more research needs to be conducted to evaluate user attitudes towards privacy and security 

concerns related to the use of the Internet in general, including social networking sites, 

ecommerce sites and government portals etc. and how ABCs can protect the privacy of user 

data and reinforce trust in the systems in use. Research into these topics is still in the stages of 

infancy. 

2.8 Conclusion 

This chapter examined research relevant to Electronic Health Records (EHR), User concerns 

related to trust regarding the use of the Internet, User Authentication systems and ABCs. The 

review of literature on technology acceptance is introduced in the next chapter where the 

theoretical models that are relevant to the current research are reviewed in detail and how the 

conceptual model underlying the current research was derived. Therefore, the literature review 

in this thesis is comprised of chapters 2 and 3. Chapter 2 has identified critical issues related to 

the use of PCEHR. In contrast chapter 3, “Theory Underpinning the Research”, examines the 

theoretical models that are prominent in technology acceptance research and takes into 

consideration the research problems and questions that arose in the review of literature related 

to the use of PCEHR. 
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Chapter 3. Theory Underpinning the Research 

3.1 Introduction 

This chapter reviews the literature on technology acceptance related to the use of information 

systems. It was evident from this review that there was a lack of research dealing with issues 

concerning user privacy and the use of PCEHR. The latter parts of this chapter deal with the 

research questions, which underpin the methodological framework of the study and 

conceptualise the relationships among the constructs that were the basis of the statistical 

analyses and discussion in the following chapters.  

Although the final conceptual model did not draw upon all of the following models, they are 

presented here to describe the relatedness of constructs between the various models that were 

taken into consideration. Many of the constructs included in these models are not within the 

scope of the current research. However, most of these models have drawn from TAM (Davis 

1989), which represents the principal model that the conceptual model is built upon. 

The chapter concludes with the specification of a conceptual research model. While the key 

constructs have been examined in several combinations by various researchers, it was not clear 

how they would fit together and contribute collectively to PCEHR use. Consequently, a major 

task for this research was to establish the validity of the conceptual research model - the second 

of the main aims of the research. 

3.2 Theoretical Models 

The following sections provide a description and discussion of the models that predominate in 

information systems acceptance.  

The models that are discussed are: 

• Theory of Reasoned Action (TRA) (Fishbein & Ajzen 1975) 

• Technology Acceptance Model (TAM) (Davis 1989) 

• The Extended Technology Acceptance Model (TAM2) (Venkatesh & Davis 2000) 

• The Unified Theory of Acceptance and Use of Technology (UTAUT) (Venkatesh et al. 

2003) 

• Generic model for trust in electronic transactions (Ganzaroli, Tan & Thoen 1999) 

• Web Trust Model (McKnight, Choudhury & Kacmar 2002) 

• Model of Trust in E-Commerce (MoTEC) (Egger 2003) 
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The principal model adopted, with modifications, for the research described in this thesis is 

TAM (Davis 1989), the modifications made for the purposes of the research are the inclusion 

of measures from TAM2 (Venkatesh & Davis 2000), UTAUT (Venkatesh et al. 2003), the Web 

Trust Model (McKnight, Choudhury & Kacmar 2002) and MoTEC (Egger 2003). 

 

3.2.1 Theory of Reasoned Action - TRA 

Although the Theory of Reasoned Action (TRA) has been predominantly used in social 

contexts and not specifically in technology acceptance research, it is mentioned here as it forms 

the foundation of several of the other models that follow. Fishbein and Ajzen’s (1975) Theory 

of Reasoned Action (see Figure 3.1 below), suggests that a person’s Behavioural Intentions are 

determined by their attitude towards the behaviour and any Subjective Norms that may be 

associated with the performance of the behaviour (Fishbein & Ajzen 1975).  

 

Figure 3.1 - The Theory of Reasoned Action (Fishbein & Ajzen 1975) 

TRA assumes that individuals are rational decision-makers and continuously calculate and re-

evaluate their behavioural beliefs while forming their attitude towards a particular behaviour 

(Long Li 2010). The Behaviour Intention construct is a measure of a person’s intention to 

perform a behaviour. Fishbein & Ajzen (1975) define the Attitude toward Behaviour construct, 

as an individual’s positive or negative feelings about performing a particular behaviour. This 

is determined by assessing the individual’s beliefs concerning the possible outcomes of the 

behaviour and the desirability of those outcomes.  

Subjective Norm is an important construct in the model and is defined as an individual’s 

perception that people who are important to the individual, think that the individual should or 

should not perform the behaviour in question. Behaviour Intention is considered to be the 

product of the individual’s Normative beliefs and motivation to comply and any Subjective 
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Norms that may apply. These are then summed with their Beliefs and Evaluations and their 

Attitude toward the Behaviour. Finally, the individual’s Actual Behaviour is predicted by their 

Behavioural Intentions. 

TRA has some limitations for the purposes of this research, as it was not specifically designed 

to explain the acceptance of technology. However, it does have several constructs which were 

modified for use in the Technology Acceptance Model (TAM) developed by Davis (1989). 

TAM forms the foundation that the other technology acceptance models presented here are 

built upon. 

3.2.2 Technology Acceptance Model - TAM 

TAM is based upon the TRA model and was developed in order to develop a model more suited 

and specifically designed to identify factors that may cause people to either accept or reject 

information technology systems (Davis 1989; Davis, Bagozzi & Warshaw 1989; Long Li 

2010). Davis (1989) suggests that Perceived Usefulness and Perceived Ease of Use are the two 

most important beliefs regarding an individual’s acceptance and use of information technology 

systems. TAM is presented as a conceptual model with six constructs. Key constructs added to 

the model to cater for changes needed to TRA are Perceived Usefulness and Perceived Ease of 

Use 

TAM defines Perceived Usefulness, as the degree that a person believes that using a particular 

system enhances their job performance and Perceived Ease of Use is the degree that the person 

using the system is free from effort (Davis 1989). These two constructs determine their Attitude 

toward Usage which then leads to the individual’s Intention to Use and finally their Actual Use 

of the system (Davis 1989). Perceived Usefulness, is seen to be directly influenced by an 

individual’s Perceived Ease of Use (Davis 1989). Perceived Usefulness is also considered to 

have a direct influence upon an individual’s behavioural Intention to Use the system in 

question. 

The TAM model is illustrated in the following diagram. 
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Figure 3.2 - Technology Acceptance Model (Davis 1989) 

TAM is arguably the most common of all theories used in the evaluation of information systems 

and has been modified in many cases for use in evaluating different systems and their 

applications (Long Li 2010). TAM has also been applied in research efforts that have focused 

on US medical professionals’ acceptance of Electronic Health Records (EHRs) (Holden & 

Karsh 2009; NIH 2013).  

Extensions to TAM adapted by Wixom and Todd (2005) are shown in the diagram below where 

the two belief constructs of Perceived Usefulness and Perceived Ease of Use are clearly 

retained. Therefore, the structure and primary assumptions of these extensions remain identical 

to that of TAM. 

The Extensions to TAM model is illustrated in the following diagram. 

 

Figure 3.3 - The Extensions to TAM (Wixom & Todd 2005) 
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3.2.3 The Extended Technology Acceptance Model – TAM2 

TAM2 was developed by Venkatesh and Davis (2000) to include four cognitive determinants 

of Perceived Usefulness: Job Relevance, Output Quality, Result Demonstrability, and 

Perceived Ease of Use. Job Relevance is considered to have a positive effect on Perceived 

Usefulness, whilst Output Quality, relates to an individual’s perception about how well a 

system works (Long Li 2010). Result Demonstrability is considered to have a direct effect upon 

Perceived Usefulness and is seen as the user’s perception that a system produces effective 

results desired by the user (Venkatesh & Davis 2000). Perceived Ease of Use was also included 

in the original TAM and is considered to be a direct determinant of Perceived Usefulness and 

was therefore retained in TAM2 (Venkatesh & Davis 2000).   

The Extended Technology Acceptance Model is illustrated in the following diagram. 

 

Figure 3.4 - The Extended Technology Acceptance Model (TAM2) (Venkatesh & Davis 2000) 

Mixed findings regarding the Subjective Norm construct were identified by Hartwick and Barki 

(1994). After separating their respondents into mandatory and voluntary groups of respondents, 

Subjective Norm was found to have a significant effect on Intention to Use in the mandatory 

groups but not in the voluntary groups. Voluntariness was therefore included in TAM2, which 

defines the extent that a potential user perceives the decision to use a technology as voluntary 

(Venkatesh & Davis 2000).  
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The Experience construct was included in TAM2 as evidence suggested that the direct effect 

of Subjective Norm upon Intention to Use may subside over time as a user’s experience with a 

system increases. Hartwick and Barki (1994) found that, although Subjective Norm had a 

significant effect on Intention to Use prior to the development of a system, the effect became 

insignificant three months after system implementation. 

The Image construct was included in TAM2 as individuals are often seen to respond to Social 

Influences in order to favourably fit in with a particular group (Venkatesh & Davis 2000). If an 

individual’s peers believe that performing a particular behaviour i.e. using the target 

information system, then using it may elevate the individual’s social standing within that group 

(Venkatesh & Davis 2000). Image is seen to influence Perceived Usefulness in an indirect 

manner as an individual may perceive that using a system will lead to improvements in their 

work performance. 

3.2.4 The Unified Theory of Acceptance and Use of Technology - UTAUT 

Venkatesh et al (2003) developed a model named the Unified Theory of Acceptance and Use 

of Technology (UTAUT) that brought together the prominent technology acceptance models 

into a single model. UTAUT (Venkatesh et al. 2003) suggests that the constructs of 

Performance Expectancy, Effort Expectancy, and Social Influence are the three main 

determinants of Intention to Use an information technology system.  

• Performance Expectancy is defined as the degree to which the user expects that using 

the system will help him or her attain gains in job performance. Performance 

Expectancy consists of four other elements: Perceived Usefulness which is taken from 

TAM/TAM2 (Davis 1989; Venkatesh & Davis 2000), Combined TAM and TPB 

(Taylor & Todd 1995), Extrinsic Motivation is taken from the Motivational Model 

(Davis, Bagozzi & Warshaw 2006), Relative Advantage from the Innovation Diffusion 

Theory (Moore & Benbasat 1996), and Outcome Expectations from the Social 

Cognitive Theory (Compeau & Higgins 1995). 

• Effort Expectancy is defined as the degree of ease associated with the use of the system 

(Venkatesh et al. 2003). 

• Social Influence is defined as the degree to which an individual perceives that important 

others believe that he or she should use the new system (Venkatesh et al. 2003). 
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The Unified Theory of Acceptance and Use of Technology model is illustrated in the following 

diagram. 

 

Figure 3.5 - Unified Theory of Acceptance and Use of Technology (Venkatesh et al. 2003) 

 

3.2.5 Generic model for trust in electronic transactions 

Ganzaroli, Tan & Thoen’s (1999) Generic model for trust in electronic transactions is simply 

stated as: 

Party Trust + Control Trust = Transaction Trust 

Transaction Trust is the level of trust, which a user must reach to confidently complete a 

transaction i.e.  

“The willingness of a party to be vulnerable to the actions of another party based on 

the expectation that the other party will perform a particular action important to the 

trustor, irrespective of the ability to monitor or control that other party”  

 (Ganzaroli, Tan & Thoen 1999) 

Party Trust refers to the degree that the transacting party places trust in the vendor whereas 

Control Trust refers to the degree that the transacting party places trust in the technologies 

supporting the transaction (Ganzaroli, Tan & Thoen 1999; McKnight, Choudhury & Kacmar 

2002). 
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3.2.6 Web Trust Model 

The Web Trust Model presented by McKnight, Choudhury and Kacmar (2002) proposed that 

reinforcing consumer trust lies in the design of the website itself. The Web Trust Model 

(McKnight, Choudhury & Kacmar 2002) is illustrated below. 

 

Figure 3.6 - Web Trust Model (McKnight, Choudhury & Kacmar 2002)  

The Web Trust Model presented by McKnight, Choudhury and Kacmar (2002) focuses on a 

Disposition to Trust, which is considered important in the process of a web vendor establishing 

sufficient trust in a new customer to encourage a sale. The model includes an Institution-Based 

Trust component that represents the user’s perceptions of the Internet environment.  

The Web Trust Model by McKnight, Choudhury and Kacmar (2002) categorises users’ 

Trusting Beliefs into three groups.  

• Competence – the ability of the vendor to provide what the user needs. 

• Benevolence – the vendor is caring and considers the users interests. 

• Integrity – the vendor is honest and keeps promises. 

Trusting Beliefs are seen to be established as the result of a user exploring a website and are 

conveyed to the user via the interface. This is similar in context to the Interface Properties 

construct in Egger’s (2003) Model of Trust in E-Commerce (MoTEC). The Trusting Intentions 

construct is also similar to the Relationship Management construct in Egger’s MoTEC.  

3.2.7 Model of Trust in E-Commerce - MoTEC 

Egger’s (2003) Model of Trust in E-Commerce (MoTEC) was initially presented in 1998 and 

underwent refinement until 2003 (Egger 2001, 2003). Modifications to the original model 

  

Disposition to Trust 

 Institution-Based Trust 

(Perceptions of the  

Internet environment) 

 Trusting Beliefs 

(Perceptions of specific 

Web vendor attributes) 
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reflect changing patterns in the nature of related practices including website design and trust 

building strategies related to e-commerce. Four constructs make up the final model each 

consisting of separate components and sub-components. MoTEC is structured around the 

various stages a user goes through whilst initially investigating a website. The four constructs 

in the model are defined as follows: 

Pre-Interactional Filters 

• User Psychology 

• Pre-purchase Knowledge 

Interface Properties  

• Branding 

• Usability 

Informational Content 

• Competence (Company, Products and Services) 

• Risk (Security and Privacy) 

Relationship Management  

• Pre-purchase and Post-purchase interactions 

• Trust over time 

 

 

Figure 3.7 - The Four Dimensions of MoTEC (Egger 2003) 

MoTEC (Egger 2003) takes into account the dynamic aspects of Trust and suggests that the 

development of Trust is an iterative process that changes over time. The model suggests a 

concept of Pre-Interactional Filters where a user is considered to have a pre-disposition 
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towards trust before visiting a website. These Pre-Interactional Filters are based upon pre-

knowledge and the user’s psychological attributes.  

MoTEC draws upon earlier concepts outlined in the Human-Computer Interaction (HCI) model 

presented by Long and Dowell (1989) as well as the Technology Acceptance Model (TAM) 

presented by Davis (1989). 

3.3 Research Questions 

The following list summarises the research questions that arose during the literature review and 

form the basis upon which the constructs and survey items were developed.  

• To what extent do users feel they have a right to access information contained in their 

medical records? 

• How do users compare PCEHR systems to e-Commerce systems? 

• Do users feel that they have sufficient understanding of the technologies related to the 

PCEHR systems? 

• What are users’ preferences regarding the use of pseudonyms for identification in the 

PCEHR systems? 

• What are users’ views regarding the use of biometric technologies for identification. 

• What are users’ preferences regarding the use of a “Partial Identity” for identification 

in the PCEHR systems? 

• Do users consider Government Controlled PKI to be the safest option to accessing the 

PCEHR system? 

• What are user’s preferences regarding the use of an ABC system for identification in 

the PCEHR systems? 

• On what devices would users prefer to use ABCs? 

• What are users’ views regarding the use of ABCs for secondary purposes? 

• Do users consider an ABC system be a safer option over Government Controlled PKI. 

• To what extent do users intend to make use of the PCEHR systems? 

• What are users’ concerns regarding the use of the PCEHR systems? 

3.4 Formulation of the Conceptual Model 

This section explains how the eight constructs of the conceptual model (see Figure 3.8 of this 

chapter) were identified. Firstly the 13 subsidiary questions listed in section 3.3 above that 



Chapter 3 - Theory Underpinning the Research 

 

73 
 

arose from the review of literature were partitioned into five categories each corresponding to 

critical issues identified in the literature review. These categories and research questions are 

listed in the following: 

Research Questions arising from the review of literature. 

Defining Personally Controlled Electronic Health Records - Chapter 2 section 2.2  

• To what extent do users feel they have a right to access information contained in their 

medical records? 

Comparison of PCEHR to e-Commerce Systems - Chapter 2 section 2.3.1  

• How do users compare the PCEHR system to e-Commerce systems? 

X.509-based PKI - Chapter 2 section 2.6.2.3  

• Do users feel that they have sufficient understanding of the technologies related to the 

PCEHR system? 

• What are user’s preferences regarding the use of pseudonyms for identification in the 

PCEHR system? 

• What are user’s views regarding the use of biometric technologies for identification. 

• What are user’s preferences regarding the use of a “Partial Identity” for identification 

in the PCEHR system? 

Privacy Enhancing Technologies - Chapter 2 section 2.6.3  

• Do users consider Government Controlled PKI to be the safest option to accessing the 

PCEHR system? 

Attribute-based Credentials - Chapter 2 section 2.6.4  

• What are user’s preferences regarding the use of an ABC system for identification in 

the PCEHR system? 

• On what devices would users prefer to use ABCs? 

• What are users’ views regarding the use of ABCs for secondary purposes? 

• Do users consider an ABC system a safer option over Government Controlled PKI. 

• To what extent do users intend to make use of the PCEHR system? 

• What are users’ concerns regarding the use of the PCEHR system? 

Furthermore, in addition to the above, the review of literature identified the following gaps: 

• No specific studies investigating patient attitudes and comprehension in connection 

with making use of electronic health records in Australia have been identified. 
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• No particular studies were found which evaluated user attitudes and knowledge of 

authentication technologies in Australia. 

• There are no education or public information programs that could be identified that 

explain to the Australian population the workings of authentication systems or the use 

of ABCs for the preservation of user privacy and security. 

• There has been no consideration of ABCs as an appropriate authentication system that 

may be more acceptable to the public regarding the use of the Australian eHealth 

records system. 

Technology acceptance models used in the formulation of the conceptual model. 

Having identified critical issues and gaps in the body of knowledge that arose from the review 

of literature, the next step was to examine constructs that have been identified in previous 

research into technology acceptance. In this thesis chapters 2 and 3 comprise the literature 

review. Chapter 2 is focussed upon critical issues associated with the use of the Australian 

eHealth records system and chapter 3 focusses upon established theoretical frameworks used 

to evaluate user acceptance of information systems. This also includes frameworks used in e-

commerce related to trust in interactions and transactions conducted over the Internet. 

Seven different theoretical models were identified as discussed in section 3.2 above. These 

models were then analysed for relevance related to the current research. The models identified 

in section 3.2 in this chapter are summarised in the following list. 

• Theory of Reasoned Action (TRA) (Fishbein & Ajzen 1975) 

• Technology Acceptance Model (TAM) (Davis, F.D. 1989) 

• The Extended Technology Acceptance Model (TAM2) (Venkatesh & Davis 2000) 

• The Unified Theory of Acceptance and Use of Technology (UTAUT) (Venkatesh et al. 

2003) 

• Generic model for trust in electronic transactions (Ganzaroli, Tan & Thoen 1999) 

• Web Trust Model (McKnight, Choudhury & Kacmar 2002) 

• Model of Trust in E-Commerce (MoTEC) (Egger 2003) 

The principal model adopted, with modifications, for the research described in this thesis is 

TAM (Davis, F.D. 1989), the modifications made for the purposes of the research also include 

constructs and measures taken from TAM2 (Venkatesh & Davis 2000) and the Web Trust 

Model (McKnight, Choudhury & Kacmar 2002). 
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TAM 

The TAM (Davis, F.D. 1989) model includes the constructs of Perceived Usefulness and 

Perceived Ease of Use which determine Attitude toward Usage, which then determines a user’s 

Intention to Use, which finally leads to Actual Use of the system. Perceived Usefulness, 

represents the degree that a person believes that using a system enhances their job performance 

and Perceived Ease of Use is the degree that the person using the system is free from effort. 

The construct of Intention to Use is represented in the conceptual model for this research by 

PCEHR Use, however, for our purposes Perceived Usefulness and Perceived Ease of Use are 

not applicable in the current research, consequently Attitudes toward Usage is represented by 

the following four constructs, PCEHR Concerns, Trust in Conventional Authentication, Trust 

in Health Care Practitioners and Use of Attribute-based Credentials.  

TAM2 

TAM2 (Venkatesh & Davis 2000) also includes the entire TAM model yet extends the model 

through a number of constructs that influence Perceived Usefulness and Intention to Use. The 

Experience construct was included in the conceptual model represented by the IT Awareness 

construct, which represents a user’s self-evaluation of their computer skills and their 

understanding of web technologies particularly related to authentication.  

It was considered that the IT Awareness construct would have an influence upon Trust in 

Conventional Authentication and the user’s Wish for Anonymity. The Wish for Anonymity 

construct was included in the conceptual model as this was considered to be a determinant of 

Use of Attribute-based Credentials. It was also considered that Trust in Conventional 

Authentication would have an effect upon Wish for Anonymity. In addition to this the UTAUT 

(Venkatesh et al. 2003) model brings together TAM and TAM2 into a single model and 

includes components such as Gender, Age and Experience which were included in the items in 

the demographics section of the survey. 

Web Trust Model 

The Web Trust Model (McKnight, Choudhury & Kacmar 2002) is closely related to the TAM 

(Davis, Fred D., Bagozzi & Warshaw 1989) model with variations directly related to trust. The 

trust components related to the current research align more closely to the Web Trust Model 

(McKnight, Choudhury & Kacmar 2002) than they do to TAM (Davis, F.D. 1989). However, 

TAM forms the foundation upon which many of the models identified are built.  
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The trust components in the current research represented in the conceptual model are Trust in 

Conventional Authentication, Trust in Health Care Practitioners and Trust in Developers 

where Trust in Developers is considered to have an influence upon both Trust in Conventional 

Authentication and Use of Attribute-based Credentials.  

The MOTEC model (Egger 2003) was also taken into consideration in relation to trust, however 

the trust components of MOTEC take into account the development of trust as an iterative 

process that changes over time. This was not considered to be directly applicable to the current 

research, which seeks to determine how the use of ABCs may have an effect upon the use of 

the Australian health records system.  

While ABCs have been developed, tested and standardised they have not as yet been deployed 

for use on many systems. Consequently, users are not familiar with the concepts and have little 

if any experience using them. Furthermore, there is little awareness of what they are used for 

and that they even exist. 

The following discusses the constructs outline above in more detail that form the conceptual 

model used in this research. 

PCEHR Use 

The PCEHR Use construct is sourced from TAM and TAM2 where the Intension to Use construct is a 

predictor of Actual Use (Davis, F.D. 1989; Venkatesh & Davis 2000). Similarly, the Trusting Intentions 

construct of the Web Trust Model is considered to be a predictor of Trust Related Behaviours. In the 

conceptual model, PCEHR Use is considered to be the penultimate construct that represents the 

intention to use PCEHR. This is considered to be a predictor of Actual Use of the Australian PCEHR 

system. 

PCEHR Concerns 

PCEHR Concerns is sourced from constructs of TAM, Tam2, the Web Trust Model and MoTEC. The 

Attitude toward Usage construct of TAM and TAM2 is seen to be a predictor of Intension to Use. 

Comparably, the Trusting Beliefs construct of the Web Trust Model is a predictor of Trusting Intentions, 

whereas in the MoTEC model, trust is seen as dynamic in the Relationship Management construct and 

subject to change according to a users’ ongoing experience.  

PCEHR Concerns represents factors that may affect respondents’ use of PCEHR. In the conceptual 

model, PCEHR Concerns is regarded as a predictor of PCEHR Use. 
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Trust in Conventional Authentication 

The Trust in Conventional Authentication construct is related to the Disposition to Trust construct of 

the Web Trust Model and also the Pre-Interactional Filters construct of MoTEC. Disposition to Trust 

is considered a predictor of the Institution-Based Trust, Trusting Beliefs and Trusting Intentions 

constructs of the Web Trust Model.  

Trust in Conventional Authentication is considered as a predictor of PCEHR Use directly and indirectly 

through PCEHR Concerns. This construct is also considered to directly affect the Wish for Anonymity 

construct. 

Trust in Developers 

Trust in Developers is also related to the Disposition to Trust construct of the Web Trust Model and the 

Pre-Interactional Filters construct of MoTEC. Trust in Developers is thought to have a direct effect 

upon the Trust in Conventional Authentication and the Use of Attribute-Based Credentials constructs. 

Trust in Health Care Practitioners 

Trust in Health Care Practitioners is also sourced from the Web Trust Model and MoTEC. In the 

conceptual model, Trust in Health Care Practitioners is considered to have a direct effect upon PCEHR 

Use and indirectly through PCEHR Concerns. 

IT Awareness 

The IT Awareness construct is taken from the Experience construct of TAM2 where Experience is 

considered to be a predictor of the Intension to Use construct. In the conceptual model, IT Awareness 

was expected to have a direct effect upon Trust in Conventional Authentication and the Wish for 

Anonymity constructs. 

Wish for Anonymity 

The Wish for Anonymity construct is taken from TAM and TAM2 and is related to the Perceived 

Usefulness construct, which is considered a predictor of the Attitude toward Usage construct in TAM 

and is thought to be a predictor of the Intention to Use construct in TAM2. In the conceptual model 

Wish for Anonymity is considered to be a predictor of Use of Attribute-Based Credentials. 

Use of Attribute-Based Credentials 

Use of Attribute-Based Credentials is sourced from TAM where Attitude toward Usage is considered a 

predictor of Intention to Use. In the conceptual model Use of Attribute-Based Credentials is considered 

a predictor of PCEHR Use. 
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The final conceptual model in diagrammatic form. 

 

Figure 3.8 - Conceptual Model 

Having developed the conceptual model, the hypotheses were then derived to explain the 

relationships between each of the constructs. Formulation of the hypotheses was primarily a 

nomological process conducted by the researchers.  

Hypotheses related to the Conceptual Model  

The hypotheses that were formulated are as follows. 

• H1: The more a user is prepared to use ABCs the more likely they will make use of 

the Australian PCEHR system. 

• H2: The greater a user’s trust in conventional authentication technologies is they 

will be more likely to make use of the Australian PCEHR system. 

• H3: The more a user trusts their health care providers the more likely they will 

make use of the Australian PCEHR system. 

• H4: Users with a higher level of concern about their health information are less 

likely to make use of the Australian PCEHR system. 

• H5: The higher a user’s trust in conventional authentication technologies is, the 

less their concerns regarding their health information will be. 
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• H6: The more a user places trust in their health care providers, the less their 

concerns regarding their health information will be. 

• H7: The more a user has trust in systems developers, the greater their trust in 

conventional authentication technologies will be. 

• H8: The higher a user’s awareness of ICT technologies is the less their trust in 

conventional authentication technologies will be. 

• H9: The higher a user’s trust in systems developers is the less likely they will make 

use of ABCs. 

• H10: The higher a user’s trust in conventional authentication technologies is, the 

less likely they will make use of ABCs 

• H11: The higher a user’s trust in conventional authentication technologies is, the 

less likely they will have a wish for anonymity. 

• H12: The higher a user’s awareness of ICT technologies is, the more likely they will 

have a wish for anonymity. 

• H13: The higher a user’s wish for anonymity is, the more likely they will make use 

of ABCs. 

 

Table 3.1 below shows the constructs and the survey items that were developed to address the 

research questions and shows the associated theoretical models from which the relevant 

constructs were drawn. In this step the scale items used to measure each construct were derived. 

The items were first examined in the focus groups and then structured into a questionnaire and 

tested in a pilot study before being used in the final survey instrument.  

From the results of the pilot study a factor analysis was conducted to examine the factor 

loadings using Principal Component Analysis (PCA). This was carried out due to the small 

number of respondents taking part in the pilot study as a precheck of the factor loadings. In the 

final survey, Principal Axis Factoring (PAF) was used to examine the final survey results. 

The results of the survey were then collected and analysed. The research questions, survey 

items and hypotheses are discussed further in the chapters that follow. The descriptives analysis 

is reported in chapter 5, “Descriptives Analysis”. Chapter 6, “Data Analysis” discusses the 

procedures related to the SEM analysis. The results of the SEM analysis are reported in chapter 

7, “Results”. Finally, conclusions are drawn and reported in chapter 8, “Conclusion”. 
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Construct Items Adapted From 

PCEHR Use I have no reservations about using electronic health records.  

 

I would be more likely to use electronic health records if my identity could remain 

anonymous at all times.  

 

I would like to learn more about Personally Controlled electronic health records. 

 

I consider a government-controlled identification system to be the safest option for accessing 

electronic health records.  

TAM - Davis (1989), 

TAM2 – Venkatesh and 

Davis (2000) and 

Web Trust Model - 

McKnight et al. (2002) 

PCEHR Concerns I generally enjoy good health and rarely need to see any doctor or other health care 

practitioner. 

 

I believe that any information contained in my electronic health records should be used for 

medical research without my consent. 

 

I believe that granting permission to access my electronic health records should be fully 

controlled by me and no one else. 

 

I believe that I have the right to deny permission to access any of my electronic health records 

whenever I choose to. 

 

I believe that I have the right to deny permission to access my electronic health records for 

use with medical research. 

 

I am concerned about using electronic health records as it may expose my health information 

to those who are not authorised to view it. 

TAM - Davis (1989), 

Web Trust Model - 

McKnight et al. (2002) 

and  

MoTEC - Egger (2003) 
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Construct Items Adapted From 

Trust in Conventional 

Authentication  

I am concerned about using electronic health records as it may make me vulnerable to identity 

theft. 

 

I believe that financial transactions conducted over the Internet are done in a secure manner. 

 

I believe smart cards with embedded chips to be a secure form of identification. 

 

I believe that email registration is a secure method to authenticate users. 

 

I believe that user name and password authentication is a secure method to authorise access to 

websites. 

 

I am not interested in attribute-based credentials and would prefer to use a government-

controlled identification system for electronic health records. 

Web Trust Model - 

McKnight et al. (2002) 

and  

MoTEC - Egger (2003) 

Trust in Developers I trust the government to provide the most secure system possible to protect Doctor-Patient 

confidentiality. 

 

I trust the government to provide the most secure system possible to ensure the privacy of my 

health information. 

 

I trust the government to provide the most secure system possible to ensure that my health 

information is not lost. 

 

I would trust an Attribute-based Credential System developed by Microsoft. 

 

I would trust an Attribute-based Credential System developed by IBM. 

 

I would trust an Attribute-based Credential System developed by Symantec. 

 

I would trust an Attribute-based Credential System developed by the Government. 

Web Trust Model - 

McKnight et al. (2002) 

and  

MoTEC - Egger (2003) 
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Construct Items Adapted From 

Trust in Health Care 

Practitioners 

I agree that my health care providers own the information stored in their Medical Records 

systems. 

 

I believe I have the right to access any information my health care providers keep about me. 

 

I believe that only with my consent, can medical practitioners who have treated me make 

entries or updates to my electronic health records. 

 

I place a high degree of trust in the competence of my health care providers. 

 

I place a high degree of trust in the confidentiality of information held in the health care 

records by my health care providers and their associates. 

Web Trust Model - 

McKnight et al. (2002) 

and  

MoTEC - Egger (2003) 

IT Awareness How many years of experience do you have in Web Browsing? 

 

Please indicate below how much time you would spend online on a daily basis. 

 

I consider myself to have a high level of Computer Skills. 

 

I consider myself to have a strong understanding of Web Technologies. 

 

I believe that biometric systems are too invasive to use for authentication over the Internet i.e. 

fingerprint scanners, iris scanners, voice and facial recognition etc. 

 

I am experienced with the use of smart cards with embedded chips as used in eftpos 

transactions. 

 

I am concerned about the websites I browse being tracked. 

TAM - Davis (1989), 

TAM2 – Venkatesh and 

Davis (2000) and 

UTAUT - Venkatesh et al. 

(2003) 
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Construct Items Adapted From 

Wish for Anonymity I believe that many organisations collect more information about my personal details than 

they actually need to know. 

 

I believe that if any information that identifies me that is stored in my electronic health 

records is removed, then the data stored there is simply “data” that cannot be linked to me. 

 

I like the idea of using a pseudonym to identify myself rather than giving full details of my 

identity. 

 

If an Attribute-based Credential system became available, I would use it from my computer. 

 

If an Attribute-based Credential system became available, I would use it from my mobile 

phone. 

 

If an Attribute-based Credential system became available, I would use it from a smartcard. 

 

I believe a smart card reader attached to my computer would help to protect my online 

privacy. 

 

I would be prepared to purchase a smart card reader for my computer provided it cost no 

more than A$30 

TAM - Davis (1989) and 

TAM2 – Venkatesh and 

Davis (2000) 
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Construct Items Adapted From 

Use of Attribute-Based 

Credentials 

I would like to be able to choose various combinations of attribute-based credentials such as a 

Driver’s Licence, Credit Card, Passport, Birth Certificate, Medicare Card etc. 

 

If I were to make use of attribute-based credentials, I would like to be able to control what 

information is shown. 

 

I would like to learn more about attribute-based credentials. 

 

I would be more likely to use attribute-based credentials for authentication if it were more 

“convenient” than trying to remember passwords. 

 

I would be more likely to use attribute-based credentials for authentication if it were more 

“efficient” than password authentication. 

 

I would be more likely to use attribute-based credentials for authentication if it were more 

“secure” than password authentication. 

TAM - Davis (1989) 

TAM2 – Venkatesh and 

Davis (2000) 

Table 3.1 - Summary of Constructs and Survey Items 
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Summary of Constructs and Survey Items 

The above table 3.1, presents the Conceptual model constructs, the survey items and the prior 

models used to conduct the current research. To summarise the objective of this study was to 

attempt to fill the identified gaps in the body of knowledge by investigating the adoption and 

acceptance issues of PCEHR in an Australian context and to evaluate how the use of ABCs 

may enhance the use of the Australian PCEHR system. Therefore, the following research 

question was formulated as the primary focus for this research. 

• What is the nature of any relationships that may exist between the constructs of PCEHR 

Concerns, Trust in Conventional Authentication, Trust in Developers, Trust in 

Practitioners, IT Awareness, Wish for Anonymity, Use of Attribute-Based Credentials 

and PCEHR Use. 

3.5 Conclusion 

This chapter reviewed the literature on technology acceptance related to the use of information 

systems. The chapter also identified the constructs of the conceptual model, how they are 

related to the prominent technology acceptance models and models of trust in online services 

used in prior research. The research questions that arose from the literature review and underlie 

the methodological framework of the study were presented along with a discussion of the 

constructs of the conceptual model. 

Finally, the chapter presented the conceptual research model and the survey items that are used 

as measures in the study to measure each of the constructs. The following chapter details the 

research methodology used and presents information concerning the procedural processes 

associated with distribution and construction of the survey. 
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Chapter 4. Methodology 

4.1 Introduction 

This chapter describes the research methodology used in this study. The method chosen for 

data collection was an online survey. The sections in this chapter present detailed information 

about the construction of the survey, its distribution, procedural processes used to ensure the 

validity of the data collected and the data analysis plan.  

This study’s objective was to identify user attitudes towards privacy and security issues with 

the Australian PCEHR system and the potential use of ABCs to increase the use of this system. 

The chapter details the development of the questions included in the survey and the process 

used to ensure that only one survey per respondent was submitted. Also discussed is the 

inclusion of a three-minute video, as part of the survey, which describes what ABCs are for, 

and how they may be used to protect online privacy. 

The sample population consisted primarily of students and staff from Southern Cross 

University and the sampling procedure utilised bulk emails to invite respondents to take part 

in the survey. The sample population and sampling procedure are described in more detail in 

sections 4.3 and 4.4 of this chapter. The chapter also discusses ethics approval, the research 

questions and hypotheses. Finally, an overview of the statistical analysis is presented. 

4.2 Design and Construction of the Survey  

This section discusses the use of a video as part of the study and describes the design and 

construction of the survey. Likert scales were used to gather respondents’ responses in the 

questionnaire. The use of Likert scales is controversial among some statisticians, particularly 

regarding whether such scales can be treated as interval data. However, these scales are 

considered to relate interval properties to respondents and are often treated as interval scales 

by many marketing researchers (Allen & Seaman 2007).  

The number of points on a Likert scale is also a subject of topical debate. Many studies have 

found that the absence of a central point can be found to adversely affect the mean and a scale 

range of 5 points may also affect extreme responses (Allen & Seaman 2007). Dawes (2008) 

argues that an 11-point scale is preferable however he reports that mixed results have been 

found across different studies. Allen and Seaman (2007) suggest that a common scale used 



Chapter 4 - Methodology 

 

87 
 

often is a seven-point scale, which has been found to reach the upper limits of a scale’s 

reliability. On this basis, seven-point scales were used in the survey where appropriate.  

A short video was included as part of the survey process that explained ABCs and their 

application for authentication. This was included to ensure that respondents understood the role 

of ABCs given that they have not been widely adopted for authentication in Australia. 

The survey questions were framed around questions used in TAM, TAM2, UTAUT, the Web 

Trust Model and MoTEC as discussed in chapter 3, “Theory Underpinning the Research”. 

Other than the basic demographic items, all other items used a 7-point Likert scale.  Using 

questions framed from items based on TAM, TAM2, UTAUT, the Web Trust Model and 

MoTEC made the development of the survey for this study easier and also provided a 

framework for the analysis of responses. 

4.2.1 Video – Security and Privacy 

The study sought to evaluate user perceptions and attitudes regarding authentication, 

authorisation and access control technologies in relation to access to personal electronic health 

records and the use of ABCs. The review of relevant research in chapter 2 “Literature Review”, 

highlighted the significance of systems security to ensure the privacy and confidentiality of 

personal health records. It also presented the principal advantages of PCEHR for health 

professionals as well as for patients. Moreover, it was also revealed that there is very little end 

user comprehension of security related to the use of PCEHR. ABCs are a key technology to 

provide a high level of security as well as simplifying access to various systems. Considering 

the overall lack of understanding about ABCs (ABC4Trust 2009), it was considered important 

to convey to respondents, information about their use and purpose. To accomplish this, it was 

decided to use a video that respondents would be required to watch prior to completing the 

survey. The video would need to address the following points in easily understood terms to be 

suitable for the research: 

• Common authentication techniques in use that users are familiar with such as 

conventional password authentication. 

• More advanced authentication techniques for higher security such as the use of 

cryptographic digital certificates. 

• The weaknesses in conventional authentication technologies related to privacy and 

security. 
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• An introduction to Attribute-based Credential technologies designed to protect users’ 

privacy without compromising security. 

• A brief explanation of how ABCs protect the privacy of user information. 

• Examples of use case scenarios where ABCs can be used such as in electronic health 

care, ecommerce and the use of credit cards. 

• An example of how ABCs are deployed, such as on smartcards. 

Two videos were considered as candidates for use in the survey. One was intentionally 

developed for the project and the second was sourced from IBM Research (2012) titled, “IBM 

Identity Mixer: Scenario 1 - In support of Data Privacy Day 2012”. The videos were shown to 

focus groups to assess the suitability for inclusion in the final survey. The videos were tested 

with a focus group where participants were asked to indicate that they could understand what 

was being presented. The selected video was then embedded into the website in such a way as 

to ensure that each participant watched the video prior to completing the survey. 

As part of TAM, Davis et al. (1989) propose that paper-based prototypes that are often used in 

the testing stage of systems development, can be a limited portrayal of the system being 

evaluated. And that audio-visual mock ups are a useful means by which to convey to 

prospective users specifically what a system may provide and how it is used. Due to the absence 

of any user interface or application being available to demonstrate the use of ABCs, the three-

minute video sourced from IBM Research after testing was considered to be the most suitable 

for the purpose, as it demonstrated several uses of the technology, including a case specifically 

for access to electronic health care portals. The first video was discarded as it was considered 

to be overly technical for the average user and the time involved to watch it (i.e. 10 minutes) 

appeared to exhaust the attention span of virtually all of the participants.  

4.2.2 Demographic Questions 

The demographic measures were included allowing responses to be categorised by gender, 

dependants, registration, education and age. Questions regarding gender and age were 

included to see if attitudinal differences existed between males and females in different age 

groups. The researchers also considered that respondents with dependants may have greater 

concerns regarding the privacy and security of the health records of those in their care. 

Respondents were also asked whether they had already registered for PCEHR. Registration for 

PCEHR was included to see what proportion of the sample had signed up and to see if there 
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were attitudinal differences between those that had and had not signed up. Finally, education 

was included to evaluate if there were significant attitudinal differences between respondents 

with different levels of education. 

4.2.3 Attitudinal Questions 

The following sections detail the questions included in the questionnaire that measure attitudes 

towards: 

• the use of PCEHR,  

• conventional authentication technologies,  

• trust in health care providers,  

• trust in systems developers and the government,  

• concerns regarding the use of PCEHR,  

• anonymity and  

• the use of ABCs.  

The survey questions are arranged in the questionnaire into the eight constructs of the 

conceptual model developed for the study (see figure 3.8, chapter 3 “Theory Underpinning the 

Research”). The relationships in the conceptual model form the hypotheses that are listed in 

section 4.6.3 of this chapter. Questions used to measure the constructs are discussed in the 

following sections.  

4.2.3.1 PCEHR Use 

The four questions included in the survey to measure the construct PCEHR Use were as 

follows:  

• I have no reservations about using electronic health records.  

• I would be more likely to use electronic health records if my identity could remain 

anonymous at all times.  

• I would like to learn more about Personally Controlled electronic health records. 

• I consider a government-controlled identification system to be the safest option for 

accessing electronic health records. 

The focus of the research was to determine attitudes towards the use PCEHR and as such, 

questions were needed to measure this construct. There was little prior research to inform 

development of items specifically related to this construct. 
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4.2.3.2 PCEHR Concerns 

Six questions in the survey were included to measure the construct PCEHR Concerns as 

follows: 

• I generally enjoy good health and rarely need to see any doctor or other health care 

practitioner. 

• I believe that any information contained in my electronic health records should be 

used for medical research without my consent. 

• I believe that granting permission to access my electronic health records should be 

fully controlled by me and no one else. 

• I believe that I have the right to deny permission to access any of my electronic health 

records whenever I choose to. 

• I believe that I have the right to deny permission to access my electronic health 

records for use with medical research. 

• I am concerned about using electronic health records as it may expose my health 

information to those who are not authorised to view it. 

This construct was included in the model in order to measure respondent attitudes that could 

influence their inclination to use the Australian PCEHR system. Consent to use health data for 

medical research was measured, in order to determine if respondents perceived that third-party 

access to their health information for the purpose of research, was a concern that may influence 

respondents’ decision to make use of the system. Similarly, respondents’ attitudes regarding 

their rights to grant and deny access to their electronic health care records contribute towards 

concerns regarding the use of the system.  

4.2.3.3 Trust in Conventional Authentication 

The six questions included in the survey to measure the construct Trust in Conventional 

Authentication were as follows: 

• I am concerned about using electronic health records as it may make me vulnerable 

to identity theft. 

• I believe that financial transactions conducted over the Internet are done in a secure 

manner. 

• I believe smart cards with embedded chips to be a secure form of identification. 

• I believe that email registration is a secure method to authenticate users. 
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• I believe that user name and password authentication is a secure method to authorise 

access to websites. 

• I am not interested in attribute-based credentials and would prefer to use a 

government-controlled identification system for electronic health records. 

The Australian Electronic Transactions Act 1999 (Attorney-General’s-Dept. 2011) provides 

for the inclusion of electronic communications involving the transmission of information. This 

means that the transmissions of electronic health records are effectively electronic transactions 

and therefore the trust constructs of the e-commerce models mentioned previously are highly 

relevant to the Trust in Conventional Authentication construct.  

This construct was included in order to measure respondents’ attitudes concerning user name 

and password authentication and other issues related to identity theft. Trust has become a major 

concern for users of the Internet as shown in chapter 2 “Literature Review”. Prior research 

regarding the development of this construct is discussed in chapter 3 “Theory Underpinning 

the Research”.  

4.2.3.4 Trust in Developers 

There were seven questions were included in the survey to measure this construct which also 

represented a measure of trust similar to the preceding one expect this construct focussed upon 

the developers of the technologies and in particular the developers of ABCs for authentication 

and also the Government as developers of the PCEHR system. The questions were as follows: 

• I trust the government to provide the most secure system possible to protect Doctor-

Patient confidentiality. 

• I trust the government to provide the most secure system possible to ensure the 

privacy of my health information. 

• I trust the government to provide the most secure system possible to ensure that my 

health information is not lost. 

• I would trust an Attribute-based Credential System developed by Microsoft. 

• I would trust an Attribute-based Credential System developed by IBM. 

• I would trust an Attribute-based Credential System developed by Symantec. 

• I would trust an Attribute-based Credential System developed by the Government. 

This construct was derived from MoTEC (Egger 2003) as discussed in chapter 3 “Theory 

Underpinning the Research”. 
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4.2.3.5 Trust in Health Care Practitioners 

Five questions were used to measure Trust in Health Care Practitioners. This construct also 

represents a measure of trust related to health carers who would have access to records stored 

in the PCEHR system. The focus of the research was to determine attitudes towards use of the 

PCEHR system. Trust in Health Care Practitioners is considered to be a contributing factor 

towards trust in the overall system. The five questions included in the survey to measure this 

are as follows: 

• I agree that my health care providers own the information stored in their Medical 

Records systems. 

• I believe I have the right to access any information my health care providers keep 

about me. 

• I believe that only with my consent, can medical practitioners who have treated me 

make entries or updates to my electronic health records. 

• I place a high degree of trust in the competence of my health care providers. 

• I place a high degree of trust in the confidentiality of information held in the health 

care records by my health care providers and their associates. 

This construct is also derived from the trust constructs used by Egger (2003) in MoTEC.  

4.2.3.6 IT Awareness 

This construct focusses upon respondents’ experience and use of conventional authentication 

technologies such as username and password authentication, commonly used on the Internet 

and in computing. Seven questions were used in the survey to measure this construct as follows. 

• How many years of experience do you have in Web Browsing? 

• Please indicate below how much time you would spend online on a daily basis. 

• I consider myself to have a high level of Computer Skills. 

• I consider myself to have a strong understanding of Web Technologies. 

• I believe that biometric systems are too invasive to use for authentication over the 

Internet i.e. fingerprint scanners, iris scanners, voice and facial recognition etc. 

• I am experienced with the use of smart cards with embedded chips as used in eftpos 

transactions. 

• I am concerned about the websites I browse being tracked. 
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Experience is used as a construct by Venkatesh and Davis (2000) in TAM2 in measuring 

Technology Acceptance (TA) and is also included in the e-commerce model presented in 

MoTEC by Egger (2003). The IT Awareness construct measures respondents’ experience with 

conventional authentication technologies used on the Internet and other technologies related to 

authentication. 

4.2.3.7 Wish for Anonymity 

There were eight questions included in the survey to measure the construct Wish for Anonymity 

as follows:  

• I believe that many organisations collect more information about my personal details 

than they actually need to know. 

• I believe that if any information that identifies me that is stored in my electronic 

health records is removed, then the data stored there is simply “data” that cannot be 

linked to me. 

• I like the idea of using a pseudonym to identify myself rather than giving full details 

of my identity. 

• If an Attribute-based Credential system became available, I would use it from my 

computer. 

• If an Attribute-based Credential system became available, I would use it from my 

mobile phone. 

• If an Attribute-based Credential system became available, I would use it from a 

smartcard. 

• I believe a smart card reader attached to my computer would help to protect my online 

privacy. 

• I would be prepared to purchase a smart card reader for my computer provided it cost 

no more than A$30 

Prior research regarding the use of ABCs proved to be difficult to find and therefore there was 

little found that could be used to inform the development of questions related to this construct. 

These questions were devised in order to measure respondents’ attitudes towards a desire to 

remain anonymous when interacting online.  
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4.2.3.8 Use of Attribute-Based Credentials 

The construct Use of Attribute-Based Credentials included six questions from the survey as 

follows: 

• I would like to be able to choose various combinations of attribute-based credentials 

such as a Driver’s Licence, Credit Card, Passport, Birth Certificate, Medicare Card 

etc. 

• If I were to make use of attribute-based credentials, I would like to be able to control 

what information is shown. 

• I would like to learn more about attribute-based credentials. 

• I would be more likely to use attribute-based credentials for online authentication if 

it were more “convenient” than trying to remember passwords. 

• I would be more likely to use attribute-based credentials for online authentication if 

it were more “efficient” than password authentication. 

• I would be more likely to use attribute-based credentials for online authentication if 

it were more “secure” than password authentication. 

This construct is related to the Intention to Use construct used by Davis (1989) in TAM. 

Although the concept of using ABCs for authentication is fairly new, the inclusion of the video 

as a prerequisite for taking the survey served to inform respondents of what ABCs are used for. 

The questions were developed to measure respondents’ attitudes towards the use of ABCs for 

authentication when accessing the PCEHR system. 

4.2.4 Survey Administration  

Details regarding the pilot study and administration of the survey are described in the following 

sections. The survey was developed for access via a website that was established specifically 

for the study.  

4.2.4.1 Pilot Study 

A pilot study was carried out in order to test the survey items. Given that many of the items 

were developed specifically for this study, albeit from prior research relevant to technology 

acceptance, they were mostly untested. The pilot study aimed to assess respondents’ 

comprehension of the questions and the ease with which they could decide upon their 

responses. Participants in the pilot study were sent an invitation to take part via email, which 
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included a link to the website. The invitation was emailed to SCU Business School staff. 

Academic experts in statistics, survey design as well as business and information technology 

were included in this group.  

The total number of respondents that responded to the invitation to participate in the pilot study 

was 28. The count of those who ‘viewed’ the initial webpage of the pilot site (including the 

video) totalled 28 as did the number of participants that completed the pilot survey. This result 

provided assurance that the functional aspects of the website and database were operating and 

that the survey could be successfully completed with minimal technical issues. 

Participants in the pilot study were also asked to provide any feedback via email.  A summary 

of the feedback is provided below along with the changes that were incorporated into the survey 

items as a result of this feedback.  

The feedback received is as follows: - 

• Could not submit the survey without answering all of the questions. 

• Unsure how to answer the questions related to where they might place their trust 

regarding the development of an attribute-based credential system. 

• Unsure how to answer questions related to smartcard readers. 

• Include a progress bar to indicate how much of the survey had been completed. 

Changes were made that allowed respondents to submit their survey without having to answer 

all of the questions. In the case where a respondent made a final submission and had not 

responded to some questions they were alerted and given the option of either continuing with 

the final submission or returning to the unanswered questions.  

The questions related to trust in developers and smartcard readers were given an additional 

option of ‘Don’t Know’. The questions where this was included were as follows: - 

• I would trust an Attribute-based Credential System developed by Microsoft. 

• I would trust an Attribute-based Credential System developed by IBM. 

• I would trust an Attribute-based Credential System developed by Symantec. 

• I would trust an Attribute-based Credential System developed by the Government. 

• I believe a smart card reader attached to my computer would help to protect my online 

privacy. 

• I would be prepared to purchase a smart card reader for my computer provided it cost 

no more than A$30. 
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Concerning the final point regarding the feedback, all of the questions were displayed on a 

single web page. This allowed participants to easily scroll down and peruse all of the questions 

that they were being asked to respond to before deciding to continue. Consequently, a progress 

bar was considered redundant as respondents could easily see all of the questions.  

4.2.4.2 Administration of Survey 

An invitation to take part in the research was emailed to staff and students of Southern Cross 

University. Potential participants received the invitation as well as details regarding the 

researchers and an outline of what the research aimed to achieve. This included a brief 

description of how the study focussed upon Personally Controlled Electronic Health Records 

and the use of ABCs for authentication in the use of the system.  

They were also informed that they would be asked to watch a 3-minute video about ABCs and 

to respond to a questionnaire consisting of 54 questions. A link to the survey website was 

included in the invitation along with details regarding ethics approval and information that 

would allow them to contact the researchers and the Ethics Complaints Officer in the event that 

they may have concerns about the ethical conduct of the research or the researchers.  

They were also informed that there was no obligation to take part and that they could quit at 

any time during the process. They were also informed that the results would be made available 

upon the completion of the research and that completion of the survey would be considered as 

implied consent. Participants were also informed that the findings of the study may be 

published in peer-reviewed journals and/or presented at conferences. 

A copy of the email invitation and the ethics approval is included in Appendix B. 

4.2.5 Survey Control Measures 

Safeguards using cookie and session variables prevented participants from submitting results 

to the survey more than once. Respondents were able to complete the survey over multiple 

sessions.   

4.3 Sample Population  

The parameters that respondents needed to satisfy to be deemed suitable to be part of the study 

were: 

• Must be over 18 years of age. 
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• Be capable of accessing and registering to use the Australian PCEHR. 

• Be a current resident in Australia, as all Australian residents are given the right to use 

the PCEHR system whether or not they are permanent residents or temporary visitors.   

The sampling frame is often termed as the working population (Zikmund 2003), in this study 

respondents were primarily students, staff and their invited participants (family and friends) 

from: 

• Southern Cross University  

• the SCU Collaborative Research Network and 

• affiliate members of the University of Queensland, the University of NSW, Sydney 

University, and 

• Members of the ANZAM Doctoral Workshop held at Edith Cowan University, Perth. 

4.3.1 Sample Size 

The minimum sample size required which would allow the study to be generalised for a larger 

population was calculated using Cochran’s formulae (Bartlett, Kotrlik & Higgins 2001) for 

sample sizes. The survey ran for 2 months and resulted in 240 valid responses. When calculated 

at a 90% level of confidence, with a margin of error of 5%, the minimum required sample size 

concerning categorical data that can be compared to a population of 10,000 or more is 238 

(Bartlett, Kotrlik & Higgins 2001). 

4.4 Sampling Procedure 

Convenience sampling was the sampling method used for the study where respondents are 

reasonably easy to access (Lund Research Ltd. 2012). Convenience sampling can be described 

as a non-probability sampling technique as is self-selection sampling. The primary advantage 

of convenience sampling is that it has few rules that regulate how the sample is gathered. 

Another advantage is the relative cost and the time frame required to conduct the sampling 

process. Furthermore, convenience sampling does not require formal access to lists of 

populations as per probability sampling techniques (Lund Research Ltd. 2012). Access to lists 

of populations representing the target population was not available for this research but access 

to email lists to facilitate bulk emailing to university staff and students was. 
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Convenience sampling, however has a disadvantage whereby bias and can lead to either under 

or over representation of different groups in the sample (Lund Research Ltd. 2012).  In the case 

of the sample for the current study, this essentially means that the sample is more likely to: 

• Include people who completed higher levels of education than the general population 

• Not include people who are chronically ill 

• Not include significant numbers of ‘carers’ 

• Include a high number of respondents between the ages of 18 and 65 associated with 

age groups of undergraduate and postgraduate university students 

4.4.1 Survey Distribution 

To initiate a sample for the study once the pilot study was completed, around 900 staff and 

15,000 students of Southern Cross University (2012) were sent an invitation via email to take 

part in the survey together with a URL to the survey web site. Participants were not required 

to validate their email address nor identify themselves in any way. A utility was also provided 

titled ‘Tell a Friend’ and was included in an effort to broaden the sample. Participants in the 

survey were encouraged to forward the survey invitation on to anyone else they thought might 

be interested in taking part. This method is known as Snowball Sampling (Trochim 2006a, 

2006b) and is categorised as a non-probabilistic sampling technique.  

Invitations were also sent to members of the SCU Collaborative Research Network (CRN) and 

affiliate members of Sydney University, the University of NSW and the University of 

Queensland (Keast 2013) and members of ANZAM (2012). In order to ensure that only 

Australian residents were considered in the survey the IP addresses of participants were 

recorded when they completed the survey. This ensured that participants were taking part from 

within Australia. Any surveys completed from outside Australia were excluded. 

4.4.2 Self-selection Sampling 

Participants were self-selected within the sample frame as they had to elect to complete the 

survey and there was no pressure or obligation to complete it. The invitation clearly explained 

that there was no obligation to take part, those respondents taking part could quit at any time 

during the process and that completion of the survey would be considered as implied consent. 

In this way respondents were free to make a choice whether to participate or not. Privacy and 

ethics issues regarding the survey were also supplied as well as details as where to find the 

Privacy Statement (see Appendix B).   
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4.5 Ethical Considerations 

Surveys conducted online can offer several advantages over paper-based surveys including 

cost, ease of distribution, anonymity and data processing. However, the collection of user 

information over the Internet such as name, address, birthdate, email addresses and other 

identifiers poses privacy vulnerabilities for participants. The application for ethics approval for 

this research can be found in Appendix B. 

4.6 Research Questions and Hypotheses 

The conceptual model shown in figure 3.8, chapter 3 “Theory Underpinning the Research”, 

displays the hypothesised relationships among the eight constructs. The constructs were based 

upon previous research identified in the review of the literature. The questions in the survey 

were arranged as measures of each of the constructs. The primary aim of the research was to 

identify user attitudes towards privacy and security issues concerning the use of the Australian 

PCEHR system and the potential use of ABCs as the user authentication agent. The result of 

the research would be to develop and validate a structural model for predicting user acceptance 

of ABCs for authentication in the PCEHR system. This objective resulted in the development 

of the following research question. 

4.6.1 Primary Research Question 

What relationships exist among the constructs of PCEHR Concerns, Trust in 

Conventional Authentication, Trust in Developers, Trust in Practitioners, IT 

Awareness, Wish for Anonymity, Use of Attribute-Based Credentials and PCEHR Use. 

Questions in the survey asked respondents for their views regarding: 

• concerns about the PCEHR system 

• trust in conventional authentication 

• trust in health care providers  

• trust in ICT developers 

• the desire to remain anonymous in interactions with the PCEHR system  

• their awareness of computing technologies 

• the devices on which they would use ABCs and  

• their attitude towards use of the PCEHR system. 
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These questions were clearly set out to measure the dimensions of the primary research 

question posed above and the subsidiary research questions that follow below. The 

measurement of user acceptance of ABCs for authentication and access to the Australian 

PCEHR system is clearly informed by the constructs and the relationships shown in the 

conceptual model. 

4.6.2 Secondary Research Questions 

Secondary research questions that emerged from the review of literature are summarised in the 

following list. 

1. Do users feel that they understand the technologies associated with the Australian 

PCEHR system? 

2. What are user preferences regarding the use of pseudonyms for identification in the 

Australian PCEHR system? 

3. What are user’s views regarding the use of biometric technologies for identification. 

4. What are users’ attitudes regarding the use of a “Partial Identity” for authentication 

in the Australian PCEHR system? 

5. Do users consider the Government’s authentication system to be secure for accessing 

the Australian PCEHR system? 

6. What are users’ preferences regarding the use of an Attribute-based Credential 

system for identification in the Australian PCEHR system? 

7. On what devices would users prefer to use ABCs? 

8. What are user’s views regarding the use of ABCs for secondary purposes? 

9. Do users prefer an Attribute-based Credential system for authentication in the 

Australian PCEHR system more than password authentication?   

10. Do users intend to make use of the Australian PCEHR system? 

11. What are users’ concerns regarding the use of the Australian PCEHR system? 

12. Do users compare the Australian PCEHR system to e-Commerce systems? 

13. Do users feel they have a right to access information contained in their medical 

records? 
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4.6.3 Hypotheses 

The 13 hypotheses formulated to detail the relationships between the constructs of the 

conceptual model are listed below. Each hypothesis corresponds to a path linking each of the 

constructs (see figure 3.8, chapter 3 “Theory Underpinning the Research”). 

H1: The more a user is prepared to use ABCs the more likely they will make use of 

the Australian PCEHR system. 

H2: The greater a user’s trust in conventional authentication is they will be more 

likely to make use of the Australian PCEHR system. 

H3: The more a user trusts their health care providers the more likely they will 

make use of the Australian PCEHR system. 

H4: Users with a higher level of concern about their health information are less 

likely to make use of the Australian PCEHR system. 

H5: The higher a user’s trust in conventional authentication is, the less their 

concerns regarding their health information will be. 

H6: The more a user places trust in their health care providers, the less their 

concerns regarding their health information will be. 

H7: The more a user has trust in systems developers, the greater their trust in 

conventional authentication technologies will be. 

H8: The higher a user’s awareness of ICT technologies is the less their trust in 

conventional authentication technologies will be. 

H9: The higher a user’s trust in systems developers is the less likely they will make 

use of ABCs. 

H10: The higher a user’s trust in conventional authentication technologies is, the 

less likely they will make use of ABCs 

H11: The higher a user’s trust in conventional authentication technologies is, the 

less likely they will have a wish for anonymity. 

H12: The higher a user’s awareness of ICT technologies is, the more likely they will 

have a wish for anonymity. 

H13: The higher a user’s wish for anonymity is, the more likely they will make use 

of ABCs. 
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4.7 Overview of Statistical Analysis 

The theoretical models identified in chapter 3, “Theory Underpinning the Research” provided 

guidelines to carry out the statistical analysis. Accordingly, the data analysis undertaken in this 

study starts with a descriptive analysis of response distributions to describe the characteristics 

of the sample. Cross tabulations of response distributions were then used to examine 

relationships between demographic and key variables of the constructs in the conceptual model. 

The analysis commenced with the establishment of the validity of the constructs and to confirm 

that there were higher order factors overlaying the observed variables. A factor analysis was 

conducted and the relationships among the constructs were then examined using SEM.  

To summarise, the conceptual model hypotheses put forward in this chapter were tested using 

a four-step method as per the following: 

• Bivariate correlation analysis to examine influences on the scales measuring the 

variables of the conceptual model by demographic characteristics.  

• Exploratory Factor Analysis (EFA) to analyse fundamental structures in the data.  

• Structural Equation Modelling (SEM) to test the conceptual model by concurrently 

testing multiple relationships between the constructs of the conceptual model and the 

scales that measure them. 

• Hierarchical regression analysis to examine relationships between the dependent 

variables and the independent variables. This test was to see if there are existing 

relationships that are not included in the final structural model. 

4.8 Conclusion 

This chapter described the design, construction, layout and distribution of the survey 

instrument used in the study. The video used in the study, the pilot study and changes that were 

made prior to release of the main survey were also explained. The research questions, 

conceptual model, hypotheses and an outline of the statistical analyses were also presented. 

The next chapter details the characteristics of the sample and response distributions to key 

survey items based on the demographic variables. 
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Chapter 5. Descriptive Statistics 

5.1 Introduction 

Descriptive analysis of the data obtained from the study is presented in this chapter. The first 

sections discuss the sample and the sample selection process. The next sections present 

descriptive statistics that summarise the characteristics of respondents and their attitudes 

towards PCEHR, online privacy and security, trust in their health care practitioners, trust in 

systems developers, their wish for anonymity and the use of ABCs.  

Descriptive statistical examination of data helps to identify characteristics of the sample and 

allows for comparisons to be made against the characteristics of a larger population (Lund 

Research Ltd. 2013a). The identification of distribution characteristics such as skewness and 

kurtosis, help when making decisions regarding which inferential statistical analyses to use. 

This is important where different statistical tests have different assumptions regarding the 

characteristics of the data (Wuensch 2013). An example would be the Mann-Whitney U-test, 

which is often used to examine nominal data consisting of two nominal categories such as male 

and female and does not assume normal distribution (Lund Research Ltd. 2013b).  

Data has been examined in the following sections that correspond to the key statistical 

constructs shown in the conceptual model shown in figure 3.8 chapter 3 “Theory Underpinning 

the Research”. Only limited cross-tabulation of items has been examined in this chapter 

because of the detailed analysis undertaken on individual items and factorial constructs 

described in the following chapters. 

As mentioned in chapter 4 “Methodology”, invitations to participate in the study were emailed 

to staff and students of Southern Cross University, members of the SCU Collaborative 

Research Network (CRN) and affiliate members of Sydney University, the University of NSW, 

the University of Queensland and members of ANZAM (2012). A total of 240 useable 

responses were received. 

5.2 Sampling 

Convenience sampling was the technique chosen for this study as discussed in chapter 4 

“Methodology” and serves as a valid technique well suited to exploratory research. Because 

convenience sampling is non-probabilistic, certain groups may not be represented in the 

sample.  
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While the focus of the research is primarily upon whether or not ABCs can enhance user 

participation in PCEHR, the convenience sampling methods used to collect the data call for 

close examination in order to make comparisons to the broader population. Section 5.3 and its 

subsections describe the sample regarding the demographic variables taken in the survey. 

Section 5.4 examines key variables related to each of the constructs of the conceptual model 

developed in chapter 3 “Theory Underpinning the Research”. 

5.3 Description of Sample and Population Distributions 

Respondents were asked to identify their gender, age group and the highest educational level 

they had achieved. This information is summarised in table 5.1 below. 

 18-25 26-35 36-45 46-55 56-65 66-75 76+ Totals 

Male 7.5% 17.9% 25.5% 21.7% 24.5% 1.9% 0.9% 100% 

N = 8 19 27 23 26 2 1 106 

Female 10.4% 17.2% 20.1% 33.6% 17.2% 1.5% 0.0% 100% 

N = 14 23 27 45 23 2 0 134 

H/School 46.4% 21.4% 7.1% 21.4% 0.0% 0.0% 3.6% 100% 

N =  13 6 2 6 0 0 1 28 

TAFE 4.8% 21.4% 26.2% 31.0% 16.7% 0.0% 0.0% 100% 

N =  2 9 11 13 7 0 0 42 

Undergrad 9.9% 18.3% 28.2% 28.2% 14.1% 1.4% 0.0% 100% 

N =  7 13 20 20 10 1 0 71 

Postgrad 0.0% 16.7% 27.8% 31.5% 20.4% 3.7% 0.0% 100% 

N =  0 9 15 17 11 2 0 54 

PhD/Doc 0.0% 11.1% 13.3% 26.7% 46.7% 2.2% 0.0% 100% 

N =  0 5 6 12 21 1 0 45 

Table 5.1 - Age, Gender and Education 

Comparison of these response distributions with the Australian Bureau of Statistics (ABS 

2013c, 2013e) data shows that respondents’ demographic characteristics are consistent with 

the general population in Australia. The exception to this is education, as the targeted sample 

for the study was drawn from students and staff from several universities. This means the 

highest level of education completed would normally be expected to be higher than that of the 

general population. 

5.3.1 Gender  

The survey results showed that 55.8% of the respondents indicated they were female and 44.2% 

indicated that they were male. This difference appears to be typical in web based surveys 

(Porter & Umbach 2006). Porter and Umbach (2006) found in their analysis of survey data 
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gathered from 321 participating institutions in the 2003 US National Survey of Student 

Engagement, that males were less likely to respond than females to both web and paper-based 

surveys. Furthermore, they also found that up to 17% of females engaged in first year studies 

and that 11% of females engaged in studies after their first year were more likely to respond 

than their male peers (Porter & Umbach 2006, p. 241).  

An even higher number of females (66%) responded to a survey conducted in 2009 measuring 

‘The Effects of Website Design on Consumer Trust in E-Commerce’ (Coles 2010; Coles & 

Smart 2011). Similar differences in response rates by gender were identified by Smith (2008) 

in a study examining the influence of gender upon online survey participation that also used an 

internet-based survey. Why this difference in response rates exists between male and female 

respondents is unclear (Porter & Umbach 2006) however Jackson et al (2001) suggest that 

males are more likely to engage in online activity for the purpose of seeking information, whilst 

females are more likely to engage for the purposes of communication and the exchange of 

information. We can assume that the difference in the response rate between male and female 

respondents in our survey is fairly typical. 

5.3.2 Gender and Age 

Respondents varied in age from 18 to over 75 years. However, the sample includes very few 

respondents aged over 65 years. The following table shows the age categories by gender. 

 18-25 26-35 36-45 46-55 56-65 66-75 76+ Total 

Male 7.5% 17.9% 25.5% 21.7% 24.5% 1.9% 0.9% 100.0% 

N = 8 19 27 23 26 2 1 106 

Female 10.4% 17.2% 20.1% 33.6% 17.2% 1.5% 0.0% 100.0% 

N = 14 23 27 45 23 2 0 134 

Table 5.2 - Respondents Age by Gender 

The largest age group represented respondents that indicated that they were female and aged 

between 46 and 55 years and that the distribution of the three age groups for males aged from 

36 to 65 was fairly even. The larger portions of the respondents for both genders were reported 

to be within the three age groups between 36 and 65 i.e. 71.7% for males and 70.9% for 

females. In contrast to Porter and Umbach’s (2006) findings that first year females were more 

likely to respond to online surveys than either first year males, senior males and senior females, 

our response rate for older females is significantly higher than for younger females as is similar 

to the response rate for older males.  



Chapter 5 - Descriptive Statistics 

 

106 
 

While Porter and Umbach’s (2006) study categorised juniors as first year students, our survey 

categorises respondents by age groups however our survey also included postgraduate students 

and academic staff. Given the nature of the study being centred on e-Health records the 

researchers had presumed that younger age groups would be less likely to take part in the survey 

due to an assumed lesser need to consult their health care providers. The researchers also 

assumed that younger age groups would be less likely to have dependents in their care. 

5.3.3 PCEHR Registration 

Respondents were asked whether they had registered to use the Australian PCEHR system. As 

per the discussion in chapter 2 “Literature Review”, users can register to use the PCEHR system 

by phone, mail, online or by visiting a Medicare office or healthcare provider organisation 

(DoHA 2013b). The PCEHR system was rolled out commencing on the 1st July 2012. It was 

not expected that the entire Australian population would make use the Government’s PCEHR 

nor is it necessary to make the system viable (Avery 2013). As of early March 2013, there were 

only 71,648 registrations (Avery 2013) which represents a mere 0.33% of the population. 

Twelve months after the roll out commenced a total of 397,745 Australians had registered for 

the PCEHR system (Glance 2013), representing around 2.0% of the Australian population over 

15 years of age (ABS 2013e).  

The jump in the number of registrations between early March and the end of June 2013 has 

been attributed to the Australian Department of Health and Ageing (DoHA) offering financial 

incentives to health care practitioners to encourage patients to sign up plus the use of contracted 

consultants in hospitals and touring e-Health roadshows promoting the system (Avery 2013; 

Glance 2013). According to the Dept. of Health and Ageing more than double the number of 

registrations took place in May and June of 2013 than in the previous ten months since the 

initial rollout of the system (DoHA 2013b).  

A total of 30% of the registrations in the Australian PCEHR system were conducted on line 

while 58% were made via assisted registrations by health carer provider organisations and 12% 

by phone, mail or face to face in Medicare offices (DoHA 2013b). It should be noted that opting 

in to the system by registering for PCEHR alone does not necessarily denote meaningful use 

of the system. The Government has been severely criticised for measuring the success of the 

system based upon the number of registrations. Critics suggest that more focus should be placed 

upon meaningful use of the system and promoting the benefits of the system to those who stand 
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to gain the most from it, such as older Australians, those suffering chronic conditions and those 

with ongoing health issues (Avery 2013; Glance 2013). 

Table 5.3 below summarises the response distributions to question 3 which asked respondents 

whether or not they had registered to use the Australian PCEHR. 

 Registered Not Registered Totals 

Male 17.9% 82.1% 100% 

N = 19 87 106 

Female 9.0% 91.0% 100% 

N = 12 122 134 

% Total 12.9% 87.1% 100% 

N = 31 209 240 

Table 5.3 - PCEHR Registration by Gender 

The response summary shows that 12.9% (n = 31) of all respondents taking part in the survey 

indicated that they had registered to use the Government’s PCEHR system. Of these 17.9% (n 

= 19) that identified themselves as male (i.e. 17.9% of total male respondents) and 9.0% (n = 

12) that identified themselves as female (i.e. 9.0% of total female respondents). Figures from 

the DoHA (2013b) show that only 2.0% of Australians had registered to use PCEHR and it 

should be noted that a much higher percentage of respondents to the survey had registered to 

use PCEHR. Therefore, no real inferences can be drawn from the significant disparity in the 

respondent group and the general population with regard to registration to use the PCEHR. 

The Department of Health and Ageing (DoHA 2013b) reported that after the first year of 

operations of the PCEHR system, from July 1, 2012 to June 30, 2013, of all Australians that 

had registered, 57% were female and 43% were male. In our survey which ran for 2 months 

from April 16, 2013 to June 16, 2013, of all respondents that indicated that they had registered 

for PCEHR (n=31), 38.7% (n = 12) indicated that they were female and 61.3% (n=19) indicated 

that they were male. In our survey the higher number of respondents that indicated they were 

male and also indicated they had signed up is of interest. It is not clear from the data collected 

for this study why more males than females indicated that they had registered for PCEHR and 

therefore it is not appropriate to offer an explanation. While the researchers had a number of 

suppositions, there is no data to support or deny them from the current study. 

Considering that the sample is primarily drawn from university students and staff and that the 

percentage of respondents that indicated they had signed up is significantly higher than the 
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overall population, may suggest that those with better access to the Internet are more likely to 

register for PCEHR. However, other mitigating characteristics could be educational level, 

health, dependents, computer skills including familiarity with and trust in Internet technologies, 

trust in health carers, the government and the developers of the technologies that collect and 

store patient data.  

5.3.4 Dependents 

To further examine the use of PCEHR, responses to the question whether or not respondents 

had dependents in their care, were examined for those respondents who had registered for 

PCEHR as well as those that had not. The following table shows the response distributions. 

 Dependents 
No 

Dependents 
Totals 

Male 50.0% 50.0% 100% 

N = 53 53 106 

Female 41.0% 59.0% 100% 

N = 55 79 134 

% Total 45.0% 55.0% 100% 

N = 108 132 240 

Table 5.4 - Gender and Dependents 

Overall 45.0% of all respondents indicated that they had dependents. This was an important 

question as in most cases dependants are children whose PCEHR records are controlled by 

their parents while they are minors, which may influence the decision to register for PCEHR. 

Figures regarding the number of university students and staff that have dependents were not 

available to make comparisons. However, considering the convenience sampling methods used 

to collect the data and the process of self-selection on the part of respondents it was assumed 

that those respondents that chose to participate would have an interest in PCEHR plus the 

capacity to access the system. 

ABS (2013d) figures reported that households with Internet access and/or computer access with 

children under 15 were roughly half the number of households with Internet access and/or 

computer access. Of those with children, 95% were seen to have computer access, 93% were 

found to have Internet access and 87% were found to have broadband Internet access. These 

figures when compared to households without children were roughly 20% higher and have 

been steadily increasing at around 2-3% per year since 2006. As computing is increasingly 
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integrated into education in Australia (DEEWR 2013), households with children are more 

likely to have computer and Internet access than households without children. 

Because the PCEHR system was made available on July 1st, 2012 and our survey was taken 

around 1 year after the launch of the Australian PCEHR system, statistical evidence regarding 

user participation was difficult to find in the available literature. Existing literature tended to 

consist primarily of reports concerning the use of PCEHR by medical practitioners (Carayona 

et al. 2009; DoHA 2013a; Han & Lopp 2013; HCC 2005; JMIR 2009; Medicare Aust. 2013). 

5.3.5 Dependents and Respondents Registered for PCEHR 

Examining respondents that had already signed up for PCEHR in our survey, the results showed 

that a slightly higher percentage of respondents that had registered also had dependents as 

opposed to those who had registered that did not have dependents.  

 Registered 
Not 

Registered 
Totals 

Dependents 17.6% 82.4% 100% 

N = 19 89 108 

No 

Dependents 
9.1% 90.9% 100% 

N = 12 120 132 

Table 5.5 - Dependents and Registered for PCEHR 

However only a small number of the respondents had registered to use PCEHR (n=31).  Of 

those who had registered, slightly more indicated that they had dependents.  Considering the 

small number of respondents, it is difficult to extrapolate these results to the broader population 

however; these preliminary findings would appear to suggest that further investigation of an 

association between dependents and registered may be warranted. 

 
With 

Dependents and 

Registered 

With 

Dependents and 

Not Registered 

Without 

Dependents and 

Registered 

Without 

Dependents and 

Not Registered 

Totals 

Male 68.4% 44.9% 50.0% 39.2%  

N = 13 40 6 47 106 

Female 31.6% 55.1% 50.0% 60.8%  

N = 6 49 6 73 134 

Total 100% 100% 100% 100%  

N = 19 89 12 120 240 

Table 5.6 - Gender, Dependents and Registered for PCEHR 
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In the sample population, respondents that indicated that they were male with dependents, are 

between 2 to 3 times more likely to also indicate that they had registered for PCEHR than the 

other categories i.e. those indicating female either with or without dependents and those 

indicating male without dependents. The researchers considered that male respondents with 

dependents may have more incentive to register on behalf of children and/or other dependents 

in their care. However, as mentioned above, considering the small number of respondents that 

indicated that they were registered for PCEHR and the scope of the sample it is difficult to 

extrapolate these results to a larger population. 

5.3.6 Gender and Education 

The following table shows the response distributions of gender and education. 

 High school TAFE Undergrad Postgrad PhD/Doctoral Totals 

Male 5.4% 7.1% 11.3% 9.6% 24.5% 44.2% 

N = 13 17 27 23 26 106 

Female 6.3% 10.4% 18.3% 12.9% 7.9% 55.8% 

N = 15 25 44 31 19 134 

Totals 11.7% 17.5% 29.6% 22.5% 18.8% 100% 

N = 28 42 71 54 45 240 

Table 5.7 - Gender and Education 

The ABS (2013c) reported that in 2009, approximately 24% of the Australian workforce held 

a bachelor degree and that around 10% of the workforce held a postgraduate degree or higher 

(ABS 2013c). Although the ABS report a steady increase in trends for Australian workers to 

hold higher education qualifications, as expected regarding education from the results shown 

in table 5.7 above, our sample was highly skewed compared to the general population.  

However, this was expected for the reasons discussed previously and was not considered 

abnormal in the context of the population surveyed for the study.   

5.3.7 Health 

Participants were asked the following regarding their health: -  

• ‘I generally enjoy good health and rarely need to see any doctor or other health care 

practitioner.’ 

This question regarding respondents’ health was not part of the demographic section of the 

survey questionnaire and is used as a measure in the PCEHR Concerns construct of the 
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conceptual model. However, responses to the health measure were examined here in order to 

make comparisons to the overall population. The following table 5.8 below shows a summary 

of the survey response distributions for health and gender. 

 Disagree Neutral Agree Total 

Male 10.4% 9.4% 80.2% 100% 

N = 11 10 85 106 

Female 21.1% 9.8% 69.2% 100% 

N = 28 13 92 133 

Table 5.8 – Respondents’ Gender and Health 

Figures were summarised from the Australian Health Survey: Updated Results, 2012 Self-

assessed health status (ABS 2013b) and are shown in table 5.9 below. 

 Poor/Fair Good 

Very 

Good/Excellen

t 

Totals 

Males over 18yrs 15.2 % 31.2% 53.6% 100% 

N = (‘000) 1277.2 2626.9 4502.0 8406.1 

Females over 

18yrs 
14.9% 30.1% 55.0% 100% 

N = (‘000) 1287.6 2595.5 4752.8 8635.9 

Total 15.0% 30.6% 54.3% 100% 

N = (‘000) 2564.8 5222.4 9254.8 17042.0 

Table 5.9 – Summary of ABS Health data 2012 

The ABS (2013b) figures show very similar distributions for males and females in their survey 

with 54.3% of the overall population aged over 18 years reporting very good to excellent health. 

A total of 30.6% of the population indicated good health and 15% indicated poor to fair health. 

In our survey, examination of the gender and health response distributions showed that 80.2% 

of respondents that indicated they were male answered above the mid-point of the scale. In 

addition, 69.2% of those indicating they were female answered above the scale mid-point, 

around a 10% difference. In total 74.1% answered above the midpoint of the scale and 16.3% 

answered below the midpoint.  

Comparison of our survey responses to the ABS figures show that in our survey, respondents 

indicated a higher standard of health than the overall population and those respondents that 

indicated that they were male had a higher level of health than those that indicated that they 

were female. From this, we can assume that the health status of our respondents was higher for 
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males than females. However, in comparison to the ABS Health data (2013b) female 

respondents indicated a slightly higher health status than males.  

5.3.8 Health and Respondents Registered for PCEHR 

Examining the responses of gender, registered and health, the results showed 12.3% registered 

that indicated male with good health and 4.7% registered that indicated poor health and 6.0% 

of all who indicated female gender indicated that they enjoyed good health against 2.2% 

registered, that did not enjoy good health. This suggests for both males and females that poor 

health is not an indicator of whether or not a respondent in our survey is likely to be registered. 

Male N % of Males  % of All 

Respondents 

Males Registered with Good Health 
1

3 
12.3% 17.0

% 

5.4% 

Males Registered with Poor Health 5 4.7% 2.1% 

Female N 
% of 

Females 
 % of All 

Respondents 

Females Registered with Good 

Health 
8 6.0% 

8.2% 

3.3% 

Females Registered with Poor 

Health 
3 2.2% 1.3% 

Table 5.10 - Gender, Registered and Health 

Respondents were asked whether or not they had signed up for PCEHR and whether they 

believed that they generally enjoy good health. Responses to these questions show that 67.7% 

of those that had signed up for PCEHR believed they experienced good health and that 25.8%, 

who indicated they had poor health had signed up.  The researchers thought that the opposite 

would have been evident and that people who thought their health was poorer would be more 

likely to be ready to take advantage of PCEHR.   

Are healthy… Strongly Disagree 
Neutra

l 
Strongly Agree 

Total

s 

Registered 6.5% 3.2% 16.1% 6.5% 12.9% 
19.4

% 
35.5% 100% 

N = 2 1 5 2 4 6 11 31 

Not Registered 2.4% 4.3% 8.2% 10.1% 25.5% 
22.6

% 
26.9% 100% 

N = 5 9 17 21 53 47 56 208 

Table 5.11 - Distributions of Registered and Health 
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When considering the response distributions, the researchers thought that: 

• People with poorer health may be satisfied with their current level of healthcare and 

record keeping. 

• People having poorer health are less mobile and consequently less likely to see any 

advantage for PCEHR, 

• Those with poorer health have established their support network and don’t see any 

advantage to their records being made available to health care providers outside their 

existing network, 

• Those with poorer health may experience some discomfort at the thought of their 

‘condition’ being available to people or organisations outside of their health support 

network 

In relation to the respondents that felt they enjoyed good health, the researchers thought that: 

• Healthier people are generally more health conscious and therefore more likely to take 

advantage of services that could help them better support their health, 

• They would be less self-conscious about their health and less likely to have concerns 

about their health records being made available via PCEHR. 

5.4 Description of Key Variables of the Conceptual Model Constructs 

The next sections examine the response distributions of the variables that were expected to 

underpin the constructs shown on the conceptual model in figure 3.8 chapter 3 “Theory 

Underpinning the Research”.  Examination of the distributions of these variables enables 

determination of their suitability for model analysis.  It also enables researchers to test the 

normality of response distributions, which is required to determine the model testing that is 

best suited to the distributions.  

The distributions of responses to the questions that were considered best to represent each of 

the constructs were examined and reported in the following sections. Responses were sought 

on a seven-point Likert scale with scale descriptors from “Strongly Disagree” to “Strongly 

Agree” with a neutral point labelled at the centre. For simplicity, responses were also grouped 

into ‘Disagree’ (answered below the scale midpoint), ‘Neutral’ (answered at the scale 

midpoint) and ‘Agree’ (answered above the scale midpoint) for some of the descriptive 

analyses to lessen the granularity of a seven-point scale and simplify the discussion of the 

response distribution in this section.  
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5.4.1 Selected Key Variables 

The following results shown below in table 5.12 regarding key variables have been summarised 

into three categories as described above: Agree, Neutral or Disagree. 

Key Variables Agree Neutral Disagree 

‘I am concerned about the websites I browse being 

tracked.’ 
80.7% 9.2% 10.1% 

‘I am concerned about using Electronic Health 

Records as it may expose my health information to 

those who are not authorised to view it.’ 

68.3% 13.8% 17.9% 

‘I believe that user name and password authentication 

is a secure method to authorise access to websites.’ 
30.8% 17.9% 51.3% 

‘I believe that many organisations collect more 

information about my personal details than they 

actually need to know.’ 

92.9% 4.2% 2.9% 

‘I like the idea of using a pseudonym to identify myself 

rather than giving full details of my identity.’ 
72.0% 19.2% 8.8% 

‘I would like to learn more about attribute-based 

credentials.’ 
85.0% 11.7% 3.3% 

‘I would be more likely to use attribute-based 

credentials for online authentication if it were more 

“secure” than password authentication.’ 

88.7% 9.1% 2.2% 

Table 5.12 - Selected Key Variables 

The respondents in this sample display high levels of concern about being tracked on websites 

(80.7%) and that PCEHR may expose their health information (68.3%). In fact, 92.9% of the 

respondents believe that organisations collect more personal information about them than is 

necessary. These results show clear evidence that many potential users of PCEHR hold 

concerns about privacy and security on the Internet. 

Over half of the respondents (53.1%) consider that conventional password authentication is not 

a good method for authorisation and would be more likely to use ABCs for increased security 

(88.7%). Respondents also show high levels of interest in anonymity with 72% agreeing they 

would like to use a pseudonym and 85% expressing an interest in learning more about ABCs. 

Considering the above, the survey has identified that there is a clear distrust of ISPs and the 

provision of online information. Whether this translates to distrust by the broader population 

needs to be explored further. Given the higher level of education of the sample used in this 

study, it could be they are better informed and consequently have a higher level of distrust than 

the general population. 
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The following sections explore responses to each of the key variables from the conceptual 

model. Model testing and analysis are undertaken in the next chapters whereas the analysis that 

follows examines the responses to each of the questions that make up the model variables.   

5.4.2 PCEHR Use 

PCEHR Use is the penultimate construct that represents the use of and intention to use PCEHR. 

Four questions were used in the survey to measure PCEHR Use, as outlined in chapter 4 

“Methodology”. Two key questions from this construct were examined and are described as 

follows; 

• I have no reservations about using Electronic Health Records 

(Variable name NoResEHR) 

• I consider a government-controlled identification system to be the safest option for 

accessing Electronic Health Records 

(Variable name GovIDSafe) 

Overall responses to these questions are displayed in the following table. 

PCEHR Use Disagree Neutral Agree Totals 

NoResEHR 33.3% 34.2% 32.5% 100% 

N = 80 82 78 240 

GovIDSafe 46.0% 31.8% 22.2% 100% 

 N = 110 76 53 239 

Table 5.13 - Overall Responses to PCEHR Use 

These results show that the responses measured in the NoResEHR scale, are evenly distributed 

whereas responses in the GovIDSafe measure shows a marked increase in respondents’ 

disagreement, The other two questions that were used to measure PCEHR Use are; 

• “I would be more likely to use Electronic Health Records if my identity could remain 

anonymous at all times”  

(variable name EHRmorLikelyAnon) and  

• “I would like to learn more about Personally Controlled Electronic Health Records” 

(variable name LearnMoreEHR). 

Overall responses to these two questions show that 65.4% of all respondents indicated that they 

agreed that they would be more likely to use PCEHR if their identity could remain anonymous 

and 81.3% indicating that they would like to learn more about PCEHR. 
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Cross tabulations for gender and NoResEHR showed that 43.4% of the respondents that 

indicated they were male gender and of those that indicated that they were female, 23.9% (20% 

less) agreed that they had no reservations regarding the use of electronic health records. The 

following table shows the distributions for gender and NoResEHR.  

NoResEHR Disagree Neutral Agree Totals 

Male 28.3% 28.3% 43.4% 100% 

N =  30 30 46 106 

Female 37.3% 38.8% 23.9% 100% 

N =  50 52 32 134 

Table 5.14 - Gender and No Reservations using PCEHR 

This result suggests that respondents in our sample that indicated they were female have more 

reservations regarding the use of the PCEHR system, however as mentioned earlier the DoHA 

reports that a significantly higher number of females than males opted in to use the PCEHR 

system (DoHA 2013b).  

The response distributions for GovIDSafe, EHRmorLikelyAnon and LearnMoreEHR showed a 

fairly even distribution for all of the demographic categories. We can assume that the PCEHR 

Use construct is reasonably well represented by these scales. 

5.4.3 PCEHR Concerns 

The PCEHR Concerns construct included a total of six questions in the survey as outlined in 

chapter 4 “Methodology”. The purpose of this construct is to identify concerns that may 

contribute to a reluctance to use the PCEHR system concerning issues such as identity theft 

and unauthorised access to sensitive health data. This construct is considered to have an effect 

upon the PCEHR Use construct. Hypothesis 4 states that users with a higher level of concern 

about their health information would be less likely to make use of the Australian PCEHR 

system. 

Two key questions that were examined are as follows; 

• I am concerned about using Electronic Health Records as it may make me vulnerable 

to identity theft. 

(Variable name ConcIDTheft) 

• I am concerned about using Electronic Health Records as it may expose my health 

information to those who are not authorised to view it. 

(Variable name ConcUnauthAcc) 
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A summary of responses to these questions are displayed in table 5.15 following. 

PCEHR Concerns Disagree Neutral Agree Totals 

ConcIDTheft 23.0% 24.7% 52.3% 100% 

N = 55 59 125 239 

ConcUnauthAcc 17.9% 13.8% 68.3% 100% 

 N = 43 33 164 240 

Table 5.15 - Overall Responses to PCEHR Concerns 

Responses to ConcIDTheft showed that overall 52.3% of respondents indicated that they had 

concerns about using PCEHR concerning vulnerabilities related to identity theft. Distributions 

based on gender showed that females (57.1%) indicated a slightly higher response than males 

(46.2%). Regarding respondents that indicated whether they were registered for PCEHR, the 

distributions were very close between those that had registered or not.  

Distributions of responses to the question ‘I am concerned about using Electronic Health 

Records as it may make me vulnerable to identity theft’, labelled as the variable ConcIDTheft 

and the variables education and age showed fairly even distributions across different ages and 

levels of education. Responses to the question “I am concerned about using Electronic Health 

Records as it may expose my health information to those who are not authorised to view it” 

(ConcUnauthAcc), showed similar distributions to the ConcIDTheft measure, where 52.3% of 

all respondents indicated that they had concerns about identity theft 68.3% indicated that they 

had concerns about unauthorised access.  

Interestingly of those respondents that indicated poor health 67.6% indicated that they had 

concerns about using PCEHR regarding identity theft compared to 48.5% of those that 

indicated good health. This was accentuated further concerning the results for the variable 

ConcUnauthAcc where 79.3% of respondents that reported poor health indicated that they had 

concerns about unauthorised access to their health records. The researchers considered that 

those with poorer health would have significantly more information recorded regarding the 

status of their health than those with good health. From these results, responses to questions 

used to measure the PCEHR Concerns construct show homogenous distributions suggesting 

that the data collected for this construct are suitable to be taken forward into the model analyses 

described in the next chapters. 
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5.4.4 Trust in Conventional Authentication 

This construct relates directly to the current research that is focussed upon whether or not ABCs 

used for authentication can enhance the meaningful use of the Australian PCEHR system. The 

Trust in Conventional Authentication construct in the conceptual model is expected to explain 

variances in the constructs PCEHR Use, PCEHR Concerns, Use of Attribute-Based Credentials 

and the Wish for Anonymity.  

Two key questions used to measure Trust in Conventional Authentication are as follows: 

• I believe that user name and password authentication is a secure method to authorise 

access to websites. 

(Variable name PassSec) 

• I believe that email registration is a secure method to authenticate users. 

(Variable name EmailRegSec) 

The response distributions to these two questions are shown in the following table. 

TrustCurTech Disagree Neutral Agree Totals 

PassSec 51.3% 17.9% 30.8% 100% 

N = 123 43 74 240 

EmailRegSec 62.1% 21.3% 16.7% 100% 

 N = 149 51 40 240 

Table 5.16 - Response Distributions for Trust in Conventional Authentication 

Responses to these questions show that 62.1% of respondents indicated that they do not think 

that email registration is a secure method for authentication and that 51.3% of respondents 

indicated that they do not think that password authentication is a secure method. Distribution 

patterns for these variables were found to be similar for each of the demographic variables of 

gender, registered, dependents, education and age. These results indicate that there are 

significant differences between those that agreed that conventional authentication methods are 

secure compared to those who disagreed with a 20% difference for password authentication 

and a 46% difference for email registration. The data collected for this construct were taken 

forward for further analyses described in the following chapters. 
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5.4.5 Trust in Developers 

Trust in Developers is a construct that measures respondents’ attitude towards the development 

of the PCEHR system and in particular the government. Respondents were asked to indicate to 

what degree they believed that the government, as developers of the system, would ensure 

confidentiality, privacy and that health data would not be lost. This construct is considered to 

have an effect upon Trust in Conventional Authentication and Use of Attribute-Based 

Credentials. 

Two key questions were as follows. 

• I trust the government to provide the most secure system possible to ensure the 

privacy of my health information. 

(Variable name GovEnsPriv) 

• I trust the government to provide the most secure system possible to protect Doctor-

Patient confidentiality. 

(Variable name GovEnsConf) 

Responses to these questions are shown in the table below: 

Trust Developers Disagree Neutral Agree Totals 

GovEnsPriv 46.4% 18.0% 35.6% 100% 

N = 111 43 85 239 

GovEnsConf 46.3% 17.1% 36.7% 100% 

 N = 111 41 88 240 

Table 5.17 - Overall Responses for Trust in Developers 

Respondents that had registered for PCEHR and had dependants provided responses that 

showed a slightly higher level of trust than was evident from responses of those without 

dependants and had not registered for PCEHR. It is interesting to note that respondents that 

indicated that they had poorer health showed a lower level of trust in the government as 

developers of the PCEHR system. The reasons for these results are not clear from the data 

collected and therefore it is not appropriate to offer an explanation. 

Closer examination of the variables used to measure Trust in Developers is explored further in 

chapter 7 “Results” section 7.4.6 where it was found that missing data and severe 

multicollinearity contributed to the exclusion of this construct from the model analyses. 
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5.4.6 Trust in Health Care Practitioners 

Respondents were asked to indicate the level of trust concerning both the competence and the 

confidentiality that they place in their health care practitioners. This construct was considered 

to have an effect upon PCEHR Use in the conceptual model and relates directly to the level of 

trust that respondents place in their health care practitioners.  

Two key questions used to measure Trust in Health Care Practitioners are as follows: 

• I place a high degree of trust in the confidentiality of information held in the health 

care records by my health care providers. 

(Variable name TrustConf) 

• I place a high degree of trust in the competence of my health care providers. 

(Variable name TrustComp) 

Examination of the data shows that the majority of respondents agree that they place a high 

level of trust in their health carers’ confidentiality and competence. Respondents that indicated 

that they were registered for PCEHR and had dependents showed a higher level of trust in 

health care practitioners than those who were unregistered and had no dependents. There were 

no notable differences in the response distributions for males and females. A summary of 

responses is displayed in the following table. 

Trust Practitioners Disagree Neutral Agree Totals 

TrustConf 23.8% 15.4% 60.8% 100% 

N = 57 37 146 240 

TrustComp 12.9% 17.9% 69.2% 100% 

 N = 31 43 166 240 

Table 5.18 - Overall Responses for Trust in Practitioners 

5.4.7 IT Awareness 

The IT Awareness construct is a measure of respondents’ understanding of web technologies 

and computing. Respondents were asked to self-evaluate their computer skills and their 

understanding of web technologies. In the conceptual model, IT Awareness is theorised to have 

an effect upon the Wish for Anonymity and Trust in Conventional Authentication.  

Two key questions used to measure the IT Awareness construct were: 

• I consider myself to have a high level of Computer Skills.  

(Variable name ComSkill) 
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• I consider myself to have a strong understanding of Web Technologies. 

(Variable name WebTech) 

The overall response for ComSkill shows a majority of respondents indicated that they 

considered themselves to have a high level of Computer Skills. In fact, 77.5% of respondents 

agreed that they had a high level of computer skills. This was expected given that the sample 

was drawn from university staff and students. However, 51.3% of respondents (26% less) 

indicated that they considered themselves to have a strong understanding of web technologies. 

Unfortunately, there is no additional information from the current project that could be used to 

explain this difference. A summary of the responses to these two questions related to the IT 

Awareness construct are shown in the following table. 

IT Awareness Disagree Neutral Agree Totals 

ComSkill 7.1% 15.4% 77.5% 100% 

N = 17 37 186 240 

WebTech 28.3% 20.4% 51.3% 100% 

 N = 68 49 123 240 

Table 5.19 - Overall Responses for IT Awareness 

The influence of these two variables on trust is explored further in the detailed analyses in the 

following chapters. 

5.4.8 Wish for Anonymity 

Two questions used in the survey to measure Wish for Anonymity are as follows:  

• If an Attribute-based Credential system became available, I would use it from a 

smartcard. 

(Variable name AnonSmtCrd) 

• If an Attribute-based Credential system became available, I would use it from my 

mobile phone. 

(Variable name AnonMobile) 

Responses to each of these questions have similar distributions as shown in the following table. 

Wish for Anonymity Disagree Neutral Agree Totals 

AnonSmtCrd 14.6% 22.5% 62.9% 100% 

N = 35 54 151 240 

AnonMobile 15.8% 19.6% 64.6% 100% 

 N = 38 47 155 240 

Table 5.20 - Overall Responses for Wish for Anonymity 
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Examination of the responses to these questions moderated by gender indicates that a higher 

proportion of male respondents indicated that they would use ABCs than female respondents. 

The distributions of responses to the question “If an Attribute-based Credential system became 

available, I would use it from a smartcard.” moderated by gender are shown in the following 

table. 

AnonSmtCrd Disagree Neutral Agree Totals 

Male 14.2% 15.1% 70.8% 100% 

N =  15 16 75 106 

Female 14.9% 28.4% 56.7% 100% 

N =  20 38 76 134 

Table 5.21 - Gender and AnonSmtCrd 

Distributions of responses to the above questions related to Wish for Anonymity when 

moderated by the registered, dependents, education and age variables showed similar results.  

5.4.9 Use of Attribute-Based Credentials 

Hypothesis 1 states that the more a user is prepared to use ABCs the more likely they will make 

use of the Australian PCEHR system. The effect of the Use of Attribute-Based Credentials 

construct upon PCEHR Use indicates that ABCs can increase the uptake and use of PCEHR.  

The four questions included in the survey to measure this construct are as follows: 

• I would be more likely to use attribute-based credentials for online authentication if 

it were more “efficient” than password authentication. 

(Variable name AnonEff) 

• I would be more likely to use attribute-based credentials for online authentication if 

it were more “convenient” than trying to remember passwords. 

(Variable name AnonConv) 

• I would be more likely to use attribute-based credentials for online authentication if 

it were more “secure” than password authentication. 

(Variable name AnonSec) 

• I would like to learn more about attribute-based credentials. 

(Variable name LearnAnon) 

Response distributions to these questions are shown in the following table. 
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Use of Attribute-Based 

Credentials 
Disagree Neutral Agree Totals 

AnonEff 5.6% 18.6% 75.8% 100% 

N = 13 43 175 231 

AnonConv 10.0% 15.6% 74.5% 100% 

 N = 23 36 172 231 

AnonSec 2.2% 9.1% 88.7% 100% 

N = 5 21 204 230 

LearnAnon 3.3% 11.7% 85.0% 100% 

 N = 8 28 204 240 

Table 5.22 - Overall Responses for Use of Attribute-Based Credentials 

Distributions for AnonEff, AnonConv, AnonSec and LearnAnon against each of the 

demographic variables of gender, registered, dependents, education, age and the health 

measure indicated that distributions were similar for each of the respective categories. The 

overall responses for these variables are fairly evenly distributed across all categories. This 

indicates that the responses taken for this construct suggest an intention to use ABCs for a large 

majority of respondents in the sample. 

5.5 Skewness, Kurtosis and Normality 

The Shapiro-Wilk and the Kolmogorov-Smirnov tests are formal tests of normality. The 

Shapiro-Wilk test is considered as more reliable than the Kolmogorov-Smirnov test, and it has 

been recommended that the Kolmogorov-Smirnov test should no longer be used (Ghasemi & 

Zahediasl 2012). It has also been suggested that true normality is a myth (Elliott & Woodward 

2007, as cited in, Ghasemi & Zahediasl, 2012), yet many statistical procedures have 

assumptions that the data adhere to normal distributions and should be taken seriously. 

However, when samples are sufficient in size a minor departure from normality should not 

cause major problems yet data with distributions showing a serious deviation from normality 

should be considered as unreliable (Pallant 2016, as cited in, Ghasemi & Zahediasl, 2012). 

Tests for Skewness, Kurtosis and Normality were not addressed in the previous sections for 

each of the individual variables but were run on each of the variables with the results reported 

in Appendix D “Normality Tests”.  

5.6 Conclusion 

This chapter described the demographic characteristics of respondents and also examined the 

descriptive statistics of the responses to the key attitudinal questions used to measure each of 

constructs of the conceptual model. The sample and population distributions were discussed, 
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and comparisons were made to Australia Bureau of Statistics Census data (ABS 2013b). This 

enabled comparison of the sample for the project to the general population in Australia. The 

distributions of responses for gender, registered, dependents, education, age and health were 

examined followed by an examination of key questions for each construct of the conceptual 

model. The conceptual model is examined in the following chapters using Exploratory Factor 

Analysis (EFA) and Structural Equation Modelling (SEM). 
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Chapter 6. Data Analysis 

6.1 Introduction 

This chapter describes the analysis undertaken to test the conceptual model. The conceptual 

model was tested using Structural Equation Modelling (SEM). Also included is a discussion of 

why SEM is the best approach for the analysis of the data collected for the study. The steps 

taken to carry out the data analysis using SEM follow the general guidelines for the order of 

operations and the recommendations of Hair et al. (2016). 

6.2 Overview of Procedures 

Having developed the theoretical model and hypotheses the steps taken to carry out the 

analysis are outlined in the following list: - 

 

1. Data preparation 

o Data Screening 

▪ Check for missing data 

▪ Check for unengaged responses 

▪ Check for outliers 

▪ Check for skewness and kurtosis  

 

2. Exploratory Factor Analysis  

o Iterate until a clear pattern matrix is reached 

o Check for 

▪ Adequacy  

▪ Convergent validity  

▪ Discriminant validity  

▪ Reliability  

 

3. Confirmation of the Measurement Model (SEM Phase 1) 

o Develop the preliminary measurement model 

o Carry out validity and reliability checks  

o Test for common method bias  

o Refine the final measurement model for goodness-of-fit  

 



Chapter 6 - Data Analysis 

 

126 

 

4. Assess final Structural Model (SEM Phase 2) 

o Convert the measurement model to the structural model 

o Refine the final structural model for goodness-of-fit  

o Check structural model validity 

o Draw conclusions and recommendations 

 

6.3 Data preparation 

Missing data complicates the evaluation of SEM models for the reason that in many of the 

methods prescribed for the treatment of missing data, sample size will often be diminished to 

some degree from the initial number of cases (Hair et al. 2016). Researchers are advised to 

consider an increased sample size so as to be able to counter any issues associated with missing 

data that may arise (Kline 2011). 

Classical methods for dealing with missing data fall into 4 categories (Kline 2011) :- 

• Available case methods - These methods include what is known as ‘listwise deletion’ 

and ‘pairwise deletion’ and analyse only the data that is available by deleting incomplete 

cases (IBM 2014b). List-wise deletion means that the analysis only includes cases that 

are complete for all variables, whereas pairwise deletion uses cases that may contain 

some missing data. Pairwise deletion in contrast does not include any specific variable 

if it has a missing value, yet it may still utilise the case while analysing other variables 

that have non-missing values (Kline 2011). 

• Single-imputation methods - These methods replace each missing score with a single 

calculated score, one example is mean substitution where the mean or median of the 

measure is used in place of the missing data (Kline 2011). 

• Model-based imputation - In contrast to single imputation methods these techniques 

make use of the structure within the data and are able to produce multiple estimates that 

may differ for each case i.e. multiple-imputation (Kline 2011). 

• Full-information Maximum Likelihood estimation – This is a full-information 

estimation technique for incomplete data sets that can be applied only to raw data and 

does not impute missing observations or remove any cases (IBM 2014a; Kline 2011). 

When missing data is non-random or if it is missing more than 5% for any particular variable, 

it is essential to deal with the problem, as this can severely impact the outcome of any analysis 

(Hair et al. 2016; Kline 2011).  
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A careful analysis, considering the various aspects of the data that may be missing, helps to 

identify the most effective method to use regarding missing data (Hair et al. 2016). Data 

screening may also involve other operations (particularly in the case of an Internet based 

survey) such as screening for disengaged responses, controlling for duplicate cases where the 

same respondent may have participated more than once and screening for cases that may 

represent respondents that fall outside of the target population. The approach taken within this 

study to deal with missing data is discussed further in chapter 7 “Results”, section 7.2. 

6.4 Factor Analysis 

Factor Analysis is a statistical method for simplifying complex data sets (IBM 2014a). Factor 

analysis endeavours to identify underlying factors that indicate correlational patterns in a group 

of observed variables (IBM 2014a). In an effective factor solution each of the variables will 

ideally load upon a single factor and the specific variables that do load on it should readily 

identify each factor (Hair et al. 2016). There are two primary purposes for factor analysis. 

Firstly, for data reduction where highly correlated (redundant) variables are either removed or 

parcelled into composite variables. And secondly for the purpose of detecting underlying latent 

relationships that may exist between variables (i.e. structure detection) (IBM 2014a). 

The steps taken in a factor analysis are outlined in the following list (deWinter & Dodou 2012):- 

1. Calculation of the correlation matrix regarding the variables under examination. 

2. Determination of the number of factors to be extracted to represent the data. 

3. Determination of the method of rotation to render the factors more recognisable. 

4. Calculation of the factor scores for further use in other analyses. 

Principal axis factoring (PAF) and maximum likelihood factor analysis (MLFA) are the two 

most common estimation methods used in exploratory factor analysis. It is recognised that PAF 

is more effective when it comes to extracting weak factors and that the maximum likelihood 

estimator is asymptotically more efficient. However, almost no evidence exists concerning 

which method should be preferred for different factor patterns and sample sizes (Kline 2011). 

The PAF methods provided in IBM’s SPSS Statistics 22 software package were used to carry 

out the factor analysis.  

PAF is also considered better suited and the preferred technique for the determination of factors 

taken forward into SEM (Hair et al. 2016). The preferred method of rotation chosen was oblique 

rotation over orthogonal rotation due to the possibility that strong correlations may exist in the 



Chapter 6 - Data Analysis 

 

128 

 

responses to the survey questions within and between each construct. Oblique rotation allows 

factors to be either correlated or uncorrelated (Hair et al. 2016). 

6.4.1 Determining if factor analysis is appropriate for the study 

Several statistical tests can be utilised to check whether or not factor analysis is suitable for a 

data set (Hair et al. 2016; Kline 2011). Before carrying out a factor analysis, it is important to 

ensure whether or not significant correlations exist within the dataset that may need to be taken 

into consideration. Bartlett’s test of sphericity and the Kaiser-Meyer-Olkin (KMO) measure of 

sampling adequacy also referred to as MSA, are two tests provided in SPSS that give indications 

regarding the appropriateness for the use of factor analysis on a data set (Hair et al. 2016 ).  

The Bartlett test of sphericity confirms whether or not significant correlations exist that need to 

be explained before assessing the correlations between items. A significant p value less than 

.05 suggests that factor analysis is an appropriate method to use. The Kaiser-Meyer-Olkin 

measure of sampling adequacy value indicates the following calibrations for the KMO test (Hair 

et al. 2016):- 

• .90+ Marvellous 

• .80+ Meritorious 

• .70+ Middling 

• .60+ Mediocre 

• .50+ Miserable 

• Below .50 Unacceptable 

In this study the results of both the KMO test and Bartlett’s test of sphericity confirm that the 

data set was suitable for factor analysis. The results of these tests are reported in the next 

chapter. 

6.4.2 Exploratory Factor Analysis versus Confirmatory Factor Analysis 

CFA is appropriate when evaluating scales that already have substantial empirical support 

regarding items that are expected to load on particular factors. EFA is more appropriate when 

less certainty about individual factor structures exists, for example when new scales are 

developed or in the case that significant changes are made to existing scales.  
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6.4.3 Reliability 

Measurement reliability, tests that the scales produce consistent results repeatedly (Kenny 

1979). Cronbach’s alpha is a common reliability check used in many statistical analysis 

procedures. In general, a Cronbach’s alpha value of around 0.9 is regarded as excellent,  0.8 is 

considered very good and 0.7 is considered to be adequate (Kenny 1979). However, Cronbach’s 

alpha assumes that there are no errors in measurement. Consequently, Cronbach’s alpha may 

in some cases underrate reliability (Kline 2011). This poses a problem in SEM, as often there 

is some degree of measurement error. 

Alternatively, composite reliability (CR) and the average variance extracted (AVE) offer 

measures of reliability of the constructs. Composite reliability, measures the internal 

consistency of a construct and is determined by squaring the sum of the loadings of the 

indicators and the sum of the error variances. An acceptable composite reliability value should 

be around 0.7 or higher (Hair et al. 2016). The AVE examines the mean variance of each 

construct and also accounts for measurement error. The AVE should have a value of around 0.5 

or above (Hair et al. 2016). This study uses CR and the AVE to determine measurement 

reliability. 

6.4.4 Construct Validity 

A prime objective of factor analysis is the assessment of construct validity. Construct validity 

can be described as the extent to which the observed variables of a latent construct are actually 

valid indicators of that construct (Hair et al. 2016). Four components (see table 6.1 following) 

are included in the assessment of construct validity (Hair et al. 2016; Kline 2011). 

• Face validity is considered as the degree that the content of the items used to measure a 

construct, conforms to the definition of that construct and is entirely dependent upon on 

the researcher’s discrimination (Hair et al. 2016; Kenny 1979).  

• Nomological validity is also made at the discretion of the researcher and is an evaluation 

of whether or not the correlations among the constructs in a measurement model make 

sense (Hair et al. 2016). The construct correlations matrix is often used as part of this 

assessment (Hair et al. 2016). 

• Discriminant validity is shown when the inter-correlations within a group of variables 

that are presumed to measure different constructs, are not too high (Kline 2011). 
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• Convergent validity in contrast is indicated when the inter-correlations within a group 

of variables, that presumably measure the same construct, are at the least moderate in 

size (Kline 2011). 

Construct validity gives some assurance that the individual item measures of a sample can be 

generalised to a larger population (Hair et al. 2016). Table 6.1 below, outlines the tests 

recommended by Hair et al. (2016) and Kline (2011) that should be used in the assessment of 

construct validity.  

  Measure  General Rule Result 

Face Validity This is a subjective evaluation 

of the scale items based upon 

the theoretical understanding of 

the researcher. 

• Face validity needs to 

be assessed before 

conducting the FA 

Observed measures should 

be empirically sound and 

also satisfy theoretical and 

practical concerns. 

Nomological 

Validity 
The researcher needs to 

determine if the correlations 

between the variables make 

sense. 

• The correlation matrix 

can be used to assess 

nomological validity. 

This determines if the 

scale items actually reflect 

the hypothesised 

relationships within each 

construct and is based 

upon theory. 

Discriminant 

Validity 
Refers to the combined AVE of 

any two variables in 

comparison to the squared 

multiple correlations (R²) 

between variables. 

• The combined AVE of 

any two variables 

should be greater than 

the squared correlation 

estimates between the 

variables. 

Discriminant validity 

checks that the scale items 

are actually different from 

other similar scales. 

Convergent 

Validity 
Factor loadings • Standardised loadings 

should be statistically 

significant. 

Convergent validity 

attempts to verify that all 

scale items associated 

with each construct have a 

reasonably high degree of 

variance and if so are 

regarded as valid 

indicators of the construct. 

  

 

• should be greater than 

0.5 and ideally greater 

than 0.7 

  

 

• Issues associated with 

each scale item or the 

entire model are 

indicated where 

standardised loadings 

are greater than +1.0 or 

less than -1.0. 

  Average Variance-Extracted 

(AVE) is a measure of the sum 

of all squared multiple 

correlations divided by the 

number of indicators. 

• Acceptable at about 0.5 

and ideally should be 

greater than 0.7. 

  Composite Reliability • Ideally greater than 0.7 

Table 6.1 - Construct Validity Assessments 
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6.5 Structural Equation Modelling 

SEM extends Multiple Linear Regression (MLR) analysis with variable relationships able to be 

networked to explore more complex data models. It enables greater flexibility regarding the 

assumptions concerning the data, that must be satisfied, if a statistical test is considered  

appropriate to use (Gaskin 2016; Moutinho 2013). Other advantages include the use of latent 

variables (factors underlying the observed variables) and the integration of Factor Analysis 

(FA), plus the ability to work with difficult data sets that may contain non-normal distributions 

and or incomplete data (Gaskin 2016). Furthermore, SEM is able to model complex 

relationships between multivariate data and can support the comparison of multiple models 

simultaneously (Kline 2011). 

IBM’s Statistical Package for Social Sciences (SPSS) and the Analysis of Moment Structures 

together with (AMOS) software (version 22) were used to conduct the analysis of the data 

collected in the study. AMOS is a software package specifically developed for data analysis 

using SEM and interacts with the SPSS software and the files output by SPSS. SEM involves 

two fundamental types of variable i.e. latent and observed (Kline 2011). Latent variables are 

regarded as constructs that are not directly measured whereas observed variables are directly 

measured and used to deduce latent constructs. 

SEM can be applied in two-phases firstly to confirm that the measurement scales are valid 

indicators of the constructs within the measurement model followed by a path analysis of the 

structural model (Kline 2011). Phase 1 confirms if the indicators are valid and how they 

measure each construct. Phase 1 begins with theory regarding a construct that is associated with 

a number of scaled measures and then analyses if those measures can be considered as valid 

indicators of the construct (Kline 2011).  

In SEM, independent variables are referred to as exogenous variables and dependent variables 

are referred to as endogenous variables. Exogenous variables have a residual value, which 

means that they may or may not be highly correlated to other variables within the model. The 

residual is represented by an error term in the structural model (Kline 2011). Because observed 

variables may not necessarily be good indicators of the relevant latent variables, error terms can 

also be used in the measurement model. After the measurement model is confirmed, the 

structural model is analysed. A path analysis involves the simultaneous evaluation of multiple 

regression models, which theoretically describe causal relationships between latent and 

observed variables within the model (Kline 2011). 
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Unlike regression-based analyses, in SEM a variable can serve as both an independent and/or a 

dependent variable. A regression model assesses if a dependent variable is explained by one or 

more independent variables (Byrne 2010; Hair et al. 2016). Conversely, in SEM when a variable 

that regresses upon some other variable it is termed as an ‘endogenous’ variable, regardless of 

whether the same variable is also regressed upon by another variable (Preacher, Zyphur & 

Zhang 2010). Exogenous variables are regarded as predictors of endogenous variables and are 

similar to independent variables in a regression. A path model is produced by specifically using 

observed variables and differs from a linear regression as it is able to analyse several exogenous 

variables at the same time (Kline 2011). When working with latent variables in SEM, in many 

cases the measurement model is combined with the structural model and this is known as a fully 

specified Structural Equation Model (Kline 2011). 

6.6 Reasons for choosing SEM 

SEM is considered to have several advantages over regression modelling as listed following:-  

• SEM can be used to examine the consistency between the theoretical model and the 

sample data (Gaskin 2016). 

• SEM can combine measurement model analysis and path analysis in order to assess a 

fully specified structural model (Hair et al. 2016).  

• SEM can analyse and describe relationships among several predictors and an end result 

(Gaskin 2016; Kline 2011). 

• SEM can compare and analyse alternate models, associations between variables and 

check if the model supports various samples (Hair et al. 2016; Kline 2011).  

• SEM can also determine reliability and error terms (Byrne 2010; Kline 2011). 

SEM can examine multiple equations simultaneously making it well suited for the study of 

complex models (Gaskin 2016). Because this study involves a variety of inter-related 

hypotheses, the ability to examine complex models makes SEM the most appropriate method 

to use. Another advantage of SEM is the capability to use latent variables and take into account 

measurement errors. Accounting for measurement error assists the estimation of relationships 

within a model. Furthermore, in SEM variables may be treated as either dependent and/or 

independent. A further benefit is the ability to utilise a confirmatory approach, which is another 

reason why many analysts support the use of SEM (Kline 2011). Confirmatory techniques also 

assist in the evaluation of how effectively the theorised model fits the sample data (Hair et al. 

2016). 
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6.7 Sequence of Operations in SEM 

Hair et al. (2016) recommend a six-stage approach (diagrammed on the following page in 

Figure 6.1), which can be divided into two primary phases. After the data is prepared for 

analysis and the factor analysis has been carried out the first phase in SEM confirms whether 

or not the measurement scales can be considered as valid indicators of the constructs within the 

proposed model. Upon a successful completion of phase one, the measurement model is 

considered to have, a good fit for the observed data. The structural model is then examined in 

phase two. Conventional approaches often suggest that both the measurement model and the 

structural model should be analysed simultaneously. More specifically Hair et al. (2016) 

suggest that it is not considered good practice to examine a structural model if the observed 

measures are not shown to be good indicators of the latent constructs. 
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Stage 5 

Stage 6 

Specify Structural Model 

Convert measurement model to structural model 

Assess Structural Model Validity 

Assess Goodness-of-fit and significance, direction and 

size of structural parameter estimates 

Yes No 
Structural 

Model 

Valid? 

Draw substantive 

conclusions and 

recommendations 

Refine the model 

and test with new  

data 

Phase 2 

Yes No Measurement 

Model 

Valid? 

Proceed to test  

structural model  

with stages 5 and 6 

Refine measures  

and design a  

new study 

Stage 1 

Stage 2 

Stage 3 

Stage 4 

Defining the Individual Constructs 

What items are to be used as measured variables? 

Develop and Specify the Measurement Model 

Make measured variables with constructs 

Draw diagrams for the measurement model 

Designing a Study to Produce Empirical Results 

Assess the adequacy of the sample size 

Select the estimation method and missing data approach 

Assessing Measurement Model Validity 

Assess Goodness-of-fit and construct validity of the 

measurement model 

Phase 1 

Figure 6.1 - Six Stage process for structural equation modelling  
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6.8 Stage 1: Defining the Constructs 

To gain good outcomes from SEM a solid measurement theory is required. Hypothesis testing 

relies upon how effectively the measurement model represents the constructs of the conceptual 

model (Hair et al. 2016). Often the researcher needs to develop new scales or to modify 

identified scales from comparable studies. Careful selection of the items used to measure each 

construct sets the basis for the rest of the SEM process and helps to ensure that valid conclusions 

may be drawn from the results (Hair et al. 2016).  

Stage 1 determines which items should be used as measured variables (Hair et al. 2016). Hair 

et al. (2016) suggest that a survey instrument should accurately reflect the measurement model. 

Therefore, it is vital to establish that the items/questions used, aptly measure each of the 

associated constructs. A pilot-study can be used to check the appropriateness of the selected 

scales. Generally, the number of respondents in a pilot-study should be comparatively small 

(i.e. less than 30) (Kline 2011). Therefore, a pilot-study was conducted that examined responses 

to the survey from 28 respondents from academic staff members of the Southern Cross 

University Business School that responded to an invitation to take part. It should be noted that 

some of the participants did point out a few questions that were difficult to comprehend, in-turn 

these issues were rectified as specified in chapter 4 “Methodology”. Those who took part in the 

pilot-study also indicated that the survey took no more than 30 minutes. 

Starting with a good theoretical specification of the constructs provides the grounds for deciding 

upon which specific items to use in a survey instrument (Hair et al. 2016). Operationalising a 

construct yields a number of scaled indicator items that are often in a common format such as 

a Likert scale. These items are often based upon the results of prior research projects or may be 

specifically created in cases where the researcher is researching a subject that lacks a substantial 

history of prior investigation. 

6.9 Stage 2: Developing and Specifying the Measurement Model 

Once the scale items have been specified in Stage 1, specification of the measurement model 

then follows. In Stage 2 each latent construct that is to be part of the model is determined and 

the indicator variables are assigned to latent constructs. This can be expressed either using 

equations or may simply be represented in a diagram (Hair et al. 2016).  
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Three types of relationships can be represented in the measurement model (Hair et al. 2016):- 

• Measurement relationships between indicators and constructs,  

• Structural relationships between constructs, and  

• Correlational relationships between constructs.  

There are also two types or error terms; one is related to the individual exogenous indicators 

and the other to the endogenous constructs (Hair et al. 2016). 

Specification of the complete measurement model uses the following (Hair et al. 2016):-  

• Measurement relationships for the items and constructs,  

• Correlational relationships among the constructs, and  

• Error terms for the items. 

Indicator variables that are considered as being caused by the underlying factors, are termed as 

‘effect’ or ‘reflective’ indicators and this describes reflective measurement (Hair et al. 2016; 

Kline 2011). In contrast, with formative measurement, indicators are termed as ‘cause’ or 

‘formative’ indicators, which are considered to affect a factor as opposed to the opposite (Hair 

et al. 2016; Kline 2011). This study takes a reflective measurement approach where indicator 

variables are considered to be caused by the factors. 

Typically, two indicators per construct is a minimum baseline (Kenny 1979). However, models 

with multiple constructs where some have less than three indicators tend to be liable to 

problematic issues in the analysis, particularly when using small samples. It may also be 

challenging to determine measurement error correlation for constructs that have only two 

indicators or less. This can also lead to specification errors. Kenny’s (1979) rules regarding the 

number of indicators per construct suggests that two might be acceptable yet a minimum of 

three is better and four or more is best (Kline 2010). However, two indicators per factor is a 

minimum required for identification in models with multiple constructs (Kline 2011). 

Additionally, Hair et al. (2016) suggest that researchers often prefer to use more indicators in 

an effort to thoroughly represent a construct and thus optimise reliability. However, parsimony 

influences researchers to utilise the smallest number of indicators to represent a construct (Hair 

et al. 2016). More indicators are not always better. Although additional indicators may result in 

increased reliability estimates and generalizability, an increased number of indicators may call 

for a larger sample and may also inadvertently introduce sub factors (Hair et al. 2016).  
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6.9.1 Statistical Identification 

Model specification is considered to be the most important stage in SEM (Hair et al. 2016; 

Kline 2010, 2011). The reason being that almost everything, from the specification of the 

preliminary model to modification of the model in succeeding analyses and the explanation of 

the outcomes, should be guided by the researcher’s theoretical knowledge of the research topic 

(Hair et al. 2016; Kline 2010, 2011). The responsibility lies upon the researcher for specifying 

both the measurement and the structural models (Hair et al. 2016). When specifying an SEM 

model, the term ‘identification’ refers to whether or not sufficient information is present to 

‘identify’ a solution for a set of structural equations (Hair et al. 2016).  

Identification problems can result in the failure of the proposed model to provide sufficient data 

to make unique estimates and possibly prevent the SEM software from calculating any feasible 

results (Hair et al. 2016). The three states of model identification are termed as follows:- 

• Over-identified - When there are more unique variances/co-variances than parameters 

to be estimated, an SEM model is considered to be over-identified (Hair et al. 2016; 

Kline 2011). 

• Just-identified - When there are an equal number of unique variances/co-variances as 

per the number of parameters to be estimated, an SEM model is considered to be just-

identified (Hair et al. 2016; Kline 2011) and 

• Under-identified - When there are fewer unique variances/co-variances as per the 

number of parameters to be estimated, an SEM model is considered to be under-

identified (Hair et al. 2016; Kline 2011). 

The number of indicators used in a single construct model will influence whether or not the 

model will be either, over-identified, just-identified or under-identified (Hair et al. 2016; Kline 

2011).  

6.10 Stage 3: Designing the Study 

Stage 3 is concerned with determining a suitable sample size, and deciding upon which 

estimation method to use (Hair et al. 2016). Other issues that need to be considered are 

normality, linearity, homoscedasticity, multicollinearity, model complexity and the average 

error variance of indicators (Hair et al. 2016). 
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6.10.1 Sample Size 

SEM is considered to be a large sample technique (2011). In general terms Kline (Kline 2011) 

suggests that a common sample size in research when SEM is employed is around 200 cases. 

This compares to the average sample size in studies reported in journal articles where SEM 

results are published (Kline 2011). Hair et al. (2016) recommend a sample size of at least 150 

where there are no more than 8 constructs and there are no latent factors with fewer than 3 

items. Because this study theorised 8 latent variables and all constructs utilised 4 or more 

indicators, a sample size of 240 was considered sufficient to be able to produce reliable results. 

6.10.2 Estimation Technique 

Initially SEM estimation was carried out using ordinary least squares (OLS) regression, 

however this was soon superseded by maximum likelihood estimation (MLE). When the 

assumption of multivariate normality is satisfied MLE is considered to be the most effective 

and unbiased estimation method to use in SEM (Hair et al. 2016). MLE can be described as a 

flexible method of parameter estimation where the “most likely” parameter values to obtain the 

best model fit are identified (Hair et al. 2016).  

MLE performs well for around 90% of SEM models, especially in cases where the data is 

appropriately screened and the distributions of the endogenous variables tend to be fairly 

multivariate normal (Kline 2011). MLE remains the most popular estimation technique and in 

studies where MLE was compared to other techniques, it was demonstrated that MLE is 

reasonably resilient to violations of the normality assumption (Hair et al. 2016). Consequently, 

MLE was considered as the most appropriate estimation method for this study. 

6.11 Stage 4: Assessing measurement model validity 

Stage 4 consists of an evaluation of goodness-of-fit, parsimony and construct validity (Hair et 

al. 2016). In Stage 4 the measurement model is examined for validity which depends upon both 

goodness-of-fit and construct validity (Hair et al. 2016). Goodness of fit (GOF) signifies how 

well the model reproduces the observed covariance matrix of the indicators (Hair et al. 2016). 

Model fit compares the estimated (theorised) covariance matrix to the observed covariance 

matrix. When the underlying theory is correct, the observed and estimated covariance matrices 

should be similar, and the nearer the values the better the model is said to fit (Kline 2011). 

Unidimensionality and construct reliability should also be examined in Stage 4 (Hair et al. 2016; 

Kline 2011). 
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6.11.1 Goodness fit measures 

The primary GOF measures in common use, are shown in Table 6.2 below. 

Fit index Recommended Value Range 

   

Chi-square (x2) GOF 
  

   

Degrees of Freedom (DF) 
  

   

Significance of the Chi-square (x2) GOF test > .05 
 

   

Minimum Sample Discrepancy Function (CMIN/DF) 
≤ 2 (Good) 

 

≤ 3 (Adequate) 
   

Root Mean Square Error of Approximation (RMSEA) 
≤ .05 (Good) 

 

≤ .08 (Adequate) 
   

Standardised Root Mean Square Residual (SRMR) 
≤ .05 (Good) 

 

≤ .10 (Adequate) 
   

Goodness-of-Fit Index (GFI) ≥ .9 0 to 1 
   

Adjusted Goodness-of-Fit Index (AGFI) 
≥ .95 (Good) 

Upper limit 1 
≥ .90 (Adequate) 

   

Normed Fit Index (NFl) Close to 1 (Unity) ≤ 1 (Unity) 
   

Non-Normed Fit Index (NNFl) Close to 1 (Unity) ≤ 1 (Unity) 
   

Comparative Fit Index (CFI) ≥ .9 0 to 1 
   

Tucker Lewis Index (TLI) ≥ .9 
 

   

Critical Ratios > +/-1.96 
 

   

Table 6.2 - Goodness of Fit measures in common use 

 

6.11.2 Problems Associated with Fit Indices 

Primarily GOF indices have been developed to determine the acceptability of SEM models. 

Numerous GOF indices combined with inconsistent guidelines often encourage researchers to 

select a GOF index based upon the best evidence of good fit in one part of the analysis and then 

a different index for another part of the analysis (Hair et al. 2016). Consequently, many issues 

are related to the objective of attaining good fit. The researcher must determine the best fit 

indices that objectively represent a model’s fit and the cut-off values that suggest good model 

fit associated with each of those indices (Hair et al. 2016).  

The following table 6.3 is sourced from Hair et al. (2016) and outlines variations to GOF cut-

off points according to model complexity and sample size. 
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No. of Stat. 

vars. (m) 

N < 250 
 

N > 250 

m ≤ 12 12 < m < 30 m ≥ 30 
 

m ≤ 12 12 < m < 30 m ≥ 30 

        

x2 Insignificant  

p-values  

expected 

Significant  

p-values 

even with  

good fit 

Significant  

p-values  

expected 

 Insignifican

t  

p-values  

even with  

good fit 

Significant  

p-values  

expected 

Significant  

p-values  

expected 

        

CFI or TLI .97 or above .95 or above Above .92  .95 or above Above .92 Above .90 
        

SRMR Biased 

upward, use 

other indices 

.08 or less 

(with CFI of 

.95 or 

above) 

Less than 

.09 (with 

CFI above 

.92) 

 Biased 

upward, use 

other 

indices 

.08 or less 

(with CFI 

above .92) 

.08 or less 

(with CFI 

above .92) 

        

RMSEA Values < .08 

with CFI .97 

or above 

Values < .08 

with CFI .95 

or above 

Values < .08 

with CFI .92 

or above 

 Values < 

.07 with 

CFI .97 or 

above 

Values < 

.07 with 

CFI .92 or 

above 

Values < 

.07 with 

CFI .90 or 

above 
        

Note: m = number of observed variables; N applies to number of observations per group. 
 

Table 6.3 - Goodness-of-Fit for Different Model Situations 

 

6.11.3  Modification and re-specification of the measurement model 

Several diagnostic statistics are output by most SEM software in the course of examining a 

measurement model that offer guidance when modifying and re-specifying the proposed model 

(Hair et al. 2016; Kline 2011). Four of these are outlined in the following. 

• Standardised factor loadings (i.e. standardised regression weights) for each item upon 

its relevant construct may identify items that could be or may need to be removed from 

the model. Ideally, factor loadings should be ≥ 0.7 yet, it is crucial that items are not 

removed simply due to low loadings. The decision to remove items should also consider 

other measures as well (Hair et al. 2016; Kline 2011). Kline (2011) suggests that factor 

loadings should only be used to draw the attention of the researcher to potential issues 

that may exist regarding the specification of the proposed model. 

• Standardised residuals should also be taken into consideration with factor loadings in 

order to identify items that could be or should be removed from the model (Hair et al. 

2016; Kline 2011). Standardised residuals greater than 1.96 or less than -1.96 suggest 

that the covariance is not well reproduced in the proposed model (Kline 2011). 

Consequently, model fit may be improved when such items are removed from the 

construct or from the entire model (Kline 2011). 
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Generally, standardised residuals of around 2.5 do not necessarily imply that there are 

problems, however a residual above 4.0 may indicate an unsatisfactory degree of error 

(Hair et al. 2016). In some cases, large standardised residuals may simply occur due to 

sampling error, yet consistent patterns of large standardised residuals within a construct 

tend to suggest specification problems (Hair et al. 2016). However, it does not 

automatically imply that items with large residuals should be removed, provided there 

are no other problems associated with those items (Hair et al. 2016).  

• Squared multiple correlations (SMCs) represent the extent to which an indicator’s 

variance is explained by a latent factor. Squared multiple correlations can be utilised 

jointly with standardised residuals and factor loadings as a guide towards model re-

specification (Hair et al. 2016; Kline 2011). Squared multiple correlations are squared 

standardised regression weights (factor loadings) (Kline 2011).  

Standardised factor loadings are the correlations relating to the indicator and its factor 

(Kline 2011). Consequently, SMCs represent the amount of variance in the indicator 

variable that is explained by its related factor. For example, when a factor loading is 

perhaps 0.7, the factor explains 0.72 = 0.49, otherwise expressed as 49.0% of the 

variance within the indicator variable (Kline 2011). When the SMC value for a specific 

indicator falls above 0.5 it suggests that that item is a reasonably good measure of the 

related construct (Kline 2011). When an SMC value for an indicator falls below 0.2 it 

suggests that the item is a very weak measure and that perhaps the item should be 

removed (Kline 2011). Concerning SMCs that fall between 0.2 and 0.3 it suggests that 

the item is a poor measure and providing some other measures also imply that the item 

may be a weak indicator, then the researcher may consider dropping it from the model 

(Hair et al. 2016; Kline 2011). When the SMC value for an indicator falls between 0.3 

and 0.5 it suggests that the item is a poor indicator yet may still be considered as an 

adequate measure and thus may be retained in the model (Kline 2011). 

• Modification indices predict how the chi-square value may change when a particular 

parameter or path in the model is altered. A modification index ≥ 4.0 suggests that model 

fit may be improved (Hair et al. 2016). Modification indices offer clues to recognise 

misspecification however any adjustments to a model should always adhere to theory 

i.e. changes to the model should not be based solely upon the modification index (Hair 

et al. 2016; Kline 2011). 



Chapter 6 - Data Analysis 

 

142 

 

6.11.4 Unacceptable Model Specification to Achieve Good Fit 

The goal of improving model fit may in some cases contribute to a number of unfavourable 

practices in model specification. In some instances, it may be possible to improve model fit in 

a manner that compromises not only the statistical tests but also the underlying theory that the 

model is based upon. Research benefits not only from theory that can be confirmed, but also 

where theory may not be confirmed (Hair et al. 2016). Consequently, the quest for model fit 

should not ignore the underlying theory that the model is meant to investigate (Hair et al. 2016; 

Kline 2011). 

A frequent problem in model specification is to decrease the number of indicator variables per 

construct to three or less. While this may increase model fit and possibly improve the reliability 

measures, it can also compromise the theoretical domain and also the validity of the model. 

This does not mean that such steps may not be required to deal with certain model 

specifications, or to help with diagnostics when developing a model. However, improved fit 

cannot be the sole rationale behind model re-specification (Hair et al. 2016; Kline 2011). 

A common problem that may arise is when a solution produces negative error variances. 

Negative variance is logistically impossible, and it infers that more than 100% of the variance 

is explained in a construct by one or more of its associated indicators (Hair et al. 2016). These 

occurrences are known as Heywood cases and their presence suggests model misspecification. 

Heywood cases are notably troublesome in models having smaller samples or where the three-

indicator rule is not observed (Hair et al. 2016). The three-indicator rule is a rule of thumb that 

applies to SEM that states that a single factor measurement model has at least three indicators 

for the purpose of identification of the model.  

A single factor model is said to be just identified when there are three indicators, two indicators 

would make the model under identified and 4 indicators or more would make the model over 

identified (Hair et al. 2016; Kline 2011). The two-indicator rule applies to models having two 

or more factors where each factor has at least two or more indicators (Gaskin 2016). 

6.12 Stage 5: Specification of the structural model 

Stage 5 concerns the specification of the structural model where relationships are assigned from 

one construct to another based upon the hypotheses proposed in the conceptual model. Each 

hypothesis represents a relationship that should be specified in the structural model (Hair et al. 

2016).  
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The procedure carried out in Stage 5 starts with the measurement model, which has already 

been tested in Stage 4. The measurement model is modified by including paths that represent 

the theorised relationships between the constructs according to the proposed hypotheses. Any 

relationships among the exogenous constructs are accounted for with correlational relationships 

and allowed to co-vary. Only paths representing hypotheses are added between the exogenous 

and endogenous variables where there is a theorised relationship. 

6.13 Stage 6: Assessment of the structural model 

There are two main differences between testing the fit of a measurement model and a structural 

model. Firstly, more focus is placed upon the estimations of the structural relationships, as they 

offer empirical evidence directly associated with the hypothesised relationships represented in 

the structural model. Secondly, although satisfactory model fit needs to be demonstrated, 

alternative competing models should also be considered (Hair et al. 2016). 

Assessment of the structural model’s validity adheres to the same recommendations as per 

Stage 4. In Stages 5 and 6 the observed data continue to be represented by the same observed 

sample covariance matrix (Hair et al. 2016). However, another covariance matrix is calculated 

which will differ from that of the measurement model. This is due to the introduction of the 

theorised relationships between the constructs (Hair et al. 2016). The measurement model 

assumes all constructs are correlated with each other, although some of these relationships 

between constructs may no longer exist in the structural model. Consequently, for most 

structural models, the Chi-square GOF test result will be higher than that for the measurement 

model, suggesting poorer fit (Hair et al. 2016). The closer the GOF of the structural model is to 

that of the measurement model the better, as the measurement model fit gives an upper bound 

to the GOF of the structural model. Any modifications at this stage should ensure that the 

theoretical integrity of the model remains intact (Hair et al. 2016). 

6.14 Conclusion 

This chapter described the approach taken to analyse the conceptual model that underpins the 

research. The data analysis techniques and methods were outlined including a description and 

clarification of the two-phase, six-stage structural equation modelling process. The discussion 

also outlined how the measurement model and the structural models would be specified and 

evaluated. 
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The chapter also explained why SEM provides a number of analytical methods suitable for this 

study. In particular, it provides for the confirmation of a model and is well suited for complex 

models compared to regression analysis techniques because the entire model and consequently 

all of the hypotheses may be tested concurrently. Simultaneous testing ensures that the effects 

of all relationships in the model are taken into consideration at the same time. 

It was noted that when compared to other statistical methods, SEM is considered to be a large 

sample technique. Provided certain conditions are met, literature supports that SEM can offer 

reliable results utilizing reduced sample sizes. While there are some concerns, regarding the 

reliability of the results associated with sample size for this study the number of responses is 

above the recommended threshold levels for SEM. This is discussed further in the next chapter. 
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Chapter 7. Results 

7.1 Introduction 

This chapter describes the statistical analysis undertaken to test the conceptual model. Firstly, 

the chapter reports the results of the data screening process followed by the results of the EFA. 

Then follows phase 1 of the SEM process, which begins with specification and confirmation of 

the measurement model. Finally, the chapter concludes with phase 2 of the SEM process, 

specification and assessment of the structural model. 

7.2 Data Preparation 

The process of collecting the data on the survey website allowed for the data to be screened for 

duplicates and for respondents’ IP addresses that were outside of Australia. Consequently, these 

data were never included in the raw dataset. The next step in the missing data analysis involved 

conducting a missing value analysis in SPSS. The categorical and ordinal variables related to 

gender, dependents, registered, education and age were first examined and there were no 

missing values.  

The next step was to examine the quantitative variables associated with each of the survey 

questions. Little’s MCAR test was used, which gives an indication whether missing data is 

considered to be missing at random. The outcomes of these tests suggested that an unacceptable 

level of missing values above 5% (Hair et al. 2016; Kline 2011) existed within six of the 

variables associated with their respective questions in the survey. These items and their 

associated constructs are listed in table 7.1 on the following page. 
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Construct Question 
Missing 

Count Percent 

Trust in 

Developers 

I would trust an attribute-based credential System 

developed by the Government. 

I would trust an attribute-based credential System 

developed by Microsoft. 

I would trust an attribute-based credential System 

developed by IBM. 

I would trust an attribute-based credential System 

developed by Symantec. 

41 

 

68 

 

70 

 

74 

 

17.1% 

 

28.3% 

 

29.2% 

 

30.8% 

 

Wish for 

Anonymity 

I believe a smart card reader attached to my 

computer would help to protect my online privacy. 

I would be prepared to purchase a smart card reader 

for my computer provided it cost no more than 

A$30. 

74 

 

47 

 

30.8% 

 

19.6% 

 

Table 7.1 - Items showing severe levels of missing data 

Furthermore, the results of Little’s MCAR test indicated that the data were not missing at 

random. Results are shown in table 7.2 below. 

Statistic Result 

Chi-square 1999.594 

Degrees of freedom 1773 

Significance .000 

Table 7.2 - Little’s MCAR test 

The significance value in Little’s MCAR test is an indication as to whether or not the null 

hypothesis, that data is missing at random, can be rejected. Significance values above 0.05 

indicate that missing values are missing at random (Hair et al. 2016; Kline 2011). The results 

shown above in table 7.2 above suggest that the missing values are non-random in nature.  

Consequently, the option of list wise deletion discussed in chapter 6 “Data Analysis” would 

severely reduce the dataset by approximately 30% and eliminate otherwise useful data that may 

be relevant to other constructs. Pairwise deletion in contrast ignores individual cases where 

missing values may exist, whereas with mean substitution the mean or median is substituted for 

the missing value. In the case of Likert scales the median is used as a substitution (Gaskin 

2016). While the option of using pairwise deletion is available in SPSS this option is not 

available in AMOS. 
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Mean substitution does not contribute to any variance within the related variables, yet it does 

allow SEM models to run on a dataset in AMOS that would otherwise not run in cases where 

missing values are present. Consequently, mean substitution was chosen as the method to deal 

with the missing data. The medians for each variable were calculated and substituted in the 

relevant cases where missing values existed. 

The dataset was also screened for disengaged responses and no problems were found. 

Disengaged responses can be identified by examining the standard deviation of responses for 

each case across each of the quantitative measures. In cases where the standard deviation falls 

between 0 and 0.5 it indicates that the respondent has responded in a similar manner for all 

items (Tabachnick & Fidell 2013). Although it may be the case that such responses are actually 

factual, those cases contribute to very little variance within the dataset and consequently have 

insignificant statistical value. The standard deviation in all cases was above 0.8 so it is assumed 

that all respondents were reasonably engaged when responding to the survey questions. Testing 

for outliers involved using boxplots to examine the ordinal variables of education and age and 

no outliers were identified.  

Tests for skewness, kurtosis and normality were previously undertaken and reported in chapter 

5 “Descriptive Statistics”, section 5.5 where it was found that 2 variables displayed excessive 

skewness and kurtosis plus a W value in the Shapiro-Wilk test that fell below 0.8. Furthermore, 

4 additional variables also displayed W values that fell below 0.8. These results are summarised 

in table 7.3 following. Shaded cells indicate potentially problematic results and listed by order 

of severity. 



Chapter 7 - Results 

 

148 

 

Construct Question/Variable Skew Kurtosis W 

Trust in 

Practitioners 

I believe I have the right to access any 

information my health care providers 

keep about me. 
-3.118 12.148 0.513 

Wish for 

Anonymity 

I believe that many organisations 

collect more information about my 

personal details than they actually need 

to know. 

-2.053 5.429 0.715 

IT Awareness 
How many years of experience do you 

have in Web Browsing? -1.455 1.518 0.722 

PCEHR 

Concerns 

I believe that I have the right to deny 

permission to access any of my 

Electronic Health Records whenever I 

choose to. 

-1.495 1.930 0.748 

I believe that I have the right to deny 

permission to access my Electronic 

Health Records for use with medical 

research. 

-1.304 1.175 0.772 

I believe that granting permission to 

access my Electronic Health Records 

should be fully controlled by me and no 

one else. 

-1.337 1.086 0.775 

Table 7.3 - Problematic variables related to normal distributions 

7.3 Testing for normality, homoscedasticity and linearity 

Normality - As previously mentioned skewness and kurtosis were examined earlier in chapter 

5 “Descriptive Statistics”, section 5.5 and except for the 2 variables of AccRights and 

OrgTooMuch, all other items were found to be within an acceptable range with skewness values 

ranging between -1.90 and 1.05 and excess kurtosis ranging between -1.2 to 2.12. Furthermore, 

the examination of normal Q-Q plots and histograms of the other variables, excluding those 

identified in table 7.3 above, revealed no significant departures from normality (see Appendix 

D). Additionally, all measured items included in the final model, returned a W value above .8 

in the Shapiro-Wilks tests. 

Linearity - Linearity is an important assumption that must be met as part of the SEM process 

(Hair et al. 2016; Kline 2011). Non-linearity can cause the strength of the relationships between 

variables to be underestimated (Hair et al. 2016). Visual inspection of linear scatterplots of all 

variables used in the study suggested that the conditions were within acceptable bounds 

regarding linearity (see Appendix D). 
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Homoscedasticity - Homoscedasticity is another precondition that SEM assumes, which 

implies that the data display relatively uniform levels of variance within and across the 

endogenous and exogenous variables. When the data displays irregular levels of variance the 

data is said to be heteroscedastic and can cause biased estimates of error terms at differing levels 

within the scales (Hair et al. 2016). Heteroscedasticity within each construct can be detected by 

visually examining scatter-plots of the standardised residuals against the standardised predicted 

values of the latent variables and their associated indicators. Examination of the histograms and 

scatterplots of the standardised residuals and standardised predicted values of the latent 

variables indicated that there were no issues regarding homoscedasticity (see Appendix D). 

7.4 Factor Analysis 

Following the data screening an exploratory factor analysis (EFA) was carried out using SPSS. 

A total of 49 items were used in the survey to measure the 8 constructs defined in the conceptual 

model shown in figure 3.8, chapter 3 “Theory Underpinning the Research”. The method chosen 

for factor extraction was Principal Axis Factoring (PAF) and the method of rotation was oblique 

rotation as discussed in chapter 6 “Data Analysis”, section 6.4.  

An EFA was carried out on each of the constructs that included the items that were expected to 

reflect the underlying traits related to each construct (see Appendix E). This approach can assist 

with the refinement of the factor solution and also helps to ensure that an ideal cases-to-

variables ratio of a minimum of five cases for each variable can be observed (Wilson & Cooper 

2008). Furthermore, it helps to ensure the dimensionality of the categories of items and any 

items that may have cross-loaded on other constructs. These are important aspects of construct 

validation and imperative if the intention is to analyse structural equation models. 

The initial EFA was conducted on all 49 items and based upon eigenvalues greater than 1. The 

most commonly applied rule for the selection of factors is the Kaiser-Guttman criterion that 

identifies the selection of factors being those having eigenvalues greater than 1 (1979). The 

outcome of the Kaiser-Meyer-Olkin Measure of Sampling Adequacy (KMO) and Bartlett’s test 

of sphericity for the initial EFA was as follows: - 

• KMO = .771 

• Chi-Square = 5958.80 

• Degrees of freedom = 1176 

• p = 0.000 
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The KMO result is considered as middling (Hair et al. 2016) as outlined in chapter 6 “Data 

Analysis”, section 6.4.1. However, this result suggests that the data was suitable for factor 

analysis. The results of the Bartlett’s test with a p value less than .05 also supports the same 

(Hair et al. 2016). 

7.4.1 Factor Loadings 

The initial EFA produced a pattern matrix that suggested 15 factors. This result was 

considerably different to the eight constructs theorised in the conceptual model. As EFA is a 

reiterative process (Hair et al. 2016), after multiple iterations a clear pattern matrix absent of 

any problematic cross loadings was arrived at, which suggested a solution comprised of 6 

factors and 22 items (see table 7.4, following). The outcomes of the KMO and Bartlett’s test of 

sphericity tests were as follows: - 

• KMO = .739 

• Chi-Square = 2118.541 

• Degrees of freedom = 231 

• p = 0.000 

 

Items Factor 

1 2 3 4 5 6 

If an attribute-based credential system 

became available, I would use it from my 

mobile phone. 

.916 -.080 -.014 -.017 -.093 -.003 

If an attribute-based credential system 

became available, I would use it from a 

smartcard. 

.871 -.018 .003 .006 -.075 .020 

If an attribute-based credential system 

became available, I would use it from my 

computer. 

.743 -.004 -.019 .012 .086 .152 

I like the idea of using a pseudonym to 

identify myself rather than giving full details 

of my identity. 

.310 .064 .005 .025 .255 .046 

I believe that user name and password 

authentication is a secure method to authorise 

access to websites. 

-.070 .796 -.002 -.051 -.060 -.123 

I believe that email registration is a secure 

method to authenticate users. 

-.056 .790 -.030 -.061 .099 -.044 

I believe smart cards with embedded chips to 

be a secure form of identification. 

.096 .538 -.064 .011 -.015 .023 

I believe that financial transactions conducted 

over the Internet are done in a secure manner. 

-.062 .486 .104 .103 -.085 .133 

I consider myself to have a strong 

understanding of Web Technologies. 

.018 -.006 .876 .023 .004 .034 



Chapter 7 - Results 

 

151 

 

I consider myself to have a high level of 

Computer Skills. 

-.107 -.025 .844 .035 .003 .048 

Please indicate below how much time you 

would spend online on a daily basis. 

.026 -.001 .399 -.048 -.017 -.062 

I place a high degree of trust in the 

confidentiality of information held in the 

health care records by my health care 

providers and their staff. 

-.008 -.029 -.029 .936 -.009 -.061 

I place a high degree of trust in the 

competence of my health care providers. 

-.008 -.037 -.006 .868 .051 -.024 

I am concerned about using Electronic Health 

Records as it may make me vulnerable to 

identity theft. 

-.044 -.026 -.040 .025 .839 -.014 

I am concerned about using Electronic Health 

Records as it may expose my health 

information to those who are not authorised 

to view it. 

-.078 .015 -.075 .048 .798 .086 

I have no reservations about using Electronic 

Health Records. 

.125 .194 .096 .206 -.430 .073 

I believe that granting permission to access 

my Electronic Health Records should be fully 

controlled by me and no one else. 

.143 .000 .076 -.013 .368 -.018 

I consider a government-controlled 

identification system to be the safest option 

for accessing Electronic Health Records. 

-.020 .216 -.049 .148 -.292 -.015 

I would be more likely to use attribute-based 

credentials for online authentication if it were 

more “efficient” than password 

authentication. 

-.033 -.077 .001 -.012 -.019 .948 

I would be more likely to use attribute-based 

credentials for online authentication if it were 

more “convenient” than trying to remember 

passwords. 

.030 .025 -.091 -.020 -.086 .819 

I would be more likely to use attribute-based 

credentials for online authentication if it were 

more “secure” than password authentication. 

.018 .009 .025 -.070 .047 .754 

I would like to be able to choose various 

combinations of attribute-based credentials 

such as a Driver’s Licence, Credit Card, 

Passport, Birth Certificate, Medicare Card 

etc. 

.177 .006 .070 .078 .168 .334 

Percentage of Variance Explained 18.5 13.4 8.1 6.0 4.7 4.6 

Total Variance Explained 55.32% 

Extraction Method: Principal Axis Factoring. 

Rotation Method: Oblimin with Kaiser Normalization. 

Rotation converged in 9 iterations. 

Table 7.4 - Factor Pattern Matrix (22 Items) 
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Regarding the factor loadings shown in table 7.4 above, typically factor loadings of ±.30 are 

considered adequate, however values of ±.50 are generally regarded as being significant (Hair 

et al. 2016). The percentage of variance that each factor explains is shown above in table 7.4 

and the total variance explained by the six factors is 55.3%. When assessing factor loadings, 

communalities should also be taken into account in order to determine whether or not the 

variables meet acceptable levels of explanation of variance (Hair et al. 2016). It should be noted 

here that a factor pattern matrix, which involved only the 18 items that were used in the final 

SEM model was produced, where the six factors explained 63% of the total variance in the final 

model.  

7.4.2 Communalities 

Inspection of the communalities indicated that four items displayed communalities of less than 

0.25 suggesting that those items contributed marginally to the variance within each relevant 

factor (Hair et al. 2016). The communalities are shown below in table 7.5, low communalities 

are shown in bold and each factor is alternatively shaded. 

Factor Items Communalities 

1 

If an attribute-based credential system became available, I would use it 

from my mobile phone. 
.805 

If an attribute-based credential system became available, I would use it 

from a smartcard. 
.751 

If an attribute-based credential system became available, I would use it 

from my computer. 
.728 

I like the idea of using a pseudonym to identify myself rather than 

giving full details of my identity. 
.213 

2 

I believe that user name and password authentication is a secure method 

to authorise access to websites. 
.676 

I believe that email registration is a secure method to authenticate users. .569 

I believe that financial transactions conducted over the Internet are done 

in a secure manner. 
.341 

I believe smart cards with embedded chips to be a secure form of 

identification. 
.314 

3 

I consider myself to have a strong understanding of Web Technologies. .775 

I consider myself to have a high level of Computer Skills. .703 

Please indicate below how much time you would spend online on a 

daily basis. 
.168 

4 

I place a high degree of trust in the confidentiality of information held 

in the health care records by my health care providers and their staff. 
.855 

I place a high degree of trust in the competence of my health care 

providers. 
.713 

5 
I am concerned about using Electronic Health Records as it may make 

me vulnerable to identity theft. 
.696 
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I am concerned about using Electronic Health Records as it may expose 

my health information to those who are not authorised to view it. 
.628 

I have no reservations about using Electronic Health Records. .398 

I consider a government-controlled identification system to be the safest 

option for accessing Electronic Health Records. 
.239 

I believe that granting permission to access my Electronic Health 

Records should be fully controlled by me and no one else. 
.184 

6 

I would be more likely to use attribute-based credentials for online 

authentication if it were more “efficient” than password authentication. 
.863 

I would be more likely to use attribute-based credentials for online 

authentication if it were more “convenient” than trying to remember 

passwords. 

.684 

I would be more likely to use attribute-based credentials for online 

authentication if it were more “secure” than password authentication. 
.590 

I would like to be able to choose various combinations of attribute-

based credentials such as a Driver’s Licence, Credit Card, Passport, 

Birth Certificate, Medicare Card etc. 

.277 

Table 7.5 - Communalities (22 Items) 

When the objective for factor analysis is primarily data reduction, variables with less than 

significant loadings and or low communalities can be ignored, and the solution can be 

interpreted as is (Hair et al. 2016). However, the researcher should still maintain that the 

variables at issue are poorly represented in the factor solution. Questionable variables showing 

less than favourable factor loadings and communalities identified in tables 7.4 and 7.5 

respectively and are summarised in table 7.6 below with problematic values shown in bold. 

Factor Items Loadings Communalities 

1 
I like the idea of using a pseudonym to identify 

myself rather than giving full details of my identity. 
.310 .213 

3 
Please indicate below how much time you would 

spend online on a daily basis. 
.399 .168 

5 
I consider a government-controlled identification 

system to be the safest option for accessing Electronic 

Health Records. 

-.292 .239 

5 
I believe that granting permission to access my 

Electronic Health Records should be fully controlled 

by me and no one else. 

.368 .184 

Table 7.6 - Summary of problematic variables identified in the factor analysis 

Although the variables shown in table 7.6 above are considered to contribute minimal variance 

in the factor solution and consequently represent potential candidates for exclusion, they have 

been noted and yet retained for inclusion in the SEM analysis that follows in section 7.4. This 

helps ensure that the constructs represented in the SEM are identified and that Kenny’s (Kline 

2011) two and three indicator rules discussed in chapter 6 “Data Analysis”, section 6.9, can be 

followed as much as possible (Hair et al. 2016; Kline 2011). Although these variables contribute 
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a small amount of variance in the solution they do load onto each of their respective constructs 

without cross loadings. Consequently, although they are candidates for removal they also 

represent candidates for inclusion in the measurement model in the event that any identification 

issues arise and furthermore, in an effort to retain as much data as possible while attempting to 

confirm the model.  

Individual factor analyses were conducted on each group of items for each of the factors that 

emerged from the EFA, as a precautionary step to ensure that the items did actually load upon 

a single factor. With the exception of PCEHR Concerns, each of the items associated with each 

factor did result in a single factor solution. The PCEHR Concerns factor analysis resulted in a 

two-factor solution and is examined further in section 7.4.5. 

7.4.3 Naming the Factors 

Because most of the items, except the items that loaded on the PCEHR Use and PCEHR 

Concerns factors (discussed later in this chapter in section 7.4.5), loaded onto the factors as 

expected, they were named according to the constructs on the conceptual model as follows: - 

• Factor 1 - Wish for Anonymity (4 items) 

• Factor 2 - Trust in Conventional Authentication (4 items) 

• Factor 3 - IT Awareness (3 items) 

• Factor 4 - Trust in Practitioners (2 items) 

• Factor 5 - PCEHR Concerns (5 items) 

• Factor 6 - Use of Attribute-Based Credentials (4 items) 

The Trust in Developers construct was eliminated entirely from the EFA solution.  The reasons 

for this are discussed in detail in section 7.4.6. 

Factor 1 - ‘Wish for Anonymity’, involves questions related to how respondents would use 

ABCs if they were made available, for example from their computer, mobile phone or from a 

smartcard. The factor loadings and communalities for these four items were favourable, 

however the item that addressed the use of a pseudonym for identification, showed an 

acceptable factor loading yet the communality value was low. Despite this, this item was 

retained for inclusion in the SEM for further analysis as there were no other issues related to it.  

Factor 2 - ‘Trust in Conventional Authentication’, is comprised of survey questions that address 

respondents’ trust in existing, conventional authentication technologies such as email 
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registration, username/password authentication and smart cards, plus the security of financial 

transactions conducted over the Internet. It was considered that respondents would be familiar 

with these technologies. Because ABCs are a relatively new concept to the average user and 

designed to replace or supplement conventional authentication systems currently in use, trust 

in the conventional authentication used for authentication may influence respondents’ use of 

PCEHR and may also represent concerns that may inhibit the use of PCEHR. The items 

associated with Trust in Conventional Authentication all showed acceptable factor loadings and 

communalities. 

Factor 3 - ‘IT Awareness’, includes questions regarding respondents’ self-assessed level of 

computer skills and understanding of web technologies, daily time spent online and experience 

with smart cards. These items were included to measure respondents’ awareness of information 

technologies, which was considered to possibly influence trust in conventional authentication 

and possibly influence a desire to remain anonymous. The computer skills and web technologies 

items both showed factor loadings greater than 0.7 and communalities above 0.5. However, 

regarding the daily time spent online item, although it showed an acceptable factor loading, the 

communality value was low indicating that this variable contributed little to the variance within 

this factor. Because there were no other associated problems the daily time spent online item 

was retained for inclusion in the SEM analysis for further investigation. 

Factor 4 - ‘Trust in Practitioners’ includes survey questions that address respondents’ trust in 

the confidentiality and the competence of their health care providers and staff. The Trust in 

Practitioners items were included in the survey as it was considered that trust in health care 

providers could influence respondents’ willingness to make meaningful use of PCEHR or that 

a lack of trust may inhibit the use of PCEHR. The two trust items each showed high factor 

loadings and communalities.  

Factor 5 - ‘PCEHR Concerns’ is comprised of questions relating to issues associated with the 

use of PCEHR as well as concerns that may inhibit the use of PCEHR. The questions ask 

respondents to indicate their reservations regarding the use of PCEHR, the safety of the 

government’s identification system, concerns regarding identity theft, unauthorised access, and 

control of access to their health records.  

The control of access to health records item and the perceived safety of the government’s 

identification system item showed acceptable factor loadings, but the communality values were 
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poor. It should also be noted here that several items associated with factor 5 ‘PCEHR Concerns’ 

were expected to load onto two different factors and are examined in more detail in section 

7.4.5. 

Factor 6 - ‘Use of Attribute-Based Credentials’, includes three questions that ask respondents 

to indicate if they would use ABCs if they were more efficient, more convenient and more 

secure than conventional password authentication. Factor loadings and communalities for each 

of these items were within acceptable limits. 

7.4.4 Factor Correlations 

Examination of the results from the initial EFA identified key structures underlying the data 

and established that these structures are conceptually sound. This establishes a firm starting 

point for the development of the measurement model in the SEM process. The factor 

correlations are summarised in table 7.7 below. 

Factor 1 2 3 4 5 

1. Wish for Anonymity Pearson’s r      

Sig. (2-tailed)      

2. Trust in Conventional 

Authentication 

Pearson’s r -.039     

Sig. (2-tailed) .552     

3. IT Awareness Pearson’s r .121 -.068    

Sig. (2-tailed) .055 .295    

4. Trust in Practitioners Pearson’s r .126 .320 .004   

Sig. (2-tailed) .046 .000 .950   

5. PCEHR Concerns Pearson’s r .244 -.322 .053 -.209  

Sig. (2-tailed) .000 .000 .412 .001  

6. Use of Attribute-

Based Credentials 

Pearson’s r .487 .035 .013 .114 .154 

Sig. (2-tailed) .000 .590 .842 .072 .013 

Table 7.7 - Factor Correlations 

The factor correlations in table 7.7 above shows significant correlations shaded in grey. 

Significance levels (p values) indicate the probability that the results are not due to chance 

where a p value from 0.00 to 0.01 suggests a 99% probability that the results are correct. 

Probability values ranging from 0.01 to 0.03 suggest at least a 97% probability that the results 

are correct and p values ranging from 0.03 to 0.05 suggest that at least a 95% probability exists 

that the results are correct (Hair et al. 2016; Kline 2011).  
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Pearson’s r value is an indication of the strength of the relationship between items.  Hair et al. 

(2016) and Kline (Gaskin 2016) propose the values below as levels for determination of the 

strength of the correlations among items:- 

• High correlation: 0.5 to 1.0 or -0.5 to -1.0 

• Moderate correlation: 0.3 to .5 or -0.3 to -0.5 

• Low correlation: 0.1 to 0.3 or -0.1 to -0.3 

Correlations indicate an association between variables, which implies that when one variable 

changes the other variable also changes. The positive and negative values indicate 

directionality, meaning that when one variable increases and the associated variable also 

increases the variables are said to be positively correlated. Conversely, when one variable 

increases and the associated variable decreases the variables are said to be negatively correlated. 

The strengths of the relationships shown in table 7.7 range from low to moderate. The following 

list summarises the correlations and the directionality of the associations among the factors 

derived from the EFA. 

• As PCEHR Concerns increases, Wish for Anonymity also increases 

• As PCEHR Concerns increases, Trust in Conventional Authentication decreases 

• As PCEHR Concerns increases, Trust in Practitioners decreases 

• As PCEHR Concerns increases, Use of Attribute-Based Credentials also increases 

• As Trust in Conventional Authentication increases, Trust in Practitioners also 

increases 

• As Trust in Practitioners increases, Wish for Anonymity also increases 

• As IT Awareness increases, Wish for Anonymity also increases 

• As Wish for Anonymity increases, Use of Attribute-Based Credentials also increases 

These associations reflect the relationships theorised in the conceptual model and that the items 

comprising these factors are shown to be related. These relationships are explored further in the 

SEM analysis that follows later in this chapter. 

Factor correlations above 0.7 indicate a high level of correlation exists between factors 

suggesting that they share 50% or more variance. The percentage of shared variance can be 

calculated by squaring the correlation coefficient for example .72 = .49 indicating 49% of the 

variance (Kline 2011). The factor correlations in table 7.7 shows that no two factors are highly 

correlated indicating that discriminant validity is not a concern. 
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7.4.5 PCEHR Use and PCEHR Concerns 

What should be noted regarding the above outcomes is that the results of the EFA combined 

two of the constructs of the conceptual model into a single factor - PCEHR Use and PCEHR 

Concerns. With respect to face validity discussed in chapter 6 “Data Analysis”, section 6.4.4 

the researchers theorised that these two constructs constitute two distinct factors. Some items 

that exhibited negative loadings in the EFA results for factor 5, (see Table 7.4) were expected 

to load upon a separate factor to those items that showed positive values (PCEHR Use). All the 

items that loaded upon factor 5 - PCEHR Concerns shown in table 7.4 are similar in nature, 

however the questions intended to measure the PCEHR Use construct addressed a preparedness 

to use PCEHR, whereas the questions associated with the PCEHR Concerns construct were 

designed to measure concerns that may inhibit the use of PCEHR. 

A separate EFA was therefore conducted that included only those items that were expected to 

load upon the PCEHR Use and the PCEHR Concerns constructs. The analysis was reiterated 

until a clear pattern matrix was achieved. The results are displayed in table 7.8 below. 

Items 
Factor 

1 2 

I have no reservations about using Electronic Health Records. .564 -.051 

I consider a government-controlled identification system to be the 

safest option for accessing Electronic Health Records. 

.480 .025 

I am concerned about using Electronic Health Records as it may make 

me vulnerable to identity theft. 

-.029 .831 

I am concerned about using Electronic Health Records as it may 

expose my health information to those who are not authorised to view 

it. 

.018 .812 

Extraction Method: Principal Axis Factoring. 

Table 7.8 - PCEHR Use and PCEHR Concerns Factor Pattern Matrix 

Two factors emerged indicating that the items associated with the PCEHR Use and the PCEHR 

Concerns could be treated as two different factors. However, it was accepted that some issues 

may be expected to be evident when assessing validity estimates.  

7.4.6 Trust in Developers 

It was shown in table 7.1 that four of the seven indicators used to measure this construct had 

missing data. The data was also tested for multicollinearity in a linear regression analysis using 

the Variation Inflation Factor (VIF) and the Tolerance statistics. Tolerance values less than .10 

can signify excessive multivariate collinearity. VIF values greater than 10 indicate that there is 

a problem with multicollinearity (Gaskin 2016). However, Gaskin (2016) suggests that a VIF 
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value greater than 3 indicates a potential problem, greater than 5 a very likely problem and 

greater than 10 suggests a definite problem.  

Two methods to manage multicollinearity within a single construct in SEM are either firstly to 

remove redundant variables or secondly to parcel them into a composite variable (Kline 2011). 

A parcel can be described as the overall score taken from a number of homogeneous indicators 

of a latent construct (Kline 2011). Regarding the remaining three of the seven items associated 

with the Trust in Developers construct, the Tolerance and VIF values showed multicollinearity. 

The results of these tests for the Trust in Developers construct are shown below in table 7.9 

following: - 

Latent Variable Question 
Collinearity 

Statistics 

Tolerance VIF 

Trust in 

Developers 

I trust the government to provide the most secure 

system possible to protect Doctor-Patient 

confidentiality. 

I trust the government to provide the most secure 

system possible to ensure the privacy of my 

health information. 

I trust the government to provide the most secure 

system possible to ensure that my health 

information is not lost. 

 .043 

 

 

.038 

 

 

.153 

 

23.501 

 

 

26.663 

 

 

6.517 

 

Table 7.9 - Severe Collinearity within the Trust in Developers Construct 

The Tolerance and VIF figures for the three items shown in table 7.9 above indicate excessive 

collinearity. An effort was made to parcel these items for use in the SEM analysis, however 

possibly due to excessive missing data associated with the four other items used to measure the 

Trust in Developers construct, the use of the parcelled items in the SEM analysis prevented 

convergence of the measurement model. A single factor measurement model was also created 

for each of the constructs during stage 4 of the SEM process. While a good fit was achieved for 

each of the other constructs good model fit was not achieved for the Trust in Developers 

construct. Consequently, the construct, became a firm candidate for removal and was excluded 

from the model. 

Much of the missing data in the dataset was associated with the Trust in Developers construct 

was a result of a large number of respondents choosing the “I don’t know” option. This result 
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indicates that many respondents are unsure of where to place their trust regarding the 

development of an authentication scheme for access to the PCEHR system. 

7.4.7 Items discarded from the EFA solution 

The following table 7.10 summarises the items that were discarded from the factor solution, the 

associated constructs and the reasons they were excluded. Variable names were also assigned 

to the each of these items. 

Construct Items Removed Reason 

PCEHR Use PCHR_use_LearnEHR - I would like to learn 

more about Personally Controlled Electronic Health 

Records. 

Low loading  

Low communality 

PCHR_use_EHRmorLikelyAnon - I would be more 

likely to use Electronic Health Records if my identity 

could remain anonymous at all times. 

Low loading  

Low communality 

PCEHR 

Concerns 

EHR_conc_DenyAccess - I believe that I have the 

right to deny permission to access any of my Electronic 

Health Records whenever I choose to. 

Low loading 

Cross loadings 

 

EHR_conc_ResearchConsent - I believe that any 

information contained in my Electronic Health Records 

should be used for medical research without my 

consent. 

Low communality 

EHR_conc_DenyResearch - I believe that I have 

the right to deny permission to access my Electronic 

Health Records for use with medical research. 

Low loading 

EHR_conc_Health - I generally enjoy good health 

and rarely need to see any doctor or other health care 

practitioner. 

Low loading 

Low communality 

Trust in 

Conventional 

Authentication 

TTec_PrefGovID - I am not interested in attribute-

based credentials and would prefer to use a 

government-controlled identification system for 

Electronic Health Records. 

Low loading  

Low communality 

Trust in 

Developers 
TDev_GovEnsPriv - I trust the government to 

provide the most secure system possible to ensure the 

privacy of my health information. 

Low loading 

Excessive collinearity 

TDev_GovEnsConf - I trust the government to 

provide the most secure system possible to protect 

Doctor-Patient confidentiality. 

Low loading 

Excessive collinearity 

TDev_GovNotLost - I trust the government to 

provide the most secure system possible to ensure that 

my health information is not lost. 

Low loading 

Excessive collinearity 

TDev_AnonGov - I would trust an attribute-based 

credential System developed by the Government. 

Low loading 

Excessive missing data 

TDev_AnonMicrosoft - I would trust an attribute-

based credential System developed by Microsoft. 
Low loading 

Excessive missing data 

TDev_AnonIBM - I would trust an attribute-based 

credential System developed by IBM. 

Low loading 

Excessive missing data 
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TDev_AnonSym - I would trust an attribute-based 

credential System developed by Symantec. 
Low loading 

Excessive missing data 

Trust in 

Practitioners 

TPrac_RecOwn - I agree that my health care 

providers own the information stored in their Medical 

Records systems. 

Low loading 

Cross loadings 

TPrac_ConsentUpdate - I believe that only with 

my consent, can medical practitioners who have treated 

me make entries or updates to my Electronic Health 

Records. 

Low loading 

Low communality 

Cross loadings 

TPrac_AccRights - I believe I have the right to 

access any information my health care providers keep 

about me. 

Low loading 

Low communality 

Excessive skewness 

Excessive kurtosis 

IT Awareness ITA_SmtCrdExp - I am experienced with the use of 

smart cards with embedded chips as used in eftpos 

transactions. 

Low loading 

Low communality 

Cross loadings 

ITA_Browse - How many years of experience do 

you have in Web Browsing? 

Low communality 

ITA_ConcTracked - I am concerned about the 

websites I browse being tracked. 
Low loading 

Low communality 

Cross loadings 

ITA_Biometrics - I believe that biometric systems 

are too invasive to use for authentication over the 

Internet i.e. fingerprint scanners, iris scanners, voice 

and facial recognition etc. 

Low loading 

Low communality 

Cross loadings 

Wish for 

Anonymity 

WA_SmtCrdReaderPriv - I believe a smart card 

reader attached to my computer would help to protect 

my online privacy. 

Low loading 

Low communality 

Cross loadings 

WA_SmtCrd30 - I would be prepared to purchase a 

smart card reader for my computer provided it cost no 

more than A$30. 

Low loading 

Low communality 

Cross loadings 

WA_DataIsData - I believe that if any information 

that identifies me that is stored in my Electronic Health 

Records is removed, then the data stored there is 

simply “data” that cannot be linked to me. 

Low communality 

Cross loadings 

WA_OrgTooMuch - I believe that many 

organisations collect more information about my 

personal details than they actually need to know. 

Low loading 

Low communality 

Cross loadings 

Excessive skewness 

Excessive kurtosis 

Use of Attribute-

Based Credentials 

AC_use_LearnAnon - I would like to learn more 

about attribute-based credentials. 
Low loading 

Low communality 

Cross loadings 

AC_use_ControlInf - If I were to make use of 

attribute-based credentials, I would like to be able to 

control what information is shown. 

Low loading 

Low communality 

Cross loadings 

Table 7.10 - Items Discarded from the EFA Solution 
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7.4.8 EFA Summary 

The EFA solution identified 6 factors that included 22 items that clearly loaded onto their 

related factors. The PCEHR Concerns factor was separated into two factors i.e. PCEHR 

Concerns and PCEHR Use and the Trust in Developers construct was marked for removal from 

the model due to adverse levels of missing data and excessive collinearity. Furthermore, 

problematic variables with low factor loadings and communalities were identified. Variable 

names were assigned to each of the items and the following table 7.11 summarises the resulting 

factor structure to be used as a guide for the initial design for the evaluation of the measurement 

model in the SEM process.  

Factor Items 

PCEHR Use PCEHR_Use_NoResEHR - I have no reservations about using 

Electronic Health Records. 

PCEHR_Use_GovIDSafe - I consider a government-controlled 

identification system to be the safest option for accessing Electronic 

Health Records. 

PCEHR Concerns PCEHR_ ConcIDTheft - I am concerned about using Electronic 

Health Records as it may make me vulnerable to identity theft. 

PCEHR_ ConcUnauthAcc - I am concerned about using Electronic 

Health Records as it may expose my health information to those who 

are not authorised to view it. 

PCEHR_ConcAccessControl - I believe that granting permission 

to access my Electronic Health Records should be fully controlled 

by me and no one else. 

Trust in 

Conventional 

Authentication 

TTec_PassSec - I believe that user name and password 

authentication is a secure method to authorise access to websites. 

TTec_EmailRegSec - I believe that email registration is a secure 

method to authenticate users. 

TTec_SmtCrdSec - I believe smart cards with embedded chips to be 

a secure form of identification. 

TTec_FinTransSec - I believe that financial transactions conducted 

over the Internet are done in a secure manner. 

Trust in 

Practitioners 

TPrac_TrustConf - I place a high degree of trust in the 

confidentiality of information held in the health care records by my 

health care providers and their staff. 

TPrac_TrustComp - I place a high degree of trust in the 

competence of my health care providers. 

IT Awareness ITA_ComSkill - I consider myself to have a high level of Computer 

Skills. 

ITA_WebTech - I consider myself to have a strong understanding 

of Web Technologies. 

ITA_Daily - Please indicate below how much time you would spend 

online on a daily basis. 
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Wish for 

Anonymity 

WA_AnonMobile - If an attribute-based credential system became 

available, I would use it from my mobile phone. 

WA_AnonSmtCrd - If an attribute-based credential system became 

available, I would use it from a smartcard. 

WA_AnonComp - If an attribute-based credential system became 

available, I would use it from my computer. 

WA_LikePseudos - I like the idea of using a pseudonym to identify 

myself rather than giving full details of my identity. 

Use of Attribute-

Based Credentials 

AC_use_AnonEff - I would be more likely to use attribute-based 

credentials for online authentication if it were more “efficient” than 

password authentication. 

AC_use_AnonConv - I would be more likely to use attribute-based 

credentials for online authentication if it were more “convenient” 

than trying to remember passwords. 

AC_use_AnonSec - I would be more likely to use attribute-based 

credentials for online authentication if it were more “secure” than 

password authentication. 

AC_use_CombAnon - I would like to be able to choose various 

combinations of attribute-based credentials such as a Driver’s 

Licence, Credit Card, Passport, Birth Certificate, Medicare Card etc. 

Table 7.11 - Factors and Items Derived from the EFA Solution (22 items) 

7.4.9 Descriptive Statistics for the Derived Factors 

Internal reliability is essential when working with multiple items, which is often the case in 

survey instruments. Reliability estimates resulting from the factor analysis were examined 

utilizing the Cronbach’s Alpha test to check for internal consistency. Cronbach’s Alpha is the 

most widely used method used to estimate reliability. As a benchmark a value of 0.8 is often 

used to judge the adequacy of a scale, however a more lenient value of 0.7 is often used in cases 

where there is a less substantial history of prior investigation (Hair et al. 2016; Kline 2011). 

Cronbach’s alpha coefficients are provided in table 7.12 following, together with the descriptive 

statistics regarding each of the derived factors. 
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Factor No. of Items Mean Std. Dev. Cronbach α 

Wish for Anonymity 4 5.108 5.184 .838 

Trust in Conventional 

Authentication 

4 3.662 4.678 .757 

IT Awareness 3 4.650 3.738 .682 

Trust in Practitioners 2 5.058 3.165 .847 

PCEHR Concerns 3 5.138 3.573 .691 

PCEHR Use 2 3.752 2.665 .482 

Use of Attribute-Based 

Credentials 

4 5.507 4.338 .790 

Table 7.12 - Descriptive Statistics of the Derived Factors (22 items) 

The Cronbach’s alpha results show several factors below the recommended threshold values. 

The factors of PCEHR Concerns and IT Awareness, fall slightly below 0.7 and PCEHR Use is 

well below. Closer examination of these factors and their associated items suggests that the 

Cronbach’s alpha value of 0.691 related to the PCEHR Concerns factor can be improved with 

the removal of the EHR_conc_ControlAccess item. Furthermore, the Cronbach’s alpha value 

of 0.682 related to the IT_Awareness factor can be improved with the exclusion of the 

ITA_Daily item. However, as the PCEHR Use factor was derived by separating items from the 

PCEHR Concerns construct into 2 factors some validity issues were expected regarding these 

two factors.  

Cronbach’s alpha assumes that there are no errors in measurement and as a result can 

underestimate reliability as discussed in chapter 6 “Data Analysis”, section 6.4.3. The AVE 

(average variance extracted) test, does however take into account measurement error and is 

calculated as the average of the sum of the squared multiple correlations of items that load onto 

a particular factor (Hair et al. 2016). The CR (composite reliability) test is calculated by 

dividing the square of the sum of the standardised regression weights by the square of the sum 

of the standardised regression weights plus the sum of 1 minus the square of the standardised 

regression weights for each relevant item. Composite reliability (CR) and the average variance 

extracted (AVE) estimates were calculated and examined as part of the assessment of the 

measurement model in Stage 4 of the SEM process as recommended by Hair et al. (2016). 
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7.4.10 Psychometric Properties of Key Variables 

The six-factor solution comprising 22 items shown above in table 7.12 accounted for 55.32% 

of the variance in the data set.  The means and standard deviations for each factor are reported 

together with Cronbach’s alpha. This places the scales on a common metric for easy 

comparison. The means were calculated by summing the means of each item for each factor 

and dividing by the number of items. The maximum and minimum scores possible for each 

item were 7 and 1 respectively. Displaying the means in this way allows for an initial check to 

evaluate the psychometric properties of the key outcome variables used in the study. 

7.4.10.1 Wish for Anonymity 

The mean of 5.108 for the Wish for Anonymity factor suggests that most respondents indicate 

that they would take advantage of an ABC system in efforts to preserve their privacy.  

Four questions that were shown to most reliably measure this factor are - 

• WA_AnonComp - If an attribute-based credential system became available, I would 

use it from my computer. 

• WA_AnonMobile - If an attribute-based credential system became available, I would 

use it from my mobile phone. 

• WA_AnonSmtCrd - If an attribute-based credential system became available, I would 

use it from a smartcard. 

• WA_LikePseudos - I like the idea of using a pseudonym to identify myself rather than 

giving full details of my identity. 

 

The mean values for these items were as follows: - 

• WA_AnonComp (M = 5.38) 

• WA_LikePseudos (M = 5.20) 

• WA_AnonMobile (M = 4.96)  

• WA_AnonSmtCrd (M = 4.90)  

Paired t-tests confirmed that significant differences exist between WA_AnonComp and 

WA_AnonMobile (t, [239] = 5.214, p < .01) and also between WA_AnonComp and 

WA_AnonSmtCrd (t, [239] = 5.703, p < .01. However, there was no significant difference shown 

to exist between other pairs. This suggests that respondents would be more inclined to use ABCs 

firstly from their computers ahead of a mobile phone or a smart card. The mean for 

WA_LikePseudos (M = 5.20) suggests that most respondents indicate that they like the idea of 

using a pseudonym for identification purposes. 
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An independent samples t-test indicated that significant differences existed within the gender 

category for WA_AnonComp (t, [238] = 2.195, p = .03) and WA_AnonMobile (t, [238] = 2.447, 

p = .015). Inspection of the means showed that male respondents showed a slightly higher mean 

for WA_AnonComp (M = 5.59) than those that indicated female (M = 5.20), similarly those that 

indicated male showed a slightly higher mean for WA_AnonMobile (M = 5.25) than those that 

indicated female (M = 4.72). This suggests to a minor degree that male respondents are more 

inclined to wish for anonymity than female respondents. The two other categorical groups of 

Registered (i.e. respondents that indicated they had registered for PCEHR) and Dependants (i.e. 

respondents that indicated they had dependants) showed no other significant differences related 

to items associated with the Wish for Anonymity factor. 

ANOVA (analysis of variance) tests were also conducted for age and registered that indicated 

that there were no significant differences related to the Wish for Anonymity factor. 

7.4.10.2 Trust in Conventional Authentication 

The mean for the Trust in Conventional Authentication factor was 3.662, slightly below the 

midpoint of the scale, which indicates that respondents are reserved regarding trust in the 

conventional authentication associated with authentication and the security of financial 

transactions. The four key questions used to measure this factor were - 

• TTec_FinTransSec - I believe that financial transactions conducted over the Internet 

are done in a secure manner. 

• TTec_PassSec - I believe that user name and password authentication is a secure 

method to authorise access to websites. 

• TTec_EmailRegSec - I believe that email registration is a secure method to authenticate 

users.  

• TTec_SmtCrdSec - I believe smart cards with embedded chips to be a secure form of 

identification. 

The mean values from highest to lowest among these items were as follows: -  

• TTec_FinTransSec (M = 4.24) 

• TTec_SmtCrdSec (M = 3.93) 

• TTec_PassSec (M = 3.48)  

• TTec_EmailRegSec (M = 3.00) 

A paired t-test was conducted for each pair of these variables that confirmed that significant 

differences did exist between each pair as follows: - 
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• TTec_FinTransSec and TTec_SmtCrdSec (t, [239] = 2.955, p = .003)  

• TTec_FinTransSec and TTec_PassSec (t, [239] = 6.884, p = .000)  

• TTec_FinTransSec and TTec_EmailRegSec (t, [239] = -11.540, p = .000) 

• TTec_PassSec and TTec_EmailRegSec (t, [239] = 6.408, p = .000) 

• TTec_PassSec and TTec_SmtCrdSec (t, [239] = -3.880, p = .000) 

• TTec_EmailRegSec and TTec_SmtCrdSec (t, [239] = -8.302, p = .000) 

These results suggest that respondents place a higher level of trust in the security of financial 

transactions conducted over the Internet above that of the security of smart cards followed by 

conventional password authentication. The use of email registration for authentication rated 

lowest.  

Independent t-tests and ANOVA tests confirmed that no significant differences associated with 

Trust in Conventional Authentication exist between any of the demographic categories included 

in the study. 

7.4.10.3 Trust in Practitioners 

The Trust in Practitioners factor showed a mean of 5.108, which falls above the midpoint of 

the scale and indicates that respondents place considerable trust in their health care providers 

and their staff. The two key questions that were used to measure this factor were - 

• TPrac_TrustComp - I place a high degree of trust in the competence of my health care 

providers. 

• TPrac_TrustConf - I place a high degree of trust in the confidentiality of information 

held in the health care records by my health care providers and their staff. 

The mean value for TPrac_TrustComp was (M = 5.24) and for TPrac_TrustConf it was (M = 

4.88). A paired t-test indicated a significant difference exists between these two variables (t, 

[239] = 4.479, p = .000). This suggests that respondents indicate that they place a higher level 

of trust in the competence of the health care providers above that of the confidentiality of 

information held in their health care records. 

Independent samples t-tests indicated significant differences within the registered category, 

associated with the TPrac_TrustComp (t, [238] = 2.689, p = .01) and the TPrac_TrustConf (t, 

[238] = 2.024, p = .04) items. Respondents that indicated they were registered for PCEHR 

showed a higher mean for both trust in the competence of their health care providers (M = 5.81) 

and the confidentiality of information held in their health care records (M = 5.52). Respondents 
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that indicated that they had not registered showed lower means (M = 5.15) and (M = 4.78) 

respectively. This result suggests that respondents that indicated a higher level of trust in their 

health carers were more inclined to be registered for PCEHR in the sample. No other differences 

were found in the results of the ANOVA tests for age and education related to Trust in 

Practitioners. 

7.4.10.4 IT Awareness 

The IT Awareness factor showed a mean of 4.650, which falls above the midpoint of the scale. 

The three key questions that emerged were - 

• ITA_ComSkill - I consider myself to have a high level of Computer Skills. 

• ITA_WebTech - I consider myself to have a strong understanding of Web Technologies 

and  

• ITA_Daily - Please indicate below how much time you would spend online on a daily 

basis. 

The highest mean value for items associated with this factor was for: - 

• ITA_ComSkill (M = 5.37), followed by  

• ITA_WebTech (M = 4.40) and then  

• ITA_Daily (M = 4.19) 

Paired t-tests indicate that significant differences exist between ITA_WebTech and 

ITA_ComSkill (t, [239] = -13.778, p < .01) and ITA_ComSkill and ITA_Daily (t, [239] = 9.612, 

p < .01) whereas there was no significant difference indicated between ITA_WebTech and 

ITA_Daily. These results suggest that respondents consider themselves to have a reasonably 

higher degree of computer skills as opposed to their understanding of web technologies. 

Regarding daily time spent on line, with a mean of 4.19 very close to the midpoint of the scale, 

respondents indicate an average of around 3 to 4 hours that they would spend online each day. 

The researchers expected that daily time spent online would contribute towards a higher level 

of computer skills, however it was considered that daily time spent online may contribute little 

towards the understanding of web technologies. 

An independent samples t-test indicated a difference that was significant (2016) in the gender 

category related to understanding of web technologies (t, [238] = 2.497, p = .013). Comparing 

the means indicated that male respondents when self-evaluating their understanding of web 

technologies indicated a higher level than did female respondents (M = 4.68 and F = 4.17).  
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Additionally, the results of an ANOVA test indicated significant differences existed in the age 

category related to computer skills and understanding of web technologies. Comparing the 

means revealed that as age increased, respondents indicated a lower level of computer skills 

and understanding of web technologies. This suggests that when self-evaluating their 

understanding of web technologies and computer skills younger respondents indicated higher 

levels. The results of the Independent t-tests and ANOVA tests confirmed that there were no 

significant differences associated with PCEHR Use regarding any of the other demographic 

categories included in the study. 

7.4.10.5 PCEHR Concerns 

The PCEHR Concerns factor involved questions that focussed upon respondents’ concerns 

regarding issues that may inhibit their readiness to make use of the PCEHR system. The three 

key questions that were considered in the EFA to most reliably represent this construct were as 

follows: - 

• EHR_conc_ConcUnauthAcc - I am concerned about using Electronic Health Records 

as it may expose my health information to those who are not authorised to view it and 

• EHR_conc_ConcIDTheft - I am concerned about using Electronic Health Records as 

it may make me vulnerable to identity theft. 

• EHR_conc_ControlAccess - I believe that granting permission to access my Electronic 

Health Records should be fully controlled by me and no one else. 

The mean for this factor was 5.138, indicating that respondents held reasonable concerns 

regarding identity theft and unauthorised access related to their health records. The mean values 

from highest to lowest among these items were as follows: -  

• EHR_conc_ControlAccess (M = 5.830) 

• EHR_conc_ConcUnauthAcc (M = 5.040) 

• EHR_conc_ConcIDTheft (M = 4.650) 

A paired t-test confirmed significant differences exist between each pair as follows: - 

• EHR_conc_ConcUnauthAcc and EHR_conc_ConcIDTheft  

(t, [239] = -4.709, p = .000) 

• EHR_conc_ConcUnauthAcc and EHR_conc_ControlAccess  

(t, [239] = -6.537, p = .000) and 

• EHR_conc_ConcIDTheft and EHR_conc_ControlAccess  

(t, [239] = -10.802, p = .000) 
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These results suggest that respondents show more concerns related to the use of PCEHR 

regarding control of access and unauthorised access than they do for identity theft. Independent 

t-tests and ANOVA tests confirmed that no significant differences associated with PCEHR 

Concerns exist between any of the demographic categories included in the study. 

7.4.10.6 PCEHR Use 

The PCEHR Use factor included survey questions intended to measure respondents’ attitudes 

towards their preparedness to make use of the PCEHR system. The two key questions retained 

in the factor solution were - 

• PCHR_use_NoResEHR - I have no reservations about using Electronic Health 

Records and 

• PCHR_use_GovIDSafe - I consider a government-controlled identification system to 

be the safest option for accessing Electronic Health Records. 

The mean score for this factor was 3.752 and is slightly below the midpoint of 4 for the scale, 

which indicates that respondents are cautious regarding making use of the PCEHR system. 

Considering that in our convenience-based sample around 13% of respondents indicated that 

they had previously registered for PCEHR and that this represented by comparison around 5 

times that of the percentage of the national population that had registered. Preparedness for 

respondents to make use of PCEHR can be considered as moderately reserved. Paired t-tests 

indicated that the difference between the means of PCHR_use_NoResEHR (M = 3.95) and 

PCHR_use_GovIDSafe (M = 3.49) was significant (t, [239] = 3.630, p = .000). While 

respondents show moderate reservations towards the use of PCEHR, they indicate that they are 

more reserved regarding the safety of the government’s authentication system.  

The results of Independent t-tests and ANOVA tests confirmed that there were no significant 

differences associated with PCEHR Use regarding any of the demographic categories included 

in this study. 

7.4.10.7 Use of Attribute-Based Credentials 

The Use of Attribute-Based Credentials factor had a mean of 5.507. The four key variables that 

loaded on this factor were - 

• AC_use_AnonSec - I would be more likely to use attribute-based credentials for online 

authentication if it were more “secure” than password authentication. 

• AC_use_AnonEff - I would be more likely to use attribute-based credentials for online 

authentication if it were more “efficient” than password authentication. 
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• AC_use_AnonConv - I would be more likely to use attribute-based credentials for 

online authentication if it were more “convenient” than trying to remember passwords. 

• AC_use_CombAnon - I would like to be able to choose various combinations of 

attribute-based credentials such as a Driver’s Licence, Credit Card, Passport, Birth 

Certificate, Medicare Card etc. 

 

The mean rankings for these items are as follows: - 

• AC_use_AnonSec (M = 6.00)  

• AC_use_AnonEff (M = 5.53) 

• AC_use_AnonConv (M = 5.33) 

• AC_use_CombAnon (M = 5.17) 

Paired t-tests showed that significant differences exist between five of the pairs as follows: - 

• AC_use_AnonSec and AC_use_AnonEff (t, [239] = -6.720, p = .000),  

• AC_use_AnonSec and AC_use_AnonConv (t, [239] = -7.801, p = .000) 

• AC_use_AnonSec and AC_use_CombAnon (t, [239] = 8.148, p = .000) 

• AC_use_AnonEff and AC_use_AnonConv (t, [239] = -2.811, p = .005) 

• AC_use_AnonEff and AC_use_CombAnon (t, [239] = 3.622, p = .000) 

No significant difference was shown to exist between the AC_use_AnonConv and 

AC_use_CombAnon items. The mean of 5.507, well above the midpoint of the scale, for Use 

of Attribute-Based Credentials suggests that most respondents indicate that they would use 

ABCs over conventional password authentication and that the most important motivation for 

use is security, followed by efficiency and then convenience and the ability to combine 

credentials together.  

Results of the independent t-tests and ANOVA tests showed no significant differences 

associated with Use of Attribute-Based Credentials exist among any of the demographic 

categories of gender, registered, dependents, age or education. 

7.5 Structural Equation Modelling 

The next step in the data analysis involves the use of structural equation modelling (SEM). 

SEM offers a means for testing hypotheses regarding relationships between latent and observed 

variables by evaluating a number of multiple regression equations simultaneously (Hair et al. 

2016; Kline 2011). Therefore, SEM is a suitable technique to test a number of relationships 

such as those represented in the conceptual model (see figure 3.8, chapter 3 “Theory 
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Underpinning the Research”). Chapter 6 “Data Analysis” discussed the merits of using SEM in 

the context of this study and the procedures that were taken. The following sections report the 

results of the SEM analysis. 

7.6 SEM Stage 1 - Defining the individual constructs  

Stage 1 of the six stage approach recommended by Hair et al. (2016) involves defining the 

individual constructs and the items that are to be used as variables in the specification of the 

measurement model. The EFA carried out in the previous step produced a solution comprised 

of seven factors and included a total of 22 items that were considered to reliably measure each 

of the factors. Table 7.13 following lists the factors and items used in the initial measurement 

model. 

Latent Variable Questions 

Factor 

Loadings 

Initial  

Model (22 

items) 

Wish for 

Anonymity 

If an attribute-based credential system became available, I 

would use it from my mobile phone. 

If an attribute-based credential system became available, I 

would use it from a smartcard. 

If an attribute-based credential system became available, I 

would use it from my computer. 

I like the idea of using a pseudonym to identify myself rather 

than giving full details of my identity. 

.883 

 

.882 

 

.780 

 

.429 

Trust in 

Conventional 

Authentication 

I believe that user name and password authentication is a secure 

method to authorise access to websites. 

I believe that email registration is a secure method to 

authenticate users. 

I believe that financial transactions conducted over the Internet 

are done in a secure manner.  

I believe smart cards with embedded chips to be a secure form 

of identification. 

.869 

 

.800 

 

.491 

 

.420 

IT Awareness 

I consider myself to have a strong understanding of Web 

Technologies. 

I consider myself to have a high level of Computer Skills. 

Please indicate below how much time you would spend online 

on a daily basis. 

.925 

 

.784 

.375 

Trust in 

Practitioners 

I place a high degree of trust in the confidentiality of 

information held in the health care records by my health care 

providers and their staff. 

I place a high degree of trust in the competence of my health 

care providers. 

.958 

 

 

.789 
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PCEHR Concerns 

I am concerned about using Electronic Health Records as it may 

make me vulnerable to identity theft. 

I am concerned about using Electronic Health Records as it may 

expose my health information to those who are not authorised 

to view it. 

I believe that granting permission to access my Electronic 

Health Records should be fully controlled by me and no one 

else.  

.822 

 

.778 

 

 

.395 

 

PCEHR Use 

I have no reservations about using Electronic Health Records. 

I consider a government-controlled authentication system to be 

the safest option for accessing Electronic Health Records. 

.674 

 

.473 

 

 

Use of Attribute-

Based Credentials 

I would be more likely to use attribute-based credentials for 

online authentication if it were more “efficient” than password 

authentication. 

I would be more likely to use attribute-based credentials for 

online authentication if it were more “convenient” than trying 

to remember passwords. 

I would be more likely to use attribute-based credentials for 

online authentication if it were more “secure” than password 

authentication. 

I would like to be able to choose various combinations of 

attribute-based credentials such as a Driver’s Licence, Credit 

Card, Passport, Birth Certificate, Medicare Card etc. 

.898 

 

 

.797 

 

 

.724 

 

 

.444 

Table 7.13 - Initial Measurement Model Factor Loadings 

The factor loadings shown in table 7.13 above indicate that each item loaded appropriately onto 

its respective construct and suggest that the survey questions selected are appropriate for 

examining their respective constructs.  

7.7 SEM Stage 2 - Develop and Specify the Measurement Model  

Development of a measurement model has been proposed by some proponents of SEM as a 

stage required to confirm the relationships among the factors and the variables comprising those 

factors prior to their inclusion in the structural model (Hair et al. 2016; Kline 2011).  However, 

another train of thought is that the measurement and structure models are developed together in 

the same step (Hair et al. 2016; Kline 2011). 

For this study, we have chosen the latter as the factor structures and the relationships among 

them have been clearly established in the previous section. Furthermore, the correlations among 

the factors, reported previously, show there are clear relations and that the structures are well 

suited to take forward into SEM. 
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Developing and testing a measurement model with all constructs being covariate would not 

reveal any additional statistical information or refinements that have not already been 

established through the EFA, such as correlations among the factors, and descriptive analyses 

of the factors and variables that load onto each factor. 

7.8 SEM Stage 3 - Designing the Study to Produce Practical Results 

Stage 3 of the six-stage approach recommended by Hair et al.(2016) includes assessing the 

minimum sample size, the estimation technique, the missing data approach, multicollinearity, 

homoscedasticity, univariate normality, linearity, multivariate normality and common method 

variance. While most of these concerns have already been examined, they are readdressed in 

summary in the following. 

Sample size was discussed in chapter 6 “Data Analysis”, section 6.10.1 and it was determined 

that the sample size collected was adequate for this study. The estimation technique was also 

discussed in chapter 6 “Data Analysis”, section 6.10.2 where maximum likelihood estimation 

(MLE) was considered to be the most appropriate estimation technique to use. The missing data 

approach was also discussed earlier in this chapter in section 7.2, where mean substitution was 

determined to be the most appropriate approach to take. Predominately most of the missing data 

was associated with a single construct representing trust in developers. Multicollinearity was 

examined using the Variation Inflation Factor (VIF) and the Tolerance statistics in a linear 

regression analysis provided by SPSS and reported earlier in this chapter in section 7.4.6 where 

multicollinearity was found to exist among items also related to the Trust in Developers 

construct and consequentially the construct was discarded from the model. 

Homoscedasticity, univariate normality and linearity were assessed earlier in this chapter in 

section 7.3, where no issues were found regarding these assumptions. Common method 

variance and multivariate normality are now discussed in the following sections. 

7.8.1 Common Method Variance  

Common method variance refers to a bias in the data caused by the method of measurement, 

which may have influenced the responses (Gaskin 2016). Using a sole method for example in 

an online survey, a response bias may be inadvertently introduced that influences the responses 

given. Common method bias is indicated where most of the variance can be attributed to a 

single factor (Gaskin 2016). Method effects are considered to be an attribute associated with 
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each measured item, and high correlations between their residuals may indicate common 

method variance (Kline, 2011). 

Two tests for common method bias include Harman’s single factor test and the common latent 

factor (CLF) test. Harman’s single factor test involves entering all the measured items into an 

un-rotated factor analysis where the number of factors to be extracted is constrained to one. 

Where there is common method bias the single factor will explain most of the variance within 

the model for example more than 50% (Gaskin 2016). The CLF method in comparison uses a 

hypothetical latent variable by which to identify any common variance among the indicators. 

In a CLF model, all of the observed variables are loaded onto the hypothetical common latent 

factor, together with their individual latent factors. The model should continue to show a good-

fit to the data and any significant parameter estimates in the hypothesised model should also 

remain significant in the CLF model. Where common method bias is indicated, the common 

latent factor is retained in the structural model and the model is said to be common method bias 

adjusted (Gaskin 2016). 

Harman’s test was conducted in SPSS and the results of the analysis indicated that the single 

factor explained no more than 17.5% of the variance within the model, which is well below 

50% of the variance. As a further test, the common latent factor test was carried out on the 

measurement model using AMOS that indicated that the common latent factor accounted for 

no more than 11% of the variance within the model. These tests confirm that common method 

bias does not represent an issue in this research. 

7.8.2 Multivariate Normality 

Multivariate normal distribution of sample data is a key concern when testing a measurement 

model in SEM (Curran, West & Finch 1996; Gao, Mokhtarian & Johnston 2008). Often real-

world survey data does not have multivariate or even univariate, normal distributions (Gao, 

Mokhtarian & Johnston 2008). In these circumstances, the researcher should be cautious 

especially when applying a normal theory-based estimation method such as MLE to a sample 

having a multivariate non-normal distribution (Kline 2011).  

While slight departures from normal distributions of individual variables may fall within 

acceptable bounds, when used collectively this may lead to an unacceptable level of 

multivariate skewness and or kurtosis. One approach to handling problems with univariate 

normality, which may also deal with multivariate normality, is to use transformations (Gao, 
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Mokhtarian & Johnston 2008). The result of making use of a transformation is that one area of 

a distribution is compressed more than the other, and consequently this transforms its shape, 

yet not the rank order of the values. Another approach involves the deletion of outliers that 

contribute most strongly to the departure from normality (Gao, Mokhtarian & Johnston 2008). 

When univariate non-normality is modest, transformation has merely a slight effect (Gao, 

Mokhtarian & Johnston 2008). In comparison with transformation, removing outliers aims at 

reducing the multivariate skewness and kurtosis of the original data and furthermore has no 

effect upon the linearity of the data (Gao, Mokhtarian & Johnston 2008). 

AMOS provides a means to assess multivariate normality that utilises Mardia’s index of 

multivariate kurtosis (Hair et al. 2016; Kline 2011). Outliers are indicated by their Mahalanobis 

distances, which represent observations farthest from the centroid. Deleting outliers decreases 

Mardia’s multivariate kurtosis, however establishing a value that represents an acceptable level 

of multivariate normality for reasonably unbiased results is the primary concern when assessing 

multivariate normality (Curran, West & Finch 1996; Gao, Mokhtarian & Johnston 2008; 

Harlow 1986). Studies have shown that the chi-squared statistics were not significantly inflated 

and that parameter estimates have remained unbiased when univariate skewness and kurtosis 

were less than 2 and 8 respectively with a Mardia’s index as high as 49 (2008).  

Multivariate normality was assessed for the initial measurement model that was based upon the 

EFA, where all variables showed acceptable levels of univariate normality consistent with those 

reported in chapter 5 “Descriptive Statistics”. However, the results of the multivariate normality 

tests returned a Mardia’s index of 123.4 with a critical ratio of 29.4, which suggested a 

considerable level of multivariate non-normality. The recommendations of Gao, Mokhtarian 

and Johnston (Gaskin 2016) suggest that an improvement in multivariate normality is most 

effectively achieved by deleting outliers based upon their Mahalanobis distances as opposed to 

applying transformations.  

Following the above guidelines, during Stage 4 of the SEM process, outliers were removed 

from the model, case by case until a level of multivariate normality within the guidelines was 

achieved. A total of 16 cases were removed, which resulted in a substantial improvement in 

multivariate normality, where the final result was a Mardia’s index of 51 with a critical ratio of 

14.2. As a result of eliminating these outliers, an acceptable level of multivariate normality was 

achieved.  
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7.9 SEM Stage 4 - Assessing measurement model validity 

A fourth stage recommended in the six-stage approach to SEM is the establishment of the 

validity of the measurement model prior to testing the structural model.  This stage is essential 

if model development is exploratory and there is little in terms of established modelling in the 

domain in which the research is being conducted. This includes testing for construct validity, 

reliability and goodness-of-fit and involves re-specification of the model in a reiterative manner 

until the model meets acceptable standards that support trustworthy results. While the model to 

be tested in this research is based on TAM, it is exploring a new domain and the results are 

largely exploratory. As a result, while the EFA has established the factorial structures, the 

reliability and validity estimates derived from examination of the measurement model are 

examined in the following sections.  While it could be construed to be unnecessary, it serves to 

validate the structures and as a result of the ‘modifications’ resulting from the analysis, some 

changes were made to the observed variables that were taken forward to the analysis of the 

structural model. 

7.9.1 Reliability and Validity Estimates 

The average variance extracted (AVE) and composite reliability (CR) values were calculated 

from the squared multiple correlations and the standardized regression weights of items 

associated with factors represented in the measurement model. Standardized regression weights 

together with squared multiple correlations for a measurement model can be output by AMOS 

and then used to calculate the CR and AVE values for each factor represented in the model. 

The results are displayed below in table 7.14 below. The CR values indicate reliability issues 

when the value falls below 0.7 and the AVE values indicate convergent validity issues when 

the value falls below 0.5 (Gaskin 2016). 

Factor 
Initial model 22 items Adopted model 18 items 

CR AVE CR AVE 

Wish for Anonymity .843 .588 .901 .752 

Trust in Conventional 

Authentication 
.753 .453 .758 .536 

IT Awareness .758 .537 .761 .538 

Trust in Practitioners .869 .770 .893 .807 

PCEHR Concerns .718 .479 .810 .681 

PCEHR Use .499 .339 .460 .304 

Use of Attribute-Based 

Credentials 
.817 .541 .884 .719 

Table 7.14 - Results of the Composite Reliability and Average Variance Extracted Tests 
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The initial results of the CR and AVE tests suggested that there were a few validity and 

reliability issues associated with the Trust in Conventional Authentication, PCEHR Concerns 

and PCEHR Use constructs. A number of specification searches were then conducted in an 

effort to improve the CR and AVE results.  

A specification search is a trial and error strategy that makes use of model diagnostics that may 

suggest modifications to improve model fit (Hair et al. 2016). Actually, any modification made 

to the model can be considered to be a specification search (Hair et al. 2016). Although 

reasonably good model fit was achieved with the initial model, attaining better reliability and 

validity statistics was the primary motive for re-specification of the model. Firstly, items that 

showed low loadings were identified and systematically removed and the CR and AVE statistics 

were then re-examined. This process was repeated until acceptable CR and AVE values were 

achieved and 4 items listed in table 7.15 below were finally removed from the model.  

Latent Variable Questions 
Factor 

Loadings 

Wish for 

Anonymity 

I like the idea of using a pseudonym to identify myself rather than giving 

full details of my identity. 
.429 

Trust in 

Conventional 

Authentication 

I believe smart cards with embedded chips to be a secure form of 

identification. 
.420 

PCEHR Concerns 
I believe that granting permission to access my Electronic Health 

Records should be fully controlled by me and no one else.  
.395 

 

Use of Attribute-

Based Credentials 

I would like to be able to choose various combinations of attribute-based 

credentials such as a Driver’s Licence, Credit Card, Passport, Birth 

Certificate, Medicare Card etc. 

.444 

Table 7.15 - Items Excluded from the Initial Measurement Model 

After the measurement model was respecified, a re-evaluation of Cronbach’s alpha was carried 

out. The final results are shown below in table 7.16 following. 

Factor No. Items Mean Std. Dev. Cronbach α 

Wish for Anonymity 3 5.156 4.042 .894 

Trust in Conventional Authentication 3 3.574 4.403 .718 

IT Awareness 3 4.650 3.637 .676 

Trust in Practitioners 2 5.109 3.069 .876 

PCEHR Concerns 2 4.830 2.844 .807 

PCEHR Use 2 3.711 2.523 .446 

Use of Attribute-Based Credentials 3 5.666 3.386 .874 

Table 7.16 - Descriptive Statistics of the Factors Derived from the EFA (18 Items) 



Chapter 7 - Results 

 

179 

 

The reliability estimates derived from the factor analysis using Cronbach’s alpha, shown in 

table 7.16 above, in combination with the AVE (average variance extracted) and CR (composite 

reliability) tests shown in table 7.14, indicate that there are validity issues associated with the 

PCEHR Use factor. All other factors satisfy sufficient criteria to be considered as reliable. As 

the PCEHR Use factor was derived from a division of items associated with the PCEHR 

Concerns factor, some issues were expected to arise as mentioned in section 7.4.5. Goodness-

of-fit (GOF) was then re-examined. The initial measurement model and the final measurement 

model GOF results are discussed in the next section.  

7.9.2 Goodness of Fit 

The initial measurement model included 22 survey items that emerged from the EFA and then 

underwent several modifications that improved multi-variate normality, validity and reliability 

and goodness-of-fit. After modification as a result of these analyses, the final measurement 

model consisted of 7 constructs and 18 indicators and improved the results for all of the 

goodness-of-fit indices. Table 7.17 below shows the results.  

Fit 

index 

Initial 22 

item 

Model 

Final 18 

item 

Model  

Chi-Square 

difference 

test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good fit 

achieved? 

x2 329.428 145.531 183.897  Yes - 

df 186 114 72  Yes - 

p 0.000 0.025  > .05 Yes Acceptable 

x2/df 1.771 1.277  ≤ 3 Yes Yes 

SRMR 0.067 0.055  ≤ .05 Yes Yes 

RMSEA 0.057 0.035  ≤ .08 Yes Yes 

GFI 0.893 0.935  ≥ .9 Yes Yes 

CFI 0.931 0.982  ≥ .95 Yes Yes 

TLI 0.914 0.976  ≥ .95 Yes Yes 

Table 7.17 - GOF Statistics comparing the Initial and Final Measurement Models 

The GOF rules of thumb shown in table 7.17 above have been set according to the study’s 

sample size as recommended by Hair et al. (2016) and outlined in table 6.3, chapter 6 “Data 

Analysis”.  

7.10 Final Specification of the Measurement Model  

While it can be difficult to decide, if a model has good fit or not, it is much easier to establish 

that one model has better fit than another. Although model re-specification can improve model 

fit, any modifications should also take into account the theory that is to be tested as opposed to 
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making changes simply for the purpose of improving model fit (Hair et al. 2016). The final 

measurement model, after modifications, is shown in figure 7.1 following.  The analyses 

conducted in this stage has served to confirm the constructs that will be tested in the structural 

model.  In this stage all the constructs have been treated as covariate for purposes of confirming 

their reliability and deriving the measures from the analysis to enable refinement prior to 

analysis of the structural model.  It needs to be highlighted that this stage has not sought to test 

the hypothesised relationships among the constructs, only to confirm their validity before 

undertaking the final stage of the modelling process, which is to examine the theorised 

relationships in a structural model.  This involves assigning the hypothesised relationships 

(paths) between the constructs based upon the conceptual model and discussed in section 7.11. 
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Figure 7.1 - Final Measurement Model Path Diagram. 
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7.11 SEM Stage 5 - Structural Model Specification 

Specification of the structural model involves the modification of the measurement model to 

signify the hypothesised paths. There were 13 hypotheses made in chapter 4 “Methodology” 

that are depicted in figure 7.2 and tabulated in table 7.18 following. 

 

 

 

 

 

 

 

 

 

Hypotheses Paths 

H1: Use of Attribute-Based Credentials → PCEHR Use 

H2: Trust in Conventional Authentication → PCEHR Use 

H3: Trust in Practitioners → PCEHR Use 

H4: PCEHR Concerns → PCEHR Use 

H5: Trust in Conventional Authentication → PCEHR Concerns 

H6: Trust in Practitioners → PCEHR Concerns 

H7: Trust in Developers → Trust in Conventional Authentication 

H8: IT Awareness → Trust in Conventional Authentication 

H9: Trust in Developers → Use of Attribute-Based Credentials 

H10: Trust in Conventional Authentication → Use of Attribute-Based Credentials 

H11: Trust in Conventional Authentication → Wish for Anonymity 

H12: IT Awareness → Wish for Anonymity 

H13: Wish for Anonymity → Use of Attribute-Based Credentials 

Table 7.18 - Hypothesised Paths 

Specification of the structural model starts with the measurement model, which is modified by 

including the hypothesised paths based upon the conceptual model. The initial structural model 

is depicted in figure 7.3 below. Note that the Trust in Developers construct has not been 

included in the diagram. 

Figure 7.2 - Hypothesised structural path model including all hypothesised paths 
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Figure 7.3 - Initial Structural Model Path Diagram. 
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Figure 7.3 above shows the standardised regression weights (factor loadings), covariances and 

squared multiple correlations (variance explained) of the factors and their related items. 

Displaying the model in this way gives an overview of the relationships amongst the 

hypothesised structures. The following section now addresses validity and the re-specification 

of the structural model. 

7.12 SEM Stage 6 - Assessing the Structural Model 

Once the initial structural model has been specified, the model should then be examined for 

goodness-of-fit and re-specified if necessary before the structural relationships are assessed. 

The same GOF indexes used to evaluate the measurement model were also used to analyse the 

structural model. Although the observed data are still represented in the structural model by the 

same observed sample covariance matrix as the measurement model, in a structural model some 

of the relationships between constructs are constrained to zero. A new SEM estimated 

covariance matrix is calculated, which is different to that of the measurement model.  

7.12.1 Model Validity  

The closer the observed sample covariance matrix is to the estimated covariance matrix, the 

better the model is said to fit. Consequently, for most conventional SEM models the chi-square 

GOF value for the structural model will generally be higher than the chi-square GOF value of 

the measurement model (Hair et al. 2016). The GOF statistics comparing the final measurement 

model to the initial structural model with all hypothesised paths specified are shown below in 

table 7.19. 

Fit index 

Final 

Measurement 

Model 

Initial 

Structural 

Model  

Chi-Square 

difference 

test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good 

fit 

achieved? 

x2 145.531 329.428 183.897  No - 

df 114 123 9  No - 

p 0.025 0.006  > .05 No No 

x2/df 1.277 1.353  ≤ 3 No Yes 

SRMR 0.055 0 .072  ≤ .05 No No 

RMSEA 0.035 0.040  ≤ .08 No Yes 

GFI 0.935 0.925  ≥ .9 No Yes 

CFI 0.982 0.976  ≥ .95 No Yes 

TLI 0.976 0.970  ≥ .95 No Yes 

Table 7.19 - GOF Statistics of the Final Measurement Model and the Initial Structural Model. 
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As can be seen in in table 7.19 above, the results for the initial structural model, with all 

hypothesised paths specified, suggested a poorer fit when compared to the final measurement 

model. The comparison shows that the results of all GOF tests have diminished particularly the 

Chi-square x2 and significance (p) of the Chi-square tests.  

When a path that is hypothesised to exist between latent factors is not found to be significant, 

before it can be discounted, a test for statistical power should be conducted in order to 

confidently remove the path from the model (2016). A power analysis determines whether a 

model is strong enough to be able to determine whether significant effects actually exist. Gaskin 

(2016) recommends the use of a statistical power calculator when hypothesised paths within a 

structural model are found to be insignificant. A post-hoc statistical power calculator was 

sourced (Soper 2015) and a power analysis was conducted for each of the hypotheses that were 

found to be insignificant (Hair et al. 2016). The results of the tests confirmed that the sample 

size was sufficient in order to confidently eliminate each of the insignificant paths from the 

model. 

A specification search was conducted and there were an additional three significant 

relationships that were found to exist between the following factors: - 

• Trust in Practitioners → Wish for Anonymity 

• Trust in Practitioners → Trust in Conventional Authentication 

• IT Awareness → PCEHR Concerns 

A power analysis was then conducted for each of these paths that confirmed that there was 

sufficient statistical power to be able to confidently include these relationships in the final 

structural model. Table 7.20 following compares the GOF results of the initial structural model 

to the final structural model. 
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Fit 

index 

Initial 

Structural 

Model 

Final 

Structural 

Model  

Chi-Square 

difference 

test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good fit 

achieved? 

x2 329.428 154.269 175.159  Yes - 

df 123 124 1  Yes - 

p 0.006 0.034  > .05 Yes Acceptable 

x2/df 1.353 1.244  ≤ 3 Yes Yes 

SRMR 0 .072 0.059  ≤ .05 Yes Acceptable 

RMSEA 0.040 0.033  ≤ .08 Yes Yes 

GFI 0.925 0.931  ≥ .9 Yes Yes 

CFI 0.976 0.983  ≥ .95 Yes Yes 

TLI 0.970 0.979  ≥ .95 Yes Yes 

Table 7.20 - GOF Statistics of the Initial Structural Model and the Final Structural Model 

7.12.2 Testing the Hypotheses 

In order that the assessment of the structural path analysis outcomes are easier to follow, the 

hypotheses, loadings, standardised direct, indirect and total effects, mediating variables and 

outcomes are presented below in table 7.21. The final structural model showing standardised 

regression weights, covariances and squared multiple correlations then follows in figure 7.4. 

The final results after all insignificant paths were removed and each of the additional significant 

paths that were identified were added to the model are shown in table 7.22. The path analysis 

results are then reviewed concerning each of the hypotheses and for each of the significant paths 

that were identified. 
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Hypotheses Loadings Effects 

 Paths 

Regression 

Weights 

Significance 

Level 

Std. Direct 

Effects 

Std. Indirect 

Effects 

Mediating 

Variable/s 

Std. Total 

Effects Outcome 

H1: 
Use of Attribute-Based Credentials → 

PCEHR Use  
.149 .047 .170 - - .170 Accepted 

H2: 
Trust in Conventional Authentication → 

PCEHR Use 
.154 .016 .228 .215 

PCEHRC, 

WA & UAC 
.442 Accepted 

H3: Trust in Practitioners → PCEHR Use .254 .000 .429 .064 PCEHRC .493 Accepted 

H4: PCEHR Concerns → PCEHR Use -.525 .000 -.674 - - -.674 Accepted 

H5: 
Trust in Conventional Authentication → 

PCEHR Concerns 
-.312 .000 -.358 - - -.358 Accepted 

H6: 
Trust in Practitioners → PCEHR 

Concerns 
-.072 .199 -.094 - - -.094 Rejected 

H7: 
Trust in Developers → Trust in 

Conventional Authentication 
Trust in Developers was discarded from the model Inconclusive 

H8: 
IT Awareness → Trust in Conventional 

Authentication 
-.078 .329 -.071 - - -.071 Rejected 

H9: 
Trust in Developers → Use of Attribute-

Based Credentials 
Trust in Developers was discarded from the model Inconclusive 

H10: 
Trust in Conventional Authentication → 

Use of Attribute-Based Credentials 
-.051 .308 -.066 -.090 WA -.156 Rejected 

H11: 
Trust in Conventional Authentication → 

Wish for Anonymity 
-.185 .008 -.191 - - -.191 Accepted 

H12: IT Awareness → Wish for Anonymity .098 .217 .092 .014 TCA .106 Rejected 

H13: 
Wish for Anonymity → Use of Attribute-

Based Credentials 
.376 .000 .472 - - .472 Accepted 

Table 7.21 – Hypotheses relating to the initial structural model 
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Figure 7.4 - Final Structural Model Path Diagram. 
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Hypotheses Loadings Effects 

 Significant Paths 
Regression 

Weights 

Significance 

Level 

Std. Direct 

Effects 

Std. Indirect 

Effects 

Mediating 

Variable/s 

Std. Total 

Effects Outcome 

H1: 
Use of Attribute-Based Credentials 

→ PCEHR Use  
.149 .045 .164 - - .164 Accepted 

H2: 
Trust in Conventional Authentication 

→ PCEHR Use 
.173 .014 .236 .235 

PCEHRC, WA 

& UAC 
.471 Accepted 

H3: 
Trust in Practitioners → PCEHR 

Use 
.257 .000 .419 .110 

TCA, 

PCEHRC, WA 

& UAC 
.529 Accepted 

H4: PCEHR Concerns → PCEHR Use -.529 .000 -.655 - - -.655 Accepted 

H5: 
Trust in Conventional Authentication 

→ PCEHR Concerns 
-.351 .000 -.387 - - -.387 Accepted 

H11: 
Trust in Conventional Authentication 

→ Wish for Anonymity 
-.236 .000 -.234 - - -.234 Accepted 

H13: 
Wish for Anonymity → Use of 

Attribute-Based Credentials 
.388 .000 .487 - - .487 Accepted 

 
Trust in Practitioners → Wish for 

Anonymity 
.130 .039 .154 -.048 TCA .106 Accepted 

 
Trust in Practitioners → Trust in 

Conventional Authentication 
.174 .005 .207 - - .207 Accepted 

 IT Awareness → PCEHR Concerns -.165 .029 -.165 - - -.165 Accepted 

Table 7.22 – Significant paths relating to the final structural model 
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7.12.3 Review of the Path Analysis Results 

The results depicted in table 7.21 provide support for the acceptance of hypotheses 1, 2, 3, 4, 5, 

11 and 13. The results also provide support that hypotheses 6, 8, 10, and 12 should be rejected. 

In the initial structural model, Use of Attribute-Based Credentials, PCEHR Concerns, Trust in 

Conventional Authentication and Trust in Practitioners together predict 86% of the variance of 

PCEHR Use. Furthermore, Wish for Anonymity and Trust in Conventional Authentication 

predict 24% of the variance of Use of Attribute-Based Credentials, while only 5% of the 

variance of Wish for Anonymity is predicted by Trust in Conventional Authentication and IT 

Awareness. In addition, only 1% of the variance of Trust in Conventional Authentication is 

predicted by IT Awareness. Finally, Trust in Practitioners and Trust in Conventional 

Authentication account for 14% of the variance of PCEHR Concerns.  

Hypothesis 1 states that the use of ABCs should be positively and significantly correlated with 

the use of personally controlled electronic health records. The results of the initial structural 

model support the acceptance of hypothesis 1 and show a positive and significant relationship 

between Use of Attribute-Based Credentials and PCEHR Use (β = .17, p <.05). The results of 

the final model were similar (β = .16, p <.05). This suggests that hypothesis 1 should be 

accepted. 

Four constructs including Use of Attribute-Based Credentials, Trust in Practitioners, Trust in 

Conventional Authentication and PCEHR Concerns, each regress upon the penultimate 

construct of PCEHR Use. The results show that there is a relationship where the Use of 

Attribute-Based Credentials has a significant and positive effect upon PCEHR Use. Therefore, 

this result supports the primary objective of the study, which is to assess the potential for the 

use of ABCs to enhance patient use of the Australian PCEHR system. 

Hypothesis 2 states that trust in conventional authentication should be both positively and 

significantly correlated with the use of personally controlled electronic health records. The 

results of the initial structural model support the acceptance of hypothesis 2 showing that the 

relationship between Trust in Conventional Authentication and the use of personally controlled 

electronic health records is both positive and significant (ß = .23, p <.05).  

Furthermore, Trust in Conventional Authentication also has a number of indirect effects upon 

the PCEHR Use. Firstly, the results show that Trust in Conventional Authentication has a 

significantly negative effect upon PCEHR Concerns (β = -.36, p < .001) and a significantly 
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negative effect upon Wish for Anonymity (β = -.19, p < .01). These results imply that as Trust 

in Conventional Authentication increases, PCEHR Concerns and Wish for Anonymity both 

decrease. Finally, the total effects of Trust in Conventional Authentication upon PCEHR Use 

was found to be both positive and significant (β = .44, p < .05). The final model produced a 

similar outcome (β = .47, p < .05). Based upon these results, hypothesis 2 should be accepted 

and the path retained in the final model. 

The findings show that as Trust in Conventional Authentication increases PCEHR Use also 

increases. The results also show that as Trust in Conventional Authentication increases, PCEHR 

Concerns diminish. Furthermore, as Trust in Conventional Authentication increases Wish for 

Anonymity decreases. This result suggests that the more trust a user places in how a web site 

manages authentication, authorisation and access control the more likely the user will use it. 

These findings are significant to future researchers investigating the usage of systems that 

collect and retain personal identifying data and information of users. 

Hypothesis 3 states that there should be a positive and significant relationship between trust in 

health care providers and the use of personally controlled electronic health records. The results 

from the initial structural model support the acceptance of hypothesis 3 where it is shown that 

there is a direct relationship, which is both positive and significant (ß = .43, p <.001). 

Furthermore, in the final structural model, Trust in Practitioners also has several indirect effects 

upon PCEHR Use. The results indicate that Trust in Practitioners is also positively related to 

Trust in Conventional Authentication (ß = .21, p <.01) and also with the Wish for Anonymity (ß 

= .15, p <.05). This suggests that as Trust in Practitioners increases so too does Trust in 

Conventional Authentication and Wish for Anonymity. The total effects of Trust in Practitioners 

upon PCEHR Use was found to be both positive and significant (β = .53, p <.001). Therefore, 

hypothesis 3 should be accepted.  

The findings show that as Trust in Practitioners increases PCEHR Use also increases. 

Moreover, after the initial structural model was respecified to remove the paths that were 

rejected and to include the additional paths that were found, the results show that that as Trust 

in Practitioners increases so too does Trust in Conventional Authentication and unexpectedly 

the Wish for Anonymity.  

In the Conceptual Model, it was hypothesised that as Trust in Practitioners increases, PCEHR 

Concerns would decrease. However, the final results suggest that Trust in Practitioners has 
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only an indirect effect upon PCEHR Concerns, which is mediated by Trust in Conventional 

Authentication. This means that as Trust in Practitioners increases, Trust in Conventional 

Authentication also increases which then indirectly contributes towards an increase in PCEHR 

Use and has no direct effect upon PCEHR Concerns.  

Surprisingly the final results also suggest that Trust in Practitioners has a direct effect upon 

Wish for Anonymity, such that when Trust in Practitioners increases, the Wish for Anonymity 

also increases. This means that while a patient may place a high level of trust in their health 

care providers it does not diminish their Wish for Anonymity and in fact, the results show that 

Trust in Practitioners increases the Wish for Anonymity. What this suggests is that while a 

patient may have trust in their medical practitioners this trust does not directly translate to trust 

in the underlying PCEHR system. However, as Trust in Practitioners contributes towards Wish 

for Anonymity, which in turn has a direct positive effect upon Use of Attribute-Based 

Credentials, Trust in Practitioners is seen to have an indirect effect upon Use of Attribute-

Based Credentials mediated by the Wish for Anonymity. This suggests that patients that do place 

trust in their health care providers would also like to maintain their anonymity and would also 

consider the Use of Attribute-Based Credentials.  

Hypothesis 4 states that personally controlled electronic health record concerns regarding 

health information should be significant and negatively correlated with the use of personally 

controlled electronic health records. The outcomes of the initial structural model indicate that 

hypothesis 4 should be accepted as results show a relationship which is both negative and 

significant (ß = -.67, p <.001). The final model showed similar results (ß = -.65, p <.001). 

Therefore, based on these results, hypothesis 4 should be accepted and as such the path was 

retained in the final model. 

The PCEHR Concerns construct represents items in the survey directly related to concerns 

about identity theft and unauthorised access. The results clearly show that this construct has the 

largest effect upon the PCEHR Use construct. However, this is a negative effect indicating that 

as PCEHR Concerns increases, PCEHR Use decreases. These results suggest that user concerns 

regarding identity theft and unauthorised access are major inhibiting factors related to PCEHR 

Use. 

Hypothesis 5 states that trust in conventional authentication should be significantly and 

negatively correlated with personally controlled electronic health record concerns. The results 
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of the initial structural model support the acceptance of hypothesis 5 showing that the 

relationship between Trust in Conventional Authentication and PCEHR Concerns is negative 

and significant (ß = -.36, p <.001). This suggests that a user’s trust in how a website 

authenticates users has a direct effect upon concerns related to identity theft and unauthorised 

access. A similar outcome was also found in the final structural model (ß = -.39, p <.001). Based 

upon this outcome hypothesis 5 should be accepted and consequently the path was retained in 

the model.   

Hypothesis 6 states that the higher the level of trust a patient places in their health care 

providers the less their concerns regarding their health information will be. This suggests that 

the relationship between Trust in Practitioners and PCEHR Concerns should be negatively 

correlated and significant. Although in the initial model there is a weak negative effect shown 

to exist of Trust in Practitioners upon PCEHR Concerns (β = -.09) the relationship is not 

significant (p > .05). A statistical power analysis was carried out that resulted in a value of 

0.999 indicating that the sample size provided sufficient statistical power to confidently reject 

the hypothesis. Consequently, the hypothesis was rejected, and the path was not included in the 

final structural model. 

After the structural model was respecified to remove the rejected paths and include the 

additional paths that were not hypothesised in the conceptual model, it was found that Trust in 

Practitioners has a positive effect upon Trust in Conventional Authentication. However, Trust 

in Practitioners is not seen to have any direct or indirect effect upon PCEHR Concerns. What 

this suggests is that user trust in health care providers, does not translate directly into reducing 

concerns related to identity theft and unauthorised access to the PCEHR system. 

Hypothesis 7 states that the more a user has trust in systems developers, the greater their trust 

in conventional authentication will be. This implies that the relationship between Trust in 

Developers and Trust in Conventional Authentication should be both positive and significant. 

However, due to severe levels of missing values and multicollinearity among the data associated 

with the Trust in Developers construct, hypothesis 7 was unable to be tested. Because the 

construct was excluded in the EFA, as a result it was not included in the initial measurement 

model. Consequently, hypothesis 7 remains inconclusive.  

The results suggest that many respondents are uncertain how to answer the associated survey 

questions related to Trust in Developers. Furthermore, from examining the descriptive statistics 
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of those respondents that did provide an answer, a clear majority indicated a neutral response 

for trust in Microsoft, IBM and Symantec and a majority of respondents indicated a negative 

response for trust in these developers to develop an ABC system. When examining the 

responses associated with trust in the government to develop an ABC system, a clear majority 

of respondents indicated that they did not trust the government to develop such a system.  

In addition to the above, the survey items that were used to measure Trust in Developers also 

included questions related to the government ensuring doctor-patient confidentiality, privacy 

and that data would not be lost. The three variables that represented these items were found to 

be highly correlated. Although they could be packaged into a single variable, due to the levels 

of missing data related to the other items used to measure this construct, there would remain 

only a single indicator to measure the Trust in Developers construct, which would leave the 

construct under-identified.  

After further examination of the descriptive statistics related to those respondents that did 

provide answers associated with this construct, a clear majority indicated that they did not trust 

the government to provide the most secure system possible to protect doctor-patient 

confidentiality. Further to this, a clear majority also indicated that they did not trust the 

government to ensure the privacy of health information and that health information would not 

be lost.  

While the Trust in Developers construct was not included in the SEM analysis, the results of 

the multiple regression analyses of variables that were excluded from the SEM analysis 

indicated that Trust in Developers was identified as a strong predictor of PCEHR Use. Although 

the findings discussed here are inconclusive, they are highly relevant to future researchers 

investigating systems that gather the personal information of users. 

Hypothesis 8 states that he higher a user’s awareness of ICT technologies is the less their trust 

in conventional authentication technologies will be. This means that the relationship between 

IT Awareness and Trust in Conventional Authentication should be both significant and 

negatively correlated. In the initial structural model there was a weak negative effect shown to 

exist of IT Awareness upon Trust in Conventional Authentication (β = -.07). However, the 

relationship was not found to be significant (p > .05) plus the variance in Trust in Conventional 

Authentication explained by IT Awareness is shown to be merely 1%.  
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An initial power analysis was conducted, which resulted in a value of 0.327 indicating that the 

sample size did not provide sufficient statistical power to confidently reject the hypothesis. 

Specification searches were then conducted in order to identify any additional significant 

relationships that may exist between the constructs. As mentioned earlier a total of three 

additional paths were found to be significant and the model was respecified to include these 

paths. Of these additional paths, a significant relationship was found where Trust in 

Practitioners showed a positive effect upon Trust in Conventional Authentication (β = .21, p < 

.01).  

Another power analysis was therefore conducted for Trust in Conventional Authentication that 

included the effects of Trust in Practitioners and returned a value of 0.867. This result being 

greater than .8 suggested that there was sufficient statistical power provided by the sample size 

to confidently reject the hypothesis. Consequently, these results suggest that hypothesis 8 

should be rejected and as a result, the path was excluded from the final structural model. After 

the structural model was respecified, an additional path was discovered such that IT Awareness 

reduces PCEHR Concerns. This suggests that respondents that have more confidence, regarding 

their understanding of web technologies and computer skills, have less concerns regarding 

identity theft and unauthorised access. 

Hypothesis 9 states that Trust in Developers and the Use of Attribute-Based Credentials should 

be both significant and negatively correlated. In the same way hypothesis 7 was unable to be 

tested due to the Trust in Developers construct being excluded from the model, hypothesis 9 

also remains inconclusive. 

It was thought that if a user has a high level of Trust in Developers that would increase Trust 

in Conventional Authentication. Furthermore, it was anticipated that this would also reduce the 

perception of any need for the Use of Attribute-Based Credentials. Given that, many respondents 

were unsure of how to answer the questions related to Trust in Developers the development of 

suitable scales to measure this construct for SEM analysis may prove to be a difficult task for future 

research. 

Hypothesis 10 states that the higher a user’s trust in conventional authentication technologies 

is, the less likely they will make use of ABCs. This infers that the relationship between Trust 

in Conventional Authentication and Use of Attribute-Based Credentials should be significant 

and negatively correlated. Although the results of the initial structural model show that there is 
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a weak negative effect present (β = -.07) the relationship was not found to be significant (p > 

.05). A power analysis returned a value of 1.0 indicating that the sample had sufficient statistical 

power to reject the hypothesis. On this basis hypothesis 10 was rejected and the path was 

excluded from the final structural model. 

It was originally conceived that if users trusted conventional authentication techniques then this 

would reduce the Use of Attribute-Based Credentials. This finding unexpectedly further 

supports the Use of Attribute-Based Credentials and suggests that those who do show Trust in 

Conventional Authentication may also consider the Use of Attribute-Based Credentials. 

Hypothesis 11 states that the higher a user’s trust in conventional authentication technologies 

is, the less likely they will have a wish for anonymity. This means that the relationship between 

Trust in Conventional Authentication and Wish for Anonymity should be significant and 

negatively correlated. The results of the initial structural model show that there is a negative 

effect present (β = -.19) and that the relationship is significant (p < .01). The final model 

produced similar results (β = -.23, p < .001). Based upon these results, hypothesis 11 should be 

accepted. Therefore, the path was retained in the final structural model. These results indicate 

that Trust in Conventional Authentication reduces the Wish for Anonymity.  

Hypothesis 12 states that the higher a user’s awareness of ICT technologies is, the more likely 

they will have a wish for anonymity. This implies that IT Awareness and Wish for Anonymity 

should be significant and positively correlated. While the results of the initial structural model 

show a weak positive effect of IT Awareness on Wish for Anonymity (β = .09) the relationship 

was not found to be significant (p > .05). The results of a power analysis for Wish for Anonymity 

returned a value of 0.876 indicating that there was sufficient statistical power provided by the 

sample to confidently reject the hypothesis. Therefore, hypothesis 12 should be rejected and the 

path was excluded from the final structural model.  

It was hypothesised that increased IT Awareness would also increase the Wish for Anonymity, 

however the findings indicate that although IT Awareness has a positive effect upon Wish for 

Anonymity it is not at any level of significance and after a power analysis, the path was removed 

from the final structural model. What this finding suggests is that increased IT Awareness does 

not negate a user’s Wish for Anonymity. Again, this finding further supports the Use of 

Attribute-Based Credentials. 
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Hypothesis 13 states that the higher a user’s wish for anonymity is, the more likely they will 

make use of ABCs. This implies that the relationship between Wish for Anonymity and the Use 

of Attribute-Based Credentials constructs should be both positively correlated and significant. 

The results of the initial structural model support the acceptance of hypothesis 13 and show a 

positive and significant relationship between Wish for Anonymity and Use of Attribute-Based 

Credentials (β = .47, p < .001). A similar relationship was found in the final model also (β = 

.48, p < .001). This suggests that hypothesis 13 should be accepted and as such the path was 

retained in the final model. The results clearly show that as a user’s Wish for Anonymity 

increases the intention for Use of Attribute-Based Credentials also increases. 

Additional significant paths found  

As mentioned earlier after a specification search there were three additional paths found that 

were found to be significant as follows: 

Trust in Practitioners → Wish for Anonymity. Although it was not hypothesised in the 

conceptual model after re-specification of the final model there was a relationship found 

where Trust in Practitioners is shown to have a weak yet significant and positive effect 

upon Wish for Anonymity (β = .10, p < .05). Although only a weak relationship exists 

this perhaps, more importantly suggests that as respondents’ trust in practitioners 

increases it does not reduce the wish to remain anonymous. Consequently, this path was 

included in the final model. 

Trust in Practitioners → Trust in Conventional Authentication. Another significant 

path that was found that was not included in the conceptual model, showed that Trust 

in Practitioners also has a positive effect upon Trust in Conventional Authentication (β 

= .21, p < .01). This suggests that as respondents’ trust in practitioners increases so too 

does trust in the conventional authentication technologies. This path was therefore 

included in the final model. 

IT Awareness → PCEHR Concerns. Finally, a significant relationship was found 

where IT Awareness is shown to have a small yet significant and negative effect upon 

PCEHR Concerns (β = -.16, p < .05). This suggests that as respondents’ knowledge and 

experience of information technology increases, their concerns regarding PCEHR Use 

decrease. Consequently, this path was also included in the final model. 
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7.13 Regression Analysis 

Multiple regression analyses were carried out to examine relationships between scales that were 

omitted from the SEM analysis. While the SEM indicates relationships between the constructs 

in a specific context, the scales that were omitted may be important to research exploring 

PCEHR Use in another context. Consequently, there is a need to investigate relationships 

between the scales independently. This strategy allows researchers to select items that may be 

more appropriate in the context of the research they are conducting. 

Model Summary - All Indicator Variables 

Model R R2 S.E. 

Change Statistics 

R2 Δ F Δ df1 df2 p 

1 .635a .403 .9905 .403 20.805 7 216 .000 

2 .727b .529 .8941 .126 8.015 7 209 .000 

3 .750c .562 .8771 .033 2.168 7 202 .038 

4 .762d .580 .8697 .018 1.689 5 197 .139 

5 .773e .597 .8626 .017 1.652 5 192 .148 

6 .778f .606 .8720 .008 .488 8 184 .864 

7 .779g .606 .8860 .000 .037 6 178 1.000 

Dependent Variable: PCEHR Use 

• I have no reservations about using Electronic Health Records. 

• I consider a government-controlled identification system to be the safest option for 

accessing Electronic Health Records. 

Table 7.23 - Results of the Multiple Regression Analysis. 

Table 7.23 above shows results from the multiple regression analysis using all variables that 

were anticipated to account for variance in the PCEHR Use construct yet were not included in 

the final model for the reasons discussed in the previous sections. Model descriptions follow in 

tables 7.24 - 7.28, showing results for variables that were found to be significant that were 

excluded from the SEM analyses. Complete results for all of the excluded variables can be 

found in Appendix F. 
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Description of Models 

Model 1 (Trust in Developers) 

GovEnsPriv - I trust the government to provide the most secure system possible to ensure the 

privacy of my health information. 

β SE(β) t R2 F df1 df2 p 

.405 .038 10.553 .334 111.371 1 222 .000 

 

GovEnsConf - I trust the government to provide the most secure system possible to protect Doctor-

Patient confidentiality. 

β SE(β) t R2 F df1 df2 p 

.388 .039 9.875 .305 97.514 1 222 .000 

 

GovNotLost - I trust the government to provide the most secure system possible to ensure that my 

health information is not lost. 

β SE(β) t R2 F df1 df2 p 

.371 .038 9.650 .296 93.130 1 222 .000 

 

AnonGov - I would trust an attribute-based credential System developed by the Government. 

β SE(β) t R2 F df1 df2 p 

.480 .058 8.300 .237 68.890 1 222 .000 

        
 

Table 7.24 - Multiple Regression Analysis results. Model 1 Trust in Developers. 

Model 2 (PCEHR Concerns) 

ControlAccess - I believe that granting permission to access my Electronic Health Records should 

be fully controlled by me and no one else. 

β SE(β) t R2 F df1 df2 p 

-.225 .056 -4.042 .069 16.338 1 222 .000 

 

ResearchConsent - I believe that any information contained in my Electronic Health Records should 

be used for medical research without my consent. 

β SE(β) t R2 F df1 df2 p 

.181 .047 3.842 .062 14.762 1 222 .000 

        
 

Table 7.25 - Multiple Regression Analysis results. Model 2 PCEHR Concerns. 
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Model 3 (IT Awareness) 

Biometrics - I believe that biometric systems are too invasive to use for authentication over the 

Internet i.e. fingerprint scanners, iris scanners, voice and facial recognition etc. 

β SE(β) t R2 F df1 df2 p 

-.195 .047 -4.138 .072 17.126 1 222 .000 

 

ConcTracked - I am concerned about the websites I browse being tracked. 

β SE(β) t R2 F df1 df2 p 

-.216 .058 -3.749 .060 14.056 1 222 .000 

 

Browse - How many years of experience do you have in Web Browsing? 

β SE(β) t R2 F df1 df2 p 

.225 .067 3.355 .048 11.258 1 222 .001 

 

SmtCrdExp - I am experienced with the use of smart cards with embedded chips as used in eftpos 

transactions. 

β SE(β) t R2 F df1 df2 p 

.140 .062 2.265 .023 5.128 1 222 .025 

        
 

Table 7.26 - Multiple Regression Analysis results. Model 3 IT Awareness. 

Model 5 (Trust in Conventional Authentication) 

PrefGovID - I am not interested in attribute-based credentials and would prefer to use a 

government-controlled identification system for Electronic Health Records. 

β SE(β) t R2 F df1 df2 p 

.257 .054 4.751 .092 22.576 1 222 .000 

 

SmtCrdSec - I believe smart cards with embedded chips to be a secure form of identification. 

β SE(β) t R2 F df1 df2 p 

.223 .055 4.072 .070 16.582 1 222 .000 

        
 

Table 7.27 - Multiple Regression Analysis results. Model 5 Trust in Conventional 

Authentication. 

Model 7 (Use of Attribute-Based Credentials) 

ControlInf - If I were to make use of attribute-based credentials, I would like to be able to control 

what information is shown. 

β SE(β) t R2 F df1 df2 p 

-.248 .081 -3.060 .040 9.362 1 222 .002 

        
 

Table 7.28 - Multiple Regression Analysis results. Model 7 Use of Attribute-Based Credentials. 

 



Chapter 7 - Results 

 

201 

 

7.14 Conclusion 

This chapter examined both the measurement and structural models using SEM. The findings 

outlined no issues with normality, linearity, homoscedasticity, multicollinearity, common 

method variance, unidimensionality, reliability, or convergent and discriminant validity. A 

measurement model was used to assess the fit for each latent construct. After acceptable levels 

of model-fit were established, the structural model was then examined. The results indicated 

that the Use of Attribute-Based Credentials is significantly correlated with the Use of PCEHR. 

In conclusion, seven of the original 13 hypotheses were accepted, leaving four hypotheses that 

were rejected with two hypotheses remaining inconclusive. After re-specification of the 

structural model, an additional three significant paths that were not originally hypothesised 

were identified. The next chapter discusses the conclusions drawn from the findings, as well as 

the implications for further research and limitations of the study. 
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Chapter 8. Discussion of Findings and Conclusion 

8.1 Introduction 

This chapter discusses the results of the data analysis and the implications of this for further 

research. The primary objective of the study was to assess the potential for an ABC system to 

enhance user participation in the Australian PCEHR system. To meet this objective, an 

extensive review of literature was carried out and a conceptual model was developed to 

specifically satisfy the needs of the current research.  

This provided guidance for the development of the survey instrument to measure and evaluate 

end user acceptance of the use of ABCs for authentication, authorisation and access control in 

the Australian PCEHR system. It was considered important to measure respondents’ attitudes 

related to their trust regarding information systems, web technologies, e-commerce, online 

authentication, identification, health care practitioners, technology developers and the 

government. Other factors that were considered include users’ experience related to computing 

and their wish to remain anonymous while interacting online. 

8.2 Key Outcomes 

The model presented has been developed specifically to evaluate the uptake and usage of the 

Australian PCEHR system and identifies inhibitive patient concerns regarding identity theft and 

unauthorised access. Although previous research has focussed upon the use of PCEHR by 

medical practitioners, the model developed for this study focusses upon patient use and will 

serve as a guide for future research into end user acceptance of PCEHR and other systems that 

collect highly sensitive user data and information. 

The majority of respondents hold concerns that PCEHR could expose their health information 

and consider that conventional password/email authentication is not a secure means of 

authentication and would consider the use of attribute credentials. Further to this an 

overwhelming majority of respondents also showed concerns about browsing behaviour being 

tracked and indicated that they thought that many organisations collect more personal 

information than they need to. These issues are important concerning the fostering of trust, 

which plays an important role in the use of online services and technologies and in particular 

PCEHR. 
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The study clearly demonstrates that the use of ABCs for authentication, authorisation and access 

control has the potential to significantly increase user trust in the use of the Australian PCEHR 

system. 

8.3 Descriptive Statistics 

The following sections summarise the findings of the study related to the descriptive statistics.  

8.3.1 Key findings related to the demographic measures. 

The study focusses upon meaningful use of PCEHR as opposed to registration in the system. 

Under an opt-in system where PCEHR user accounts are dependent upon voluntary 

registrations involving a user’s initiative to register, an opt-out system bypasses the account 

creation process. This simplifies the registration process however meaningful use of the system 

implies ongoing use and the results of the study indicate that ongoing use of the system depends 

more upon various aspects of trust related to Internet technologies, the government, systems 

developers and health care practitioners. 

Although only 12.9% of the respondents indicated that they had previously registered for 

PCEHR, this result was considered to be high in comparison to the Australian Department of 

Health and Ageing figures that were reported twelve months after the initial rollout of PCEHR, 

where only 2.0% of the Australian adult population had registered to use the PCEHR system. 

What is of interest here is that respondents that indicated that they had already registered for 

PCEHR also indicated a higher level of trust in the government. Of those that were already 

registered, a 54% majority indicated that they trust the government to protect doctor-patient 

confidentiality as against 34% of unregistered respondents that indicated the same. A similar 

response applies to trust in the government to protect user privacy and also that health 

information will not be lost (i.e. 52% and 57% respectively). However, this trend changes when 

respondents were asked if they considered the government’s authentication system to be the 

safest option that they would prefer to use, where only 26% of respondents that had registered 

agreed and merely 10% of those that were not registered indicated that they would prefer to use 

the government’s authentication system. 

In addition, respondents that indicated that they had registered also indicated a higher level of 

trust in their health care providers. Contrary to what was expected, of those respondents that 

indicated that they had registered, 68% reported that they usually enjoyed good health with only 
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25% indicating poor health. These findings suggest that a patient’s health is not a predictor of 

the intention to use PCEHR yet more importantly, it is the level of trust that a patient places in 

the government, Internet technologies and health care providers. 

Examination of the responses for gender showed that there were very few differences for males 

and females among the responses to the survey items. However, there was a significant 

difference for health where 80% of male respondents indicated good health and 10% indicated 

poor health. By comparison, 69% of the female respondents indicated good health and 21% 

indicated poor health.  

Differences for gender were also found when examining the responses to the survey items that 

measured the use of ABCs where 81% of the male respondents and 75% of the female 

respondents indicated that they would use ABCs from their computer. However, this difference 

is more pronounced when examining the use of ABCs from a mobile phone where 72% of the 

male respondents indicating that they would use ABCs from their mobile phone and 58% of the 

female respondents would also use ABCs from their mobile phone. In addition to this, a similar 

result was found where 70% of the male respondents indicated they would use ABCs from a 

smartcard and 57% of the female respondents indicating the same. This result suggests that 

male respondents are somewhat more likely to make use of ABCs than female respondents from 

a mobile phone or smartcard. From the data collected for this study, the reasons for this 

difference are not clear however, this finding suggests that further investigation may be 

warranted. 

Examination of the responses for dependents also showed higher levels of trust in the 

government and health care providers yet not to any significant level and that there were only 

minor differences for those with and without dependents among the responses to the survey 

items. One exception to this was found where 70% of the respondents that indicated that they 

had dependents indicated that consent to update their health records should be solely controlled 

by themselves. Whereas 59% of the respondents without dependents indicated the same. This 

suggests a desire for increased control of health records by those with dependents that are 

responsible for maintaining the records of those under their care such as children, older people 

and possibly any incapacitated dependents that they may have. 

To summarise, from the analysis of the demographic measures used in the study, the responses 

to the survey items, except for the differences mentioned above, were fairly consistent across 
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most of the survey questions. Furthermore, as mentioned in chapter 5, “Descriptive Statistics” 

with the exception of education the respondents’ demographic characteristics are relatively 

consistent with the general population in Australia. The findings mentioned above in this 

section suggest that the majority of respondents would use ABCs for authentication in the 

Australian PCEHR system. 

8.3.2 Discussion of findings related to key variables. 

From the analysis presented in chapter 5, “Descriptive Statistics” it was found that 80% of the 

respondents indicated that they were concerned about their browsing behaviour being tracked 

online. Although this item was not included in the SEM analysis, the majority of respondents 

indicate that they sense that their browsing activities are being observed while using the 

Internet.  

Additionally, 68% of the respondents hold concerns that the use of PCEHR could expose their 

health information to those unauthorised to access it and 52% of respondents indicated that they 

hold concerns regarding identity theft. These results suggest that a majority of respondents hold 

concerns regarding privacy and security issues directly related to the use of PCEHR and the 

Internet in general, which then contributes towards a level of distrust in the Internet and as a 

consequence inhibits the use of PCEHR. 

Moreover, only 30% of the respondents considered conventional password authentication to be 

a secure means to authorise access to websites and merely 16% considered email validation to 

be secure. However, 38% considered that smart cards were secure and 48% of the respondents 

indicated that they thought financial transactions conducted over the Internet are secure. These 

results indicate that respondents place more trust in financial transactions conducted over the 

Internet, which often involves the use of a smartcard, and that email is poorly regarded as a 

means to validate a user’s identity when initially signing in to a website’s services. Email 

validation is often part of enrolment on a website and is in many cases the primary means of 

recovery when passwords have been lost or forgotten. 

Furthermore, a total of 93% of the respondents indicated that they thought that many 

organisations collect more personal information than they need to. This item was not included 

in the SEM analysis; however, the results indicate the extent that respondents believe that much 

of the information collected by websites is not necessary for authentication and authorisation 
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purposes. Because ABCs reduce the need for websites to collect and store such information this 

result also supports that the majority of respondents would consider the use of ABCs. 

A total of 72% of the respondents liked the concept of using a pseudonym to identify themselves 

as opposed to giving detailed information about their identity. Because ABCs can generate and 

use multiple public keys associated with an individual’s private key, each public key generated 

effectively acts as a pseudonym that is associated with the owner of the credential and therefore 

cannot be used to trace a user’s activities across different domains. In fact, a different public 

key can be generated for each access to the same domain. This furthermore supports that most 

respondents would consider the use of ABCs. 

Considering that 85% of the respondents indicated that they would like to learn more about 

ABCs suggests that most respondents are interested in how they might be able to gain increased 

control over how websites use their identity information. Only 3% of the respondents indicated 

that they were not interested. This furthermore supports that the majority of respondents would 

consider the use of ABCs. 

Regarding respondents’ attitudes towards conventional password authentication, 89% percent 

of respondents indicated that they would be more likely to use ABCs for authentication if they 

were more secure than conventional password authentication. This finding once again supports 

the use of ABCs considering that only 30% of the respondents considered conventional 

password authentication to be secure. 

Several of the key variables presented in this section were not included in the final SEM analysis 

due to many respondents having similar opinions related to these measures. Consequently, they 

did not offer a great deal of variance in the dataset and therefore they were excluded from the 

SEM analysis. The findings presented here suggest that many potential users of the PCEHR 

system hold serious concerns regarding privacy and security issues specifically related to the 

use of the PCEHR system and the Internet in general. 

8.4 Results of the EFA and SEM 

The constructs identified by the EFA presented in chapter 7, “Results”, showed some 

differences to those of the conceptual model. While the conceptual model comprises eight 

constructs, the results of the EFA identified seven constructs that were used in the final SEM 

analysis. One of the constructs of the conceptual model Trust in Developers was not included 
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in the SEM analysis. With the exclusion of the Trust in Developers construct the final structural 

model consisted of the following seven constructs: - PCEHR Use, PCEHR Concerns, Trust in 

Conventional Authentication, Trust in Practitioners, IT Awareness, Wish for Anonymity and 

Use of Attribute-Based Credentials. 

The factors and scales identified in the EFA were used to construct a measurement model for 

the SEM analysis in order to confirm that the scales are valid indicators of the constructs within 

the model. The measurement model was then converted into the final structural model for 

further analysis and testing of the hypotheses. This allows for the measurement model to be 

used to thoroughly test the measurement theory before proceeding to the structural model. 

The structural relationships that were found in the final structural model differ slightly to those 

of the conceptual model. The diagram depicted in chapter 7 “Results”, section 7.12.2, figure 

7.4 shows the relationships found among the indicators and constructs of the final structural 

model, including the standardised regression weights, covariance and the squared multiple 

correlations. The outcomes of the analyses are detailed in chapter 7 “Results”, section 7.12.3. 

8.5 Findings related to PCEHR Use. 

Respondents appear to be uniformly divided (i.e. 32.8% agree, 34% neutral and 33.2% disagree) 

concerning their reservations in making use of PCEHR. Fifty four percent of the participants 

indicated that they have issues concerning the governments approach to authentication. Of 

particular interest is that 65% of the respondents indicated a desire for anonymity (with only 

10% showing no interest), which tends to support that ABCs can improve patient use of the 

PCEHR system. Encouragingly 85% of the participants indicated a desire to learn more in 

relation to the PCEHR system itself with only 3% indicating that they had no interest to learn 

more about the scheme. 

The use of ABCs for authentication within the PCEHR system can bring benefits that go beyond 

PCEHR. ABCs are purposely designed to safeguard the privacy of information concerning the 

individual. ABCs may eventually become the way that the majority of users gain access to web 

sites, identify themselves to e-commerce sites, and interact online overall. 

8.6 Limitations of the Current Research 

The limitations of study related to the sampling frame were discussed in chapter 4, 

“Methodology”, section 4.4 where it was acknowledged that the sample was drawn from 
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students and staff from several Australian universities. This implies that the highest level of 

education completed by participants would be expected to be higher than that of the general 

population.  

This essentially means that the sample is more likely to include people who have completed 

higher levels of education than the general population and may not include people who are 

chronically ill, or any significant number of ‘carers’. However, the sample is more likely to 

include a high number of respondents between the ages of 18 and 65 who are either 

undergraduate and postgraduate university students or staff. 

8.7 Implications for Future Research  

The findings from this analysis have implications for future researchers and for policy makers.  

In terms of future research, the study has found that ‘trust’ is a major concern and means that 

policy makers looking towards the implementation and rollout of systems need to take into 

consideration user trust in how their personal identifying data and information is managed and 

protected against identity theft and intrusions upon their privacy.  

Previous studies into the use of electronic health records have predominantly focussed upon the 

participation of health care providers. However, the review of literature was unable to identify 

research into factors that may influence an individual’s intention use PCEHR and more 

specifically the use of ABCs for authentication, authorisation and access control.  

It is thought that this study is the first of its kind to investigate how a user’s perceptions may 

affect their intention to use PCEHR. This study is particularly relevant to future research 

conducted in e-Health privacy and security and provides future researchers a sound basis to 

further investigate the relationships among factors that may affect the use of PCEHR and the 

use of ABCs. 

8.8 Conclusion 

This study makes a distinctive contribution towards the literature related to the use of ABCs for 

authentication in the Australian PCEHR system. The recognition of the attitudes of individuals 

towards the intention to use PCEHR and ABCs, together with the statistical analyses presented 

in this thesis can enable prospective researchers to gain a better understanding of the usage 

intentions related to the meaningful use of PCEHR. The scales that have been designed and 
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developed can additionally offer a place to start for future researchers seeking to undertake 

research in these fields. 

The conceptual model and the constructs that form the foundation of this research provide a 

baseline for comparison in related research into the future. The refinement of the conceptual 

model and its constructs, in addition to the development of the survey items, provide e-Health 

researchers and researchers examining online privacy and security with valuable insights. In 

particular, insights related to research into user acceptance of PCHER as well as the use of 

ABCs for authentication on web sites and web services that collect and store highly sensitive 

user data and information. 

ABCs offer the potential for web sites to authenticate users without the need for users to disclose 

sensitive information about themselves. This reduces the necessity for web sites to collect 

personally identifying information for the purposes of authentication and to store such 

information within the site’s domain. ABCs are verified by the issuers of the credentials. By 

separating the task of authenticating a user’s access to a web service, on the web site itself and 

allocating the authentication process to trusted credential issuer/s, eliminates the need for web 

sites to hold identifying information about each registered user for authentication purposes.  

Consequently, without consent, data that is recorded on a web site that is associated with a user 

cannot be matched to their identity. This means that when a web site’s security is violated, and 

user information is stolen the data cannot be associated with a user’s identity. This may be 

construed as a defeatist approach regarding the efforts taken to secure a web site against 

intrusion. However, the myriad accounts of data theft and attacks such as the global Wannacry 

ransomware attack mentioned in chapter 2, “Literature”, section 2.6.1 and similar attacks that 

are regularly reported are testimony to fact that the security of webservers continues to be 

compromised, despite the efforts taken to fortify against such intrusions. 
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Appendix A – Clake’s IDModel, Glossary of Terms 

Access control: the set of processes comprising Pre-Authentication, Enrolment, Authentication 

and Authorisation. 

Account: a set of Data-items which together define and describe an Identity, and which enable 

Identity Authentication and Authorisation processes to be performed. 

Agency: the capacity of a particular Identity or Entity to act on behalf of another particular 

Identity or Entity. 

Anonym: an Identifier which cannot be associated with any particular Entity, whether from the 

data itself, or by combining it with other data. 

Anonymity: a characteristic of an Identity, whereby it cannot be associated with any particular 

Entity, whether from the data itself, or by combining it with other data. 

Assertion: a proposition relating to a fact, the quality of a Data-item, the value of an Entity, the 

Location of an Entity, an Attribute of an Entity or an Identity (including Agency), , an Entity, 

or an Identity. 

Attribute: a characteristic, in particular of an Entity or an Identity. 

Authentication: a process that establishes a level of confidence in an Assertion. 

Authentication strength: the degree of confidence achieved in a particular Assertion as a result 

of an Authentication process. 

Authenticator: an item of evidence used in the Authentication process. 

Authorisation: the process whereby it is determined what Permissions or Privileges a 

particular Entity or Identity is permitted. 

Credential: an Authenticator that conveys the imprimatur of some authority, such as a registrar. 

Data-item: a discrete element of data. 

Data silo: a set of Records used for a particular purpose, and not linked to other sets of records 

relating to the same Entities or Identities. 

Digital persona: a Record that is sufficiently rich to provide the record-holder with an adequate 

image of the represented Entity or Identity. 

Enrolment: that part of the Registration process, which establishes the means for an effective 

and efficient Authentication process on each subsequent occasion that the User seeks access. 
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Entification: the process whereby data is associated with a particular Entity. This is achieved 

by acquiring an Entifier for the Entity. 

Entifier: a set of Data-items that are together sufficient to distinguish a particular entity from 

others in the same category. 

Entity: a real-world thing. 

Entity assertion: an assertion that an Entifier is being appropriately used, or that the Entity in 

question is who or what it purports or is inferred to be. 

Entity authentication: the process whereby a level of confidence is achieved in an Entity 

Assertion. 

Entity credential: a Credential that assists in the Entity authentication process. 

Entity silo: an Entifier that is used for a restricted purpose. 

Evidence of entity: an Authenticator that assists in the Entity authentication process. 

Evidence of identity: an Authenticator that assists in the Identity authentication process. 

General-purpose identifier: an Identifier that is available for use for any purpose (cf. Identity 

silo and Multi-purpose identifier). 

Identification: the process whereby data is associated with a particular Identity. This is 

achieved by acquiring an Identifier for the Identity. 

Identifier: a set of Data-items that are together sufficient to distinguish a particular identity 

from others in the same category. 

Identity: a real-world thing, but of virtual rather than physical form. 

Identity assertion: an assertion that an Identifier is being appropriately used, or that the 

Identity in question is who or what it purports or is inferred to be. 

Identity authentication: the process whereby a level of confidence is achieved in an Identity 

Assertion. 

Identity credential: a Credential that assists in the Identity authentication process. 

Identity management: a generic term for architectures, infrastructure and processes that support 

the Authentication of Identity Assertions. 

Identity silo: an Identity, and its associated Identifier(s), which are used for a restricted purpose 

(cf. Multi-purpose identifier and General-purpose identifier). 
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Loginid: an Identifier that distinguishes a particular User from other Users and non-users. 

Multi-purpose identifier: an Identifier that is used for multiple purposes (cf. Identity silo and 

General-purpose identifier). 

Nym: a generic term encompassing both Anonym and Pseudonym. 

Nymity: a generic term encompassing both Anonymity and Pseudonymity. 

Permission: a capability that an Entity or Identity is permitted to perform (a synonym for 

Privilege). 

Persistent Nym: A Nym that is used for an extended period of time. 

Pre-authentication: that part of the Registration process whereby the Assertion is tested that 

the Entity is an appropriate one to have an Identifier, Identity Authenticator(s) and Permissions 

created for it or assigned to it. 

Privilege: a capability that an Entity or Identity is permitted to perform (a synonym for 

Permission). 

Pseudonym: an Identifier, which may be able to be associated with a particular Entity, but only 

if legal, organisational and technical constraints are overcome. 

Pseudonymity: a characteristic of an Identity, whereby it may be able to be associated with a 

particular Entity, but only if legal, organisational and technical constraints are overcome. 

Record: a set of Data-items each of which relates to a particular Entity or Identity. 

Registration: the set of processes comprising Pre-Authentication and Enrolment. 

Simplified sign-on: a less ambitious and less insecure approach than Single sign-on, whereby 

a master-Account provides access to a number of Accounts rather than to all Accounts within 

a domain. 

Single sign-on: a service whereby each User has a single master-Account that enables access 

to all Accounts with all service-providers, or with all service-providers within some domain 

such as that provided by their employer. 

Token: a recording medium on which an Entifier or Identifier may be recorded. 

User: an Entity that seeks access to system resources. 

Userid: a synomym for Loginid and Username. 

Username: a synonym for Loginid and Userid.
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Appendix B – Survey Instrument 

Invitation Sent to Respondents 

 

 

 

Privacy-Security-Trust Survey

 

Increasingly there are reports that data theft is occurring on all kinds of web 

sites be they commercial, medical, government, social or personal. 

 

My name is George Coles and in collaboration with my supervisors, Dr Bruce 

Armstrong and Dr William Smart, we are conducting research into online 

privacy and security for my PhD thesis at Southern Cross University. 

 

The study involves research into privacy enhancing technologies known as 

"Attribute-based Credentials". These technologies are designed to protect user 

privacy and enhance security when accessing websites and other digital 

services. Our survey has been designed to collect user responses to questions 

regarding identification processes when accessing web sites with a focus 

upon the Australian Personally Controlled Electronic Health Records system. 

The technologies are user centric and help to increase the privacy and security 

of the Internet. 

 

Your participation would be greatly appreciated and your anonymity in taking 

part is assured. 

 

Please use the link below to enter the site. 

http://www.gcoles.com/privacy_survey/. 
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There is no obligation to take part in the survey and you can quit at any time 

during the process.  

You will be asked to:- 

 

1) Watch a short 3 minute video about Attribute-based Credentials. 

2) Complete a survey questionnaire consisting of 54 multiple-choice questions. 

(10-15 minutes) 

 

Upon completion, you will be given the opportunity to indicate your interest 

regarding receiving notification of the results of the survey and any papers 

generated from the results, which will be made available on the site when they 

become available. A copy of the thesis will be made available from the website 

and the Southern Cross University Library when completed. Results of the 

study will be securely retained in printed format for a period of 7 years and a 

full statement of our privacy policy is available on the site. 

 

The findings of the study should benefit all participants with regards their 

awareness and practices of online identification. The study should also help to 

provide insight for applications developers working in the e-Health and e-

Commerce industries into the reinforcement of user trust, privacy and security. 

 

The results of this study may be published in peer-reviewed journals and/or 

presented at conferences, however only group data will be reported. 

Completion of the survey will be considered as implied consent. 

 

For further inquiries please contact:  

 

Researcher: George Coles B.I.T.(Hons), PhD Candidate 

Email: gcoles@scu.edu.au 

Phone: (07) 5589 3216 

Website: www.gcoles.com 
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The ethical aspects of this study have been approved by the Southern Cross 

University, Human Ethics Committee (HREC). The approval number is ECN-12-

218. 

 

If you have concerns about the ethical conduct of this research or the 

researchers, the following procedure should occur.  

 

Write to the following:  

 

The Ethics Complaints Officer  

Southern Cross University  

PO Box 157  

Lismore NSW 2480  

Email: ethics.lismore@scu.edu.au. 

 

All information is confidential and will be handled as soon as possible.  
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Web Site Title Page 
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Survey Questionnaire 
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Survey Questionnaire (cont.) 
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Survey Questionnaire (cont.) 
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Survey Questionnaire (cont.) 
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Survey Questionnaire (cont.) 
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Survey Questionnaire (cont.) 
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Survey Questionnaire (cont.) 
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Survey Questionnaire (cont.) 
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Survey Questionnaire (cont.) 

 

  



Appendix B - Survey Instrument 

 

245 

 

Tell-a-Friend facility 
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Information Sheet – Questionnaire (handed to focus group participants) 
 

 
 
 

Information Sheet – For Focus Group Participants 
 
My name is George Coles and I am currently writing a thesis in collaboration with my supervisors Dr. 
Bruce Armstrong and Dr. William Smart for my Ph.D. at Southern Cross University. 
 
The thesis is titled “Privacy, Confidentiality, Trust, Safety, Risk and Security in e-Health Informatics 
Systems". The study involves research into emerging attribute-based credential technologies and the 
implications associated with the use of the Personally Controlled Electronic Health Records (PCEHR) 
systems, recently launched by the Australian Government. We have chosen to conduct an online 
survey to collect and evaluate user responses to an anonymous questionnaire, regarding access to 
the PCEHR systems. 
 
There is no obligation to take part in the survey and you can quit at any time during the process. You 
will be asked to:- 

• Watch a short 15 minute animated video which briefly outlines four different approaches to 
online authentication processes and  

• Complete a survey questionnaire related to concepts outlined in the video and how they 
apply particularly to Electronic Health Records.  

 
The survey should take no longer than 10 minutes to complete, your participation will help immensely.  
 
Upon completion of the survey, you will be given the opportunity to indicate your interest regarding 
receiving notification of the results of the survey and any papers generated from the results, which will 
be made available on the site when they become available. A copy of the thesis will be made available 
from the Southern Cross University Library when completed. Results of the study will be securely 
retained in printed format for a period of 7 years and a full statement of our privacy policy is available 
on the site. 
 
It is anticipated that the findings of the study will benefit all participants with regards their awareness 
and practices of online identification. The study should also help to provide insight for applications 
developers working in eHealth and e-Commerce businesses into the reinforcement of user trust. 
 
The results of this study may be published in peer-reviewed journals and/or presented at conferences, 
however only group data will be reported. Completion of the survey will be considered as implied 
consent for the survey questionnaire and there is a separate consent form provided that you are asked 
to complete regarding participation in the focus group study. 
 
 
For further inquiries, please contact us at the following: 
 
Researcher: George Coles B.I.T.(Hons), PhD Candidate 
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Email: gcoles@scu.edu.au  
Phone: (07) 5589 3216 
Website: www.gcoles.com  
 
Supervisor: Dr Bruce Armstrong 
Email: bruce.armstrong@scu.edu.au  
Phone: (02) 6659 3174 
 
Co-Supervisor: Dr William Smart B.AppSc (Hons), GradCertHE (T&L), PhD (SCU) 
Email: bill.smart@scu.edu.au   
Phone: (07) 5589 3121 
 
The ethical aspects of this study have been approved by the Southern Cross University, Human 
Research Ethics Committee (HREC). The approval number is ECN-12-218. 
 
If you have concerns about the ethical conduct of this research or the researchers, the following 
procedure should occur.  
 
Write to the following: 
 
The Ethics Complaints Officer 
Southern Cross University 
PO Box 157 
Lismore  NSW  2480 
Email:  ethics.lismore@scu.edu.au 
 
All information is confidential and will be handled as soon as possible.  
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Consent Form – Focus Groups (handed to focus group participants) 

 

 
CONSENT FORM - FOCUS GROUPS 

 
 
Title of research project: Privacy, Confidentiality, Trust, Safety, Risk and Security of ICT Systems for Health 
Informatics 
 
Name of researcher: George Coles 
 
Please tick the box that applies, sign and date and return to the researcher 
 

I agree to take part in the Southern Cross University research project specified above. Yes No  

I agree to take part in the focus group. Yes No  

I understand the information about my participation in the research project, which has been provided to me  
by the researchers. 

Yes No  

I agree to allow the focus group to be *audio-taped and/or *video-taped. 
Yes No  

I understand that my participation is voluntary and I understand that I can cease my participation at any time. Yes No  

I understand that my participation in this research will be treated with confidentiality.
 
Yes 0No 0 

Yes No  

I understand that any information that may identify me will be de-identified at the time of analysis of any data. Yes No  

I understand that no identifying information will be disclosed or published. Yes No  

I understand that all information gathered in this research will be kept confidentially for 7 years at the University. Yes No  

I am aware that I can contact the researchers at any time with any queries. Their contact details are provided to me. Yes No  

I understand that this research project has been approved by the SCU Human Research Ethics Committee. Yes No  

 
 
Participants name:  ______________________________________________________ 
 
Participants signature: ____________________________________________________ 
 
Date:  ________________________ 
 

   Please tick this box and provide your email or mail address below if you wish to receive a summary of the results: 
  

 
Email: ________________________________________________________________ 
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HUMAN RESEARCH ETHICS COMMITTEE (HREC) 
HUMAN RESEARCH ETHICS SUB-COMMITTEE (HRESC) 

 
NOTIFICATION  

 
 

To:  Dr Bruce Armstrong/George Coles  
Southern Cross University Business School 

 
From: Secretary, Human Research Ethics Committee 
 Division of Research, R. Block 
 
Date: 21 August 2012 
 
Project: Privacy, Confidentiality, Trust, Safety, Risk and Security in e-Health Informatics 

Systems 
 
 Approval Number ECN-12-218 
 

 
 
The Southern Cross University Human Research Ethics Committee has established, in accordance with 
the National Statement on Ethical Conduct in Human Research – Section 5/Processes of Research 
Governance and Ethical Review, a procedure for expedited review and ratification by a delegated 
authority of the HREC.  
 
Your expedited ethics application was considered by the Gold Coast/Tweed Human Research Ethics 
Subcommittee (HRESC), and has been approved. Your research may commence. 
 
All ethics approvals are subject to standard conditions of approval. These should be noted by 
researchers as there is compliance and monitoring advice included in these conditions. 
 
 
Ms Sue Kelly Professor Bill Boyd 
HREC Administration Chair, HREC 
Ph: (02) 6626 9139 Ph: 02 6620 3569 
E. ethics.lismore@scu.edu.au E. william.boyd@scu.edu.au 
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Appendix C - Distributions 
PCEHR Use 

 

NoResEHR Disagree Neutral Agree Totals GovIDSafe Disagree Neutral Agree Totals

Overall response 33.3% 34.2% 32.5% 100.0% Overall response 46.0% 31.8% 22.2% 100.0%

80 82 78 240 110 76 53 239

Gender Disagree Neutral Agree Gender Disagree Neutral Agree

Male 28.3% 28.3% 43.4% 100.0% Male 48.6% 30.5% 21.0% 100.0%

N = 30 30 46 106 N = 51 32 22 105

Female 37.3% 38.8% 23.9% 100.0% Female 44.0% 32.8% 23.1% 100.0%

N = 50 52 32 134 N = 59 44 31 134

Registered PCEHR Disagree Neutral Agree Registered PCEHR Disagree Neutral Agree

Registered 29.0% 29.0% 41.9% 100.0% Registered 38.7% 35.5% 25.8% 100.0%

N = 9 9 13 31 N = 12 11 8 31

Unregistered 34.0% 34.9% 31.1% 100.0% Unregistered 47.1% 31.3% 21.6% 100.0%

N = 71 73 65 209 N = 98 65 45 208

Dependents Disagree Neutral Agree Dependents Disagree Neutral Agree

With Dependents 29.6% 33.3% 37.0% 100.0% With Dependents 45.4% 28.7% 25.9% 100.0%

N = 32 36 40 108 N = 49 31 28 108

No Dependents 36.4% 34.8% 28.8% 100.0% No Dependents 46.6% 34.4% 19.1% 100.0%

N = 48 46 38 132 N = 61 45 25 131

Education Disagree Neutral Agree Education Disagree Neutral Agree

H/School 25.0% 53.6% 21.4% 100.0% H/School 60.7% 25.0% 14.3% 100.0%

N = 7 15 6 28 N = 17 7 4 28

TAFE 28.6% 45.2% 26.2% 100.0% TAFE 50.0% 33.3% 16.7% 100.0%

N = 12 19 11 42 N = 21 14 7 42

Undergrad 33.8% 36.6% 29.6% 100.0% Undergrad 36.6% 36.6% 26.8% 100.0%

N = 24 26 21 71 N = 26 26 19 71

Postgrad 37.0% 25.9% 37.0% 100.0% Postgrad 47.2% 24.5% 28.3% 100.0%

N = 20 14 20 54 N = 25 13 15 53

PhD/Doc 37.8% 17.8% 44.4% 100.0% PhD/Doc 46.7% 35.6% 17.8% 100.0%

N = 17 8 20 45 N = 21 16 8 45

Age Disagree Neutral Agree Age Disagree Neutral Agree

18-25 18.2% 63.6% 18.2% 100.0% 18-25 54.5% 18.2% 27.3% 100.0%

N = 4 14 4 22 N = 12 4 6 22

26-35 26.2% 33.3% 40.5% 100.0% 26-35 50.0% 26.2% 23.8% 100.0%

N = 11 14 17 42 N = 21 11 10 42

36-45 33.3% 27.8% 38.9% 100.0% 36-45 46.3% 35.2% 18.5% 100.0%

N = 18 15 21 54 N = 25 19 10 54

46-55 38.2% 33.8% 27.9% 100.0% 46-55 39.7% 33.8% 26.5% 100.0%

N = 26 23 19 68 N = 27 23 18 68

56-65 40.8% 28.6% 30.6% 100.0% 56-65 50.0% 31.3% 18.8% 100.0%

N = 20 14 15 49 N = 24 15 9 48

66-75 25.0% 25.0% 50.0% 100.0% 66-75 25.0% 75.0% 0.0% 100.0%

N = 1 1 2 4 N = 1 3 0 4

76+ 0.0% 100.0% 0.0% 100.0% 76+ 0.0% 100.0% 0.0% 100.0%

N = 0 1 0 1 N = 0 1 0 1

Health Disagree Neutral Agree Health Disagree Neutral Agree

Disagree 47.2% 31.9% 20.9% 100.0% Disagree 60.6% 23.5% 15.9% 100.0%

N = 19 11 9 39 N = 23 11 5 39

Neutral 34.8% 39.1% 26.1% 100.0% Neutral 40.9% 36.4% 22.7% 100.0%

N = 8 9 6 23 N = 9 8 5 22

Agree 29.5% 34.9% 35.5% 100.0% Agree 43.4% 32.2% 24.3% 100.0%

N = 52 62 63 177 N = 77 57 43 177



Appendix C - Distributions 

 

251 

 

 

 

 

EHRmorLikelyAnon Disagree Neutral Agree Totals LearnMoreEHR Disagree Neutral Agree Totals

Overall response 10.0% 24.6% 65.4% 100.0% Overall response 5.0% 13.8% 81.3% 100.0%

24 59 157 240 12 33 195 240

Gender Disagree Neutral Agree Gender Disagree Neutral Agree

Male 11.3% 24.5% 64.2% 100.0% Male 7.5% 8.5% 84.0% 100.0%

N = 12 26 68 106 N = 8 9 89 106

Female 9.0% 24.6% 66.4% 100.0% Female 3.0% 17.9% 79.1% 100.0%

N = 12 33 89 134 N = 4 24 106 134

Registered PCEHR Disagree Neutral Agree Registered PCEHR Disagree Neutral Agree

Registered 9.7% 29.0% 61.3% 100.0% Registered 9.7% 12.9% 77.4% 100.0%

N = 3 9 19 31 N = 3 4 24 31

Unregistered 10.0% 23.9% 66.0% 100.0% Unregistered 4.3% 13.9% 81.8% 100.0%

N = 21 50 138 209 N = 9 29 171 209

Dependents Disagree Neutral Agree Dependents Disagree Neutral Agree

With Dependents 12.0% 25.0% 63.0% 100.0% With Dependents 6.5% 9.3% 84.3% 100.0%

N = 13 27 68 108 N = 7 10 91 108

No Dependents 8.3% 24.2% 67.4% 100.0% No Dependents 3.8% 17.4% 78.8% 100.0%

N = 11 32 89 132 N = 5 23 104 132

Education Disagree Neutral Agree Education Disagree Neutral Agree

H/School 7.1% 25.0% 67.9% 100.0% H/School 7.1% 32.1% 60.7% 100.0%

N = 2 7 19 28 N = 2 9 17 28

TAFE 4.8% 23.8% 71.4% 100.0% TAFE 0.0% 9.5% 90.5% 100.0%

N = 2 10 30 42 N = 0 4 38 42

Undergrad 4.2% 21.1% 74.6% 100.0% Undergrad 0.0% 14.1% 85.9% 100.0%

N = 3 15 53 71 N = 0 10 61 71

Postgrad 22.2% 24.1% 53.7% 100.0% Postgrad 9.3% 7.4% 83.3% 100.0%

N = 12 13 29 54 N = 5 4 45 54

PhD/Doc 11.1% 31.1% 57.8% 100.0% PhD/Doc 11.1% 13.3% 75.6% 100.0%

N = 5 14 26 45 N = 5 6 34 45

Age Disagree Neutral Agree Age Disagree Neutral Agree

18-25 4.5% 31.8% 63.6% 100.0% 18-25 9.1% 31.8% 59.1% 100.0%

N = 1 7 14 22 N = 2 7 13 22

26-35 19.0% 11.9% 69.0% 100.0% 26-35 4.8% 11.9% 83.3% 100.0%

N = 8 5 29 42 N = 2 5 35 42

36-45 7.4% 29.6% 63.0% 100.0% 36-45 7.4% 11.1% 81.5% 100.0%

N = 4 16 34 54 N = 4 6 44 54

46-55 10.3% 22.1% 67.6% 100.0% 46-55 2.9% 13.2% 83.8% 100.0%

N = 7 15 46 68 N = 2 9 57 68

56-65 8.2% 30.6% 61.2% 100.0% 56-65 4.1% 8.2% 87.8% 100.0%

N = 4 15 30 49 N = 2 4 43 49

66-75 0.0% 25.0% 75.0% 100.0% 66-75 0.0% 25.0% 75.0% 100.0%

N = 0 1 3 4 N = 0 1 3 4

76+ 0.0% 0.0% 100.0% 100.0% 76+ 0.0% 100.0% 0.0% 100.0%

N = 0 0 1 1 N = 0 1 0 1

Health Disagree Neutral Agree Health Disagree Neutral Agree

Disagree 14.5% 13.0% 72.5% 100.0% Disagree 7.8% 19.7% 72.5% 100.0%

N = 5 5 29 39 N = 3 7 29 39

Neutral 17.4% 17.4% 65.2% 100.0% Neutral 0.0% 13.0% 87.0% 100.0%

N = 4 4 15 23 N = 0 3 20 23

Agree 8.1% 28.0% 63.9% 100.0% Agree 4.8% 13.1% 82.1% 100.0%

N = 15 49 113 177 N = 9 23 145 177
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PCEHR Concerns 

 

 

ConcIDTheft Disagree Neutral Agree Totals ConcUnauthAcc Disagree Neutral Agree Totals

Overall response 23.0% 24.7% 52.3% 100.0% Overall response 17.9% 13.8% 68.3% 100.0%

55 59 125 239 43 33 164 240

Gender Disagree Neutral Agree Gender Disagree Neutral Agree

Male 31.1% 22.6% 46.2% 100.0% Male 22.6% 11.3% 66.0% 100.0%

N = 33 24 49 106 N = 24 12 70 106

Female 16.5% 26.3% 57.1% 100.0% Female 14.2% 15.7% 70.1% 100.0%

N = 22 35 76 133 N = 19 21 94 134

Registered PCEHR Disagree Neutral Agree Registered PCEHR Disagree Neutral Agree

Registered 25.8% 19.4% 54.8% 100.0% Registered 29.0% 12.9% 58.1% 100.0%

N = 8 6 17 31 N = 9 4 18 31

Unregistered 22.6% 25.5% 51.9% 100.0% Unregistered 16.3% 13.9% 69.9% 100.0%

N = 47 53 108 208 N = 34 29 146 209

Dependents Disagree Neutral Agree Dependents Disagree Neutral Agree

With Dependents 27.8% 25.9% 46.3% 100.0% With Dependents 16.7% 13.9% 69.4% 100.0%

N = 30 28 50 108 N = 18 15 75 108

No Dependents 19.1% 23.7% 57.3% 100.0% No Dependents 18.9% 13.6% 67.4% 100.0%

N = 25 31 75 131 N = 25 18 89 132

Education Disagree Neutral Agree Education Disagree Neutral Agree

H/School 35.7% 21.4% 42.9% 100.0% H/School 25.0% 10.7% 64.3% 100.0%

N = 10 6 12 28 N = 7 3 18 28

TAFE 9.8% 19.5% 70.7% 100.0% TAFE 9.5% 14.3% 76.2% 100.0%

N = 4 8 29 41 N = 4 6 32 42

Undergrad 18.3% 32.4% 49.3% 100.0% Undergrad 9.9% 15.5% 74.6% 100.0%

N = 13 23 35 71 N = 7 11 53 71

Postgrad 27.8% 24.1% 48.1% 100.0% Postgrad 27.8% 11.1% 61.1% 100.0%

N = 15 13 26 54 N = 15 6 33 54

PhD/Doc 28.9% 20.0% 51.1% 100.0% PhD/Doc 22.2% 15.6% 62.2% 100.0%

N = 13 9 23 45 N = 10 7 28 45

Age Disagree Neutral Agree Age Disagree Neutral Agree

18-25 22.7% 36.4% 40.9% 100.0% 18-25 18.2% 18.2% 63.6% 100.0%

N = 5 8 9 22 N = 4 4 14 22

26-35 26.2% 19.0% 54.8% 100.0% 26-35 16.7% 4.8% 78.6% 100.0%

N = 11 8 23 42 N = 7 2 33 42

36-45 25.9% 25.9% 48.1% 100.0% 36-45 20.4% 18.5% 61.1% 100.0%

N = 14 14 26 54 N = 11 10 33 54

46-55 20.9% 22.4% 56.7% 100.0% 46-55 11.8% 11.8% 76.5% 100.0%

N = 14 15 38 67 N = 8 8 52 68

56-65 22.4% 26.5% 51.0% 100.0% 56-65 26.5% 14.3% 59.2% 100.0%

N = 11 13 25 49 N = 13 7 29 49

66-75 0.0% 25.0% 75.0% 100.0% 66-75 0.0% 50.0% 50.0% 100.0%

N = 0 1 3 4 N = 0 2 2 4

76+ 0.0% 0.0% 100.0% 100.0% 76+ 0.0% 0.0% 100.0% 100.0%

N = 0 0 1 1 N = 0 0 1 1

Health Disagree Neutral Agree Health Disagree Neutral Agree

Disagree 24.5% 7.9% 67.6% 100.0% Disagree 17.4% 3.3% 79.3% 100.0%

N = 7 4 27 38 N = 6 1 32 39

Neutral 4.3% 47.8% 47.8% 100.0% Neutral 13.0% 4.3% 82.6% 100.0%

N = 1 11 11 23 N = 3 1 19 23

Agree 26.3% 25.3% 48.5% 100.0% Agree 18.9% 17.7% 63.5% 100.0%

N = 47 44 86 177 N = 34 31 112 177
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Trust in Conventional Authentication 

 

 

PassSec Disagree Neutral Agree Totals EmailRegSec Disagree Neutral Agree Totals

Overall response 51.3% 17.9% 30.8% 100.0% Overall response 62.1% 21.3% 16.7% 100.0%

123 43 74 240 149 51 40 240

Gender Disagree Neutral Agree Gender Disagree Neutral Agree

Male 50.0% 13.2% 36.8% 100.0% Male 67.0% 15.1% 17.9% 100.0%

N = 53 14 39 106 N = 71 16 19 106

Female 52.2% 21.6% 26.1% 100.0% Female 58.2% 26.1% 15.7% 100.0%

N = 70 29 35 134 N = 78 35 21 134

Registered PCEHR Disagree Neutral Agree Registered PCEHR Disagree Neutral Agree

Registered 64.5% 12.9% 22.6% 100.0% Registered 64.5% 19.4% 16.1% 100.0%

N = 20 4 7 31 N = 20 6 5 31

Unregistered 49.3% 18.7% 32.1% 100.0% Unregistered 61.7% 21.5% 16.7% 100.0%

N = 103 39 67 209 N = 129 45 35 209

Dependents Disagree Neutral Agree Dependents Disagree Neutral Agree

With Dependents 47.2% 18.5% 34.3% 100.0% With Dependents 58.3% 22.2% 19.4% 100.0%

N = 51 20 37 108 N = 63 24 21 108

No Dependents 54.5% 17.4% 28.0% 100.0% No Dependents 65.2% 20.5% 14.4% 100.0%

N = 72 23 37 132 N = 86 27 19 132

Education Disagree Neutral Agree Education Disagree Neutral Agree

H/School 50.0% 14.3% 35.7% 100.0% H/School 53.6% 32.1% 14.3% 100.0%

N = 14 4 10 28 N = 15 9 4 28

TAFE 59.5% 11.9% 28.6% 100.0% TAFE 69.0% 16.7% 14.3% 100.0%

N = 25 5 12 42 N = 29 7 6 42

Undergrad 38.0% 23.9% 38.0% 100.0% Undergrad 49.3% 31.0% 19.7% 100.0%

N = 27 17 27 71 N = 35 22 14 71

Postgrad 53.7% 20.4% 25.9% 100.0% Postgrad 66.7% 16.7% 16.7% 100.0%

N = 29 11 14 54 N = 36 9 9 54

PhD/Doc 62.2% 13.3% 24.4% 100.0% PhD/Doc 75.6% 8.9% 15.6% 100.0%

N = 28 6 11 45 N = 34 4 7 45

Age Disagree Neutral Agree Age Disagree Neutral Agree

18-25 45.5% 9.1% 45.5% 100.0% 18-25 50.0% 27.3% 22.7% 100.0%

N = 10 2 10 22 N = 11 6 5 22

26-35 54.8% 11.9% 33.3% 100.0% 26-35 69.0% 23.8% 7.1% 100.0%

N = 23 5 14 42 N = 29 10 3 42

36-45 50.0% 11.1% 38.9% 100.0% 36-45 63.0% 11.1% 25.9% 100.0%

N = 27 6 21 54 N = 34 6 14 54

46-55 52.9% 23.5% 23.5% 100.0% 46-55 63.2% 20.6% 16.2% 100.0%

N = 36 16 16 68 N = 43 14 11 68

56-65 53.1% 26.5% 20.4% 100.0% 56-65 63.3% 26.5% 10.2% 100.0%

N = 26 13 10 49 N = 31 13 5 49

66-75 25.0% 0.0% 75.0% 100.0% 66-75 25.0% 25.0% 50.0% 100.0%

N = 1 0 3 4 N = 1 1 2 4

76+ 0.0% 100.0% 0.0% 100.0% 76+ 0.0% 100.0% 0.0% 100.0%

N = 0 1 0 1 N = 0 1 0 1

Health Disagree Neutral Agree Health Disagree Neutral Agree

Disagree 65.2% 9.4% 25.4% 100.0% Disagree 68.1% 17.5% 14.5% 100.0%

N = 23 5 11 39 N = 27 7 5 39

Neutral 60.9% 17.4% 21.7% 100.0% Neutral 65.2% 26.1% 8.7% 100.0%

N = 14 4 5 23 N = 15 6 2 23

Agree 48.1% 19.1% 32.8% 100.0% Agree 60.3% 21.6% 18.1% 100.0%

N = 85 34 58 177 N = 106 38 33 177
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Trust in Developers 

 

 

GovEnsPriv Disagree Neutral Agree Totals GovEnsConf Disagree Neutral Agree Totals

Overall response 46.4% 18.0% 35.6% 100.0% Overall response 46.3% 17.1% 36.7% 100.0%

111 43 85 239 111 41 88 240

Gender Disagree Neutral Agree Gender Disagree Neutral Agree

Male 50.0% 17.0% 33.0% 100.0% Male 50.9% 16.0% 33.0% 100.0%

N = 53 18 35 106 N = 54 17 35 106

Female 43.6% 18.8% 37.6% 100.0% Female 42.5% 17.9% 39.6% 100.0%

N = 58 25 50 133 N = 57 24 53 134

Registered PCEHR Disagree Neutral Agree Registered PCEHR Disagree Neutral Agree

Registered 32.3% 16.1% 51.6% 100.0% Registered 35.5% 9.7% 54.8% 100.0%

N = 10 5 16 31 N = 11 3 17 31

Unregistered 48.6% 18.3% 33.2% 100.0% Unregistered 47.8% 18.2% 34.0% 100.0%

N = 101 38 69 208 N = 100 38 71 209

Dependents Disagree Neutral Agree Dependents Disagree Neutral Agree

With Dependents 38.9% 20.4% 40.7% 100.0% With Dependents 39.8% 18.5% 41.7% 100.0%

N = 42 22 44 108 N = 43 20 45 108

No Dependents 52.7% 16.0% 31.3% 100.0% No Dependents 51.5% 15.9% 32.6% 100.0%

N = 69 21 41 131 N = 68 21 43 132

Education Disagree Neutral Agree Education Disagree Neutral Agree

H/School 46.4% 10.7% 42.9% 100.0% H/School 42.9% 10.7% 46.4% 100.0%

N = 13 3 12 28 N = 12 3 13 28

TAFE 52.4% 14.3% 33.3% 100.0% TAFE 52.4% 14.3% 33.3% 100.0%

N = 22 6 14 42 N = 22 6 14 42

Undergrad 45.1% 23.9% 31.0% 100.0% Undergrad 43.7% 25.4% 31.0% 100.0%

N = 32 17 22 71 N = 31 18 22 71

Postgrad 44.4% 14.8% 40.7% 100.0% Postgrad 44.4% 13.0% 42.6% 100.0%

N = 24 8 22 54 N = 24 7 23 54

PhD/Doc 45.5% 20.5% 34.1% 100.0% PhD/Doc 48.9% 15.6% 35.6% 100.0%

N = 20 9 15 44 N = 22 7 16 45

Age Disagree Neutral Agree Age Disagree Neutral Agree

18-25 40.9% 13.6% 45.5% 100.0% 18-25 36.4% 13.6% 50.0% 100.0%

N = 9 3 10 22 N = 8 3 11 22

26-35 58.5% 7.3% 34.1% 100.0% 26-35 54.8% 11.9% 33.3% 100.0%

N = 24 3 14 41 N = 23 5 14 42

36-45 37.0% 24.1% 38.9% 100.0% 36-45 37.0% 25.9% 37.0% 100.0%

N = 20 13 21 54 N = 20 14 20 54

46-55 45.6% 20.6% 33.8% 100.0% 46-55 48.5% 16.2% 35.3% 100.0%

N = 31 14 23 68 N = 33 11 24 68

56-65 51.0% 18.4% 30.6% 100.0% 56-65 51.0% 14.3% 34.7% 100.0%

N = 25 9 15 49 N = 25 7 17 49

66-75 50.0% 25.0% 25.0% 100.0% 66-75 50.0% 25.0% 25.0% 100.0%

N = 2 1 1 4 N = 2 1 1 4

76+ 0.0% 0.0% 100.0% 100.0% 76+ 0.0% 0.0% 100.0% 100.0%

N = 0 0 1 1 N = 0 0 1 1

Health Disagree Neutral Agree Health Disagree Neutral Agree

Disagree 70.3% 10.8% 18.9% 100.0% Disagree 64.0% 6.1% 30.0% 100.0%

N = 27 5 7 39 N = 25 4 10 39

Neutral 52.2% 17.4% 30.4% 100.0% Neutral 52.2% 17.4% 30.4% 100.0%

N = 12 4 7 23 N = 12 4 7 23

Agree 39.9% 19.5% 40.6% 100.0% Agree 40.9% 18.8% 40.3% 100.0%

N = 71 34 71 176 N = 73 33 71 177



Appendix C - Distributions 

 

255 

 

Trust in Practitioners 

 

 

TrustConf Disagree Neutral Agree Totals TrustComp Disagree Neutral Agree Totals

Overall response 23.8% 15.4% 60.8% 100.0% Overall response 12.9% 17.9% 69.2% 100.0%

57 37 146 240 31 43 166 240

Gender Disagree Neutral Agree Gender Disagree Neutral Agree

Male 25.5% 17.0% 57.5% 100.0% Male 11.3% 21.7% 67.0% 100.0%

N = 27 18 61 106 N = 12 23 71 106

Female 22.4% 14.2% 63.4% 100.0% Female 14.2% 14.9% 70.9% 100.0%

N = 30 19 85 134 N = 19 20 95 134

Registered PCEHR Disagree Neutral Agree Registered PCEHR Disagree Neutral Agree

Registered 12.9% 12.9% 74.2% 100.0% Registered 9.7% 3.2% 87.1% 100.0%

N = 4 4 23 31 N = 3 1 27 31

Unregistered 25.4% 15.8% 58.9% 100.0% Unregistered 13.4% 20.1% 66.5% 100.0%

N = 53 33 123 209 N = 28 42 139 209

Dependents Disagree Neutral Agree Dependents Disagree Neutral Agree

With Dependents 21.3% 13.0% 65.7% 100.0% With Dependents 11.1% 14.8% 74.1% 100.0%

N = 23 14 71 108 N = 12 16 80 108

No Dependents 25.8% 17.4% 56.8% 100.0% No Dependents 14.4% 20.5% 65.2% 100.0%

N = 34 23 75 132 N = 19 27 86 132

Education Disagree Neutral Agree Education Disagree Neutral Agree

H/School 14.3% 17.9% 67.9% 100.0% H/School 10.7% 17.9% 71.4% 100.0%

N = 4 5 19 28 N = 3 5 20 28

TAFE 31.0% 16.7% 52.4% 100.0% TAFE 11.9% 23.8% 64.3% 100.0%

N = 13 7 22 42 N = 5 10 27 42

Undergrad 18.3% 18.3% 63.4% 100.0% Undergrad 7.0% 16.9% 76.1% 100.0%

N = 13 13 45 71 N = 5 12 54 71

Postgrad 24.1% 11.1% 64.8% 100.0% Postgrad 14.8% 18.5% 66.7% 100.0%

N = 13 6 35 54 N = 8 10 36 54

PhD/Doc 31.1% 13.3% 55.6% 100.0% PhD/Doc 22.2% 13.3% 64.4% 100.0%

N = 14 6 25 45 N = 10 6 29 45

Age Disagree Neutral Agree Age Disagree Neutral Agree

18-25 18.2% 13.6% 68.2% 100.0% 18-25 13.6% 13.6% 72.7% 100.0%

N = 4 3 15 22 N = 3 3 16 22

26-35 19.0% 14.3% 66.7% 100.0% 26-35 11.9% 11.9% 76.2% 100.0%

N = 8 6 28 42 N = 5 5 32 42

36-45 18.5% 18.5% 63.0% 100.0% 36-45 9.3% 22.2% 68.5% 100.0%

N = 10 10 34 54 N = 5 12 37 54

46-55 32.4% 16.2% 51.5% 100.0% 46-55 16.2% 20.6% 63.2% 100.0%

N = 22 11 35 68 N = 11 14 43 68

56-65 26.5% 14.3% 59.2% 100.0% 56-65 14.3% 18.4% 67.3% 100.0%

N = 13 7 29 49 N = 7 9 33 49

66-75 0.0% 0.0% 100.0% 100.0% 66-75 0.0% 0.0% 100.0% 100.0%

N = 0 0 4 4 N = 0 0 4 4

76+ 0.0% 0.0% 100.0% 100.0% 76+ 0.0% 0.0% 100.0% 100.0%

N = 0 0 1 1 N = 0 0 1 1

Health Disagree Neutral Agree Health Disagree Neutral Agree

Disagree 39.7% 12.6% 47.6% 100.0% Disagree 18.6% 27.2% 54.2% 100.0%

N = 15 5 19 39 N = 8 11 20 39

Neutral 21.7% 21.7% 56.5% 100.0% Neutral 13.0% 13.0% 73.9% 100.0%

N = 5 5 13 23 N = 3 3 17 23

Agree 19.7% 14.9% 65.4% 100.0% Agree 10.8% 15.6% 73.6% 100.0%

N = 36 27 114 177 N = 20 28 129 177
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IT Awareness 

 

 

ComSkill Disagree Neutral Agree Totals WebTech Disagree Neutral Agree Totals

Overall response 7.1% 15.4% 77.5% 100.0% Overall response 28.3% 20.4% 51.3% 100.0%

17 37 186 240 68 49 123 240

Gender Disagree Neutral Agree Gender Disagree Neutral Agree

Male 8.5% 14.2% 77.4% 100.0% Male 23.6% 19.8% 56.6% 100.0%

N = 9 15 82 106 N = 25 21 60 106

Female 6.0% 16.4% 77.6% 100.0% Female 32.1% 20.9% 47.0% 100.0%

N = 8 22 104 134 N = 43 28 63 134

Registered PCEHR Disagree Neutral Agree Registered PCEHR Disagree Neutral Agree

Registered 12.9% 22.6% 64.5% 100.0% Registered 35.5% 9.7% 54.8% 100.0%

N = 4 7 20 31 N = 11 3 17 31

Unregistered 6.2% 14.4% 79.4% 100.0% Unregistered 27.3% 22.0% 50.7% 100.0%

N = 13 30 166 209 N = 57 46 106 209

Dependents Disagree Neutral Agree Dependents Disagree Neutral Agree

With Dependents 6.5% 17.6% 75.9% 100.0% With Dependents 25.9% 21.3% 52.8% 100.0%

N = 7 19 82 108 N = 28 23 57 108

No Dependents 7.6% 13.6% 78.8% 100.0% No Dependents 30.3% 19.7% 50.0% 100.0%

N = 10 18 104 132 N = 40 26 66 132

Education Disagree Neutral Agree Education Disagree Neutral Agree

H/School 3.6% 10.7% 85.7% 100.0% H/School 14.3% 28.6% 57.1% 100.0%

N = 1 3 24 28 N = 4 8 16 28

TAFE 7.1% 19.0% 73.8% 100.0% TAFE 31.0% 19.0% 50.0% 100.0%

N = 3 8 31 42 N = 13 8 21 42

Undergrad 4.2% 16.9% 78.9% 100.0% Undergrad 21.1% 31.0% 47.9% 100.0%

N = 3 12 56 71 N = 15 22 34 71

Postgrad 9.3% 18.5% 72.2% 100.0% Postgrad 33.3% 16.7% 50.0% 100.0%

N = 5 10 39 54 N = 18 9 27 54

PhD/Doc 11.1% 8.9% 80.0% 100.0% PhD/Doc 40.0% 4.4% 55.6% 100.0%

N = 5 4 36 45 N = 18 2 25 45

Age Disagree Neutral Agree Age Disagree Neutral Agree

18-25 0.0% 9.1% 90.9% 100.0% 18-25 4.5% 31.8% 63.6% 100.0%

N = 0 2 20 22 N = 1 7 14 22

26-35 4.8% 16.7% 78.6% 100.0% 26-35 21.4% 21.4% 57.1% 100.0%

N = 2 7 33 42 N = 9 9 24 42

36-45 7.4% 13.0% 79.6% 100.0% 36-45 29.6% 20.4% 50.0% 100.0%

N = 4 7 43 54 N = 16 11 27 54

46-55 8.8% 16.2% 75.0% 100.0% 46-55 35.3% 13.2% 51.5% 100.0%

N = 6 11 51 68 N = 24 9 35 68

56-65 10.2% 16.3% 73.5% 100.0% 56-65 34.7% 20.4% 44.9% 100.0%

N = 5 8 36 49 N = 17 10 22 49

66-75 0.0% 50.0% 50.0% 100.0% 66-75 25.0% 75.0% 0.0% 100.0%

N = 0 2 2 4 N = 1 3 0 4

76+ 0.0% 0.0% 100.0% 100.0% 76+ 0.0% 0.0% 100.0% 100.0%

N = 0 0 1 1 N = 0 0 1 1

Health Disagree Neutral Agree Health Disagree Neutral Agree

Disagree 14.4% 24.1% 61.6% 100.0% Disagree 43.0% 23.5% 33.5% 100.0%

N = 4 8 27 39 N = 15 10 14 39

Neutral 4.3% 26.1% 69.6% 100.0% Neutral 34.8% 13.0% 52.2% 100.0%

N = 1 6 16 23 N = 8 3 12 23

Agree 7.0% 12.8% 80.2% 100.0% Agree 25.8% 20.4% 53.9% 100.0%

N = 12 22 143 177 N = 45 35 97 177
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Wish for Anonymity 

 

 

AnonSmtCrd Disagree Neutral Agree Totals AnonMobile Disagree Neutral Agree Totals

Overall response 14.6% 22.5% 62.9% 100.0% Overall response 15.8% 19.6% 64.6% 100.0%

35 54 151 240 38 47 155 240

Gender Disagree Neutral Agree Gender Disagree Neutral Agree

Male 14.2% 15.1% 70.8% 100.0% Male 12.3% 15.1% 72.6% 100.0%

N = 15 16 75 106 N = 13 16 77 106

Female 14.9% 28.4% 56.7% 100.0% Female 18.7% 23.1% 58.2% 100.0%

N = 20 38 76 134 N = 25 31 78 134

Registered PCEHR Disagree Neutral Agree Registered PCEHR Disagree Neutral Agree

Registered 6.5% 16.1% 77.4% 100.0% Registered 12.9% 19.4% 67.7% 100.0%

N = 2 5 24 31 N = 4 6 21 31

Unregistered 15.8% 23.4% 60.8% 100.0% Unregistered 16.3% 19.6% 64.1% 100.0%

N = 33 49 127 209 N = 34 41 134 209

Dependents Disagree Neutral Agree Dependents Disagree Neutral Agree

With Dependents 13.9% 21.3% 64.8% 100.0% With Dependents 14.8% 21.3% 63.9% 100.0%

N = 15 23 70 108 N = 16 23 69 108

No Dependents 15.2% 23.5% 61.4% 100.0% No Dependents 16.7% 18.2% 65.2% 100.0%

N = 20 31 81 132 N = 22 24 86 132

Education Disagree Neutral Agree Education Disagree Neutral Agree

H/School 14.3% 21.4% 64.3% 100.0% H/School 10.7% 17.9% 71.4% 100.0%

N = 4 6 18 28 N = 3 5 20 28

TAFE 14.3% 23.8% 61.9% 100.0% TAFE 16.7% 19.0% 64.3% 100.0%

N = 6 10 26 42 N = 7 8 27 42

Undergrad 7.0% 22.5% 70.4% 100.0% Undergrad 12.7% 15.5% 71.8% 100.0%

N = 5 16 50 71 N = 9 11 51 71

Postgrad 24.1% 18.5% 57.4% 100.0% Postgrad 22.2% 18.5% 59.3% 100.0%

N = 13 10 31 54 N = 12 10 32 54

PhD/Doc 15.6% 26.7% 57.8% 100.0% PhD/Doc 15.6% 28.9% 55.6% 100.0%

N = 7 12 26 45 N = 7 13 25 45

Age Disagree Neutral Agree Age Disagree Neutral Agree

18-25 13.6% 22.7% 63.6% 100.0% 18-25 18.2% 18.2% 63.6% 100.0%

N = 3 5 14 22 N = 4 4 14 22

26-35 7.1% 26.2% 66.7% 100.0% 26-35 7.1% 16.7% 76.2% 100.0%

N = 3 11 28 42 N = 3 7 32 42

36-45 20.4% 22.2% 57.4% 100.0% 36-45 16.7% 11.1% 72.2% 100.0%

N = 11 12 31 54 N = 9 6 39 54

46-55 19.1% 17.6% 63.2% 100.0% 46-55 19.1% 20.6% 60.3% 100.0%

N = 13 12 43 68 N = 13 14 41 68

56-65 8.2% 28.6% 63.3% 100.0% 56-65 16.3% 32.7% 51.0% 100.0%

N = 4 14 31 49 N = 8 16 25 49

66-75 25.0% 0.0% 75.0% 100.0% 66-75 25.0% 0.0% 75.0% 100.0%

N = 1 0 3 4 N = 1 0 3 4

76+ 0.0% 0.0% 100.0% 100.0% 76+ 0.0% 0.0% 100.0% 100.0%

N = 0 0 1 1 N = 0 0 1 1

Health Disagree Neutral Agree Health Disagree Neutral Agree

Disagree 20.6% 26.6% 52.8% 100.0% Disagree 22.3% 22.0% 55.7% 100.0%

N = 6 13 20 39 N = 8 10 21 39

Neutral 13.0% 21.7% 65.2% 100.0% Neutral 13.0% 17.4% 69.6% 100.0%

N = 3 5 15 23 N = 3 4 16 23

Agree 14.0% 19.8% 66.2% 100.0% Agree 14.2% 18.9% 66.8% 100.0%

N = 26 35 116 177 N = 26 33 118 177
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Use of Attribute-Based Credentials 

 

AnonEff Disagree Neutral Agree Totals AnonConv Disagree Neutral Agree Totals

Overall response 5.6% 18.6% 75.8% 100.0% Overall response 10.0% 15.6% 74.5% 100.0%

13 43 175 231 23 36 172 231

Gender Disagree Neutral Agree Gender Disagree Neutral Agree

Male 7.8% 14.7% 77.5% 100.0% Male 13.6% 10.7% 75.7% 100.0%

N = 8 15 79 102 N = 14 11 78 103

Female 3.9% 21.7% 74.4% 100.0% Female 7.0% 19.5% 73.4% 100.0%

N = 5 28 96 129 N = 9 25 94 128

Registered PCEHR Disagree Neutral Agree Registered PCEHR Disagree Neutral Agree

Registered 9.7% 16.1% 74.2% 100.0% Registered 19.4% 12.9% 67.7% 100.0%

N = 3 5 23 31 N = 6 4 21 31

Unregistered 5.0% 19.0% 76.0% 100.0% Unregistered 8.5% 16.0% 75.5% 100.0%

N = 10 38 152 200 N = 17 32 151 200

Dependents Disagree Neutral Agree Dependents Disagree Neutral Agree

With Dependents 4.9% 15.7% 79.4% 100.0% With Dependents 8.8% 11.8% 79.4% 100.0%

N = 5 16 81 102 N = 9 12 81 102

No Dependents 6.2% 20.9% 72.9% 100.0% No Dependents 10.9% 18.6% 70.5% 100.0%

N = 8 27 94 129 N = 14 24 91 129

Education Disagree Neutral Agree Education Disagree Neutral Agree

H/School 3.6% 25.0% 71.4% 100.0% H/School 10.7% 14.3% 75.0% 100.0%

N = 1 7 20 28 N = 3 4 21 28

TAFE 7.5% 17.5% 75.0% 100.0% TAFE 15.0% 17.5% 67.5% 100.0%

N = 3 7 30 40 N = 6 7 27 40

Undergrad 4.3% 17.4% 78.3% 100.0% Undergrad 4.3% 17.1% 78.6% 100.0%

N = 3 12 54 69 N = 3 12 55 70

Postgrad 8.0% 18.0% 74.0% 100.0% Postgrad 12.0% 14.0% 74.0% 100.0%

N = 4 9 37 50 N = 6 7 37 50

PhD/Doc 4.5% 18.2% 77.3% 100.0% PhD/Doc 11.6% 14.0% 74.4% 100.0%

N = 2 8 34 44 N = 5 6 32 43

Age Disagree Neutral Agree Age Disagree Neutral Agree

18-25 4.5% 31.8% 63.6% 100.0% 18-25 18.2% 22.7% 59.1% 100.0%

N = 1 7 14 22 N = 4 5 13 22

26-35 4.8% 14.3% 81.0% 100.0% 26-35 9.5% 14.3% 76.2% 100.0%

N = 2 6 34 42 N = 4 6 32 42

36-45 5.8% 11.5% 82.7% 100.0% 36-45 7.5% 9.4% 83.0% 100.0%

N = 3 6 43 52 N = 4 5 44 53

46-55 6.5% 21.0% 72.6% 100.0% 46-55 11.5% 13.1% 75.4% 100.0%

N = 4 13 45 62 N = 7 8 46 61

56-65 6.3% 20.8% 72.9% 100.0% 56-65 8.3% 22.9% 68.8% 100.0%

N = 3 10 35 48 N = 4 11 33 48

66-75 0.0% 25.0% 75.0% 100.0% 66-75 0.0% 25.0% 75.0% 100.0%

N = 0 1 3 4 N = 0 1 3 4

76+ 0.0% 0.0% 100.0% 100.0% 76+ 0.0% 0.0% 100.0% 100.0%

N = 0 0 1 1 N = 0 0 1 1

Health Disagree Neutral Agree Health Disagree Neutral Agree

Disagree 8.7% 18.4% 72.9% 100.0% Disagree 13.5% 8.1% 78.4% 100.0%

N = 3 8 26 37 N = 6 4 27 37

Neutral 4.3% 21.7% 73.9% 100.0% Neutral 13.0% 17.4% 69.6% 100.0%

N = 1 5 17 23 N = 3 4 16 23

Agree 5.1% 17.3% 77.6% 100.0% Agree 8.0% 15.8% 76.2% 100.0%

N = 9 29 132 170 N = 14 27 129 170
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AnonSec Disagree Neutral Agree Totals LearnAnon Disagree Neutral Agree Totals

Overall response 2.2% 9.1% 88.7% 100.0% Overall response 3.3% 11.7% 85.0% 100.0%

5 21 204 230 8 28 204 240

Gender Disagree Neutral Agree Gender Disagree Neutral Agree

Male 2.0% 7.8% 90.2% 100.0% Male 4.7% 10.4% 84.9% 100.0%

N = 2 8 92 102 N = 5 11 90 106

Female 2.3% 10.2% 87.5% 100.0% Female 2.2% 12.7% 85.1% 100.0%

N = 3 13 112 128 N = 3 17 114 134

Registered PCEHR Disagree Neutral Agree Registered PCEHR Disagree Neutral Agree

Registered 6.7% 13.3% 80.0% 100.0% Registered 3.2% 16.1% 80.6% 100.0%

N = 2 4 24 30 N = 1 5 25 31

Unregistered 1.5% 8.5% 90.0% 100.0% Unregistered 3.3% 11.0% 85.6% 100.0%

N = 3 17 180 200 N = 7 23 179 209

Dependents Disagree Neutral Agree Dependents Disagree Neutral Agree

With Dependents 1.9% 9.7% 88.3% 100.0% With Dependents 4.6% 9.3% 86.1% 100.0%

N = 2 10 91 103 N = 5 10 93 108

No Dependents 2.4% 8.7% 89.0% 100.0% No Dependents 2.3% 13.6% 84.1% 100.0%

N = 3 11 113 127 N = 3 18 111 132

Education Disagree Neutral Agree Education Disagree Neutral Agree

H/School 3.6% 14.3% 82.1% 100.0% H/School 7.1% 21.4% 71.4% 100.0%

N = 1 4 23 28 N = 2 6 20 28

TAFE 5.0% 7.5% 87.5% 100.0% TAFE 0.0% 7.1% 92.9% 100.0%

N = 2 3 35 40 N = 0 3 39 42

Undergrad 1.4% 5.8% 92.8% 100.0% Undergrad 0.0% 9.9% 90.1% 100.0%

N = 1 4 64 69 N = 0 7 64 71

Postgrad 2.0% 6.0% 92.0% 100.0% Postgrad 7.4% 11.1% 81.5% 100.0%

N = 1 3 46 50 N = 4 6 44 54

PhD/Doc 0.0% 16.3% 83.7% 100.0% PhD/Doc 4.4% 13.3% 82.2% 100.0%

N = 0 7 36 43 N = 2 6 37 45

Age Disagree Neutral Agree Age Disagree Neutral Agree

18-25 4.5% 22.7% 72.7% 100.0% 18-25 9.1% 18.2% 72.7% 100.0%

N = 1 5 16 22 N = 2 4 16 22

26-35 2.4% 4.8% 92.9% 100.0% 26-35 4.8% 11.9% 83.3% 100.0%

N = 1 2 39 42 N = 2 5 35 42

36-45 1.9% 3.8% 94.2% 100.0% 36-45 1.9% 11.1% 87.0% 100.0%

N = 1 2 49 52 N = 1 6 47 54

46-55 1.6% 8.1% 90.3% 100.0% 46-55 2.9% 8.8% 88.2% 100.0%

N = 1 5 56 62 N = 2 6 60 68

56-65 2.1% 12.8% 85.1% 100.0% 56-65 2.0% 10.2% 87.8% 100.0%

N = 1 6 40 47 N = 1 5 43 49

66-75 0.0% 25.0% 75.0% 100.0% 66-75 0.0% 25.0% 75.0% 100.0%

N = 0 1 3 4 N = 0 1 3 4

76+ 0.0% 0.0% 100.0% 100.0% 76+ 0.0% 100.0% 0.0% 100.0%

N = 0 0 1 1 N = 0 1 0 1

Health Disagree Neutral Agree Health Disagree Neutral Agree

Disagree 5.6% 13.1% 81.4% 100.0% Disagree 4.8% 15.9% 79.4% 100.0%

N = 1 4 29 34 N = 1 5 33 39

Neutral 4.3% 17.4% 78.3% 100.0% Neutral 0.0% 13.0% 87.0% 100.0%

N = 1 4 18 23 N = 0 3 20 23

Agree 1.7% 7.5% 90.8% 100.0% Agree 3.6% 11.3% 85.1% 100.0%

N = 3 13 156 172 N = 7 20 150 177
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Appendix D - Normality Tests 

Skewness and Kurtosis 

PCEHR Use 

  NoResEHR 
EHRmor 

LikelyAnon LearnEHR GovIDSafe 

N 
240 240 240 240 240 

0 0 0 0 0 

Skewness -.013 -.555 -1.035 -1.035 

Std. Error of Skewness .157 .157 .157 .157 

Kurtosis -.518 -.195 1.121 1.121 

Std. Error of Kurtosis .313 .313 .313 .313 

 

PCEHR Concerns 

  Health 
Research 
Consent 

Control 
Access 

Deny 
Access 

Deny 
Research 

Conc 
UnauthAcc 

N 
240 240 240 240 240 240 240 

0 0 0 0 0 0 0 

Skewness -.825 -.825 -1.337 -1.495 -1.304 -.727 

Std. Error of Skewness .157 .157 .157 .157 .157 .157 

Kurtosis -.024 -.024 1.086 1.930 1.175 -.107 

Std. Error of Kurtosis .313 .313 .313 .313 .313 .313 

 

Trust in Conventional Authentication 

  ConcIDTheft FinTransSec SmtCrdSec EmailRegSec PassSec PrefGovID 

N 
240 240 240 240 240 240 240 

0 0 0 0 0 0 0 

Skewness -.302 -.370 -.246 .292 .085 .463 

Std. Error of 
Skewness 

.157 .157 .157 .157 .157 .157 

Kurtosis -.413 -.470 -.423 -.635 -.842 -.079 

Std. Error of Kurtosis .313 .313 .313 .313 .313 .313 

 

Trust in Developers 

  
Gov 

EnsConf 
Gov 

EnsPriv 
Gov 

NotLost 
Anon 

Microsoft 
Anon 
IBM 

Anon 
Sym 

Anon 
Gov 

N 
240 240 240 240 240 240 240 240 

0 0 0 0 0 0 0 0 

Skewness .093 .123 .044 -.215 -.340 -.261 -.259 

Std. Error of Skewness .157 .157 .157 .157 .157 .157 .157 

Kurtosis -1.012 -.992 -1.053 1.126 1.762 1.647 -.062 

Std. Error of Kurtosis .313 .313 .313 .313 .313 .313 .313 
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Trust in Practitioners 

  RecOwn AccRights 
Consent 
Update TrustComp TrustConf 

N 
240 240 240 240 240 240 

0 0 0 0 0 0 

Skewness .222 -3.118 -.686 -.685 -.597 

Std. Error of Skewness .157 .157 .157 .157 .157 

Kurtosis -1.156 12.148 -.527 -.086 -.750 

Std. Error of Kurtosis .313 .313 .313 .313 .313 

 

IT Awareness 

  Browse Daily ComSkill WebTech Biometrics 
Smt 

CrdExp 
Conc 

Tracked 

N 
240 240 240 240 240 240 240 240 

0 0 0 0 0 0 0 0 

Skewness -1.455 .160 -.675 -.275 -.093 -1.027 -1.120 

Std. Error of Skewness .157 .157 .157 .157 .157 .157 .157 

Kurtosis 1.518 -1.211 .435 -.586 -.912 .819 .894 

Std. Error of Kurtosis .313 .313 .313 .313 .313 .313 .313 

 

Wish for Anonymity 

  
OrgToo 
Much 

DataIs 
Data 

Like 
Pseudos 

Anon 
Comp 

Anon 
Mobile 

Anon 
SmtCrd 

SmtCrd 
ReaderPriv 

Smt 
Crd30 

N 
240 240 240 240 240 240 240 240 240 

0 0 0 0 0 0 0 0 0 

Skewness -2.053 -.270 -.987 -.932 -.715 -.764 -.625 -.636 

Std. Error of Skewness .157 .157 .157 .157 .157 .157 .157 .157 

Kurtosis 5.429 -.296 .856 1.088 -.078 .035 1.368 .516 

Std. Error of Kurtosis .313 .313 .313 .313 .313 .313 .313 .313 

 

Use of Attribute-Based Credentials 

  CombAnon ControlInf LearnAnon AnonConv AnonEff AnonSec 

N 
240 240 240 240 240 240 240 

0 0 0 0 0 0 0 

Skewness -.844 -1.081 -1.088 -.935 -.842 -1.213 

Std. Error of Skewness .157 .157 .157 .157 .157 .157 

Kurtosis 1.045 1.326 1.426 .601 .687 1.841 

Std. Error of Kurtosis .313 .313 .313 .313 .313 .313 
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Normal Q-Q Plots of the items used in the PCEHR Use construct. 

No reservations about using 

electronic health records 

 More likely to use electronic health 

records if anonymous 

Like to learn more about  

electronic health records 

Government identification  

system safest option 

 

Normal Q-Q Plots of the items used in the PCEHR Concerns construct. 

Concerns about identity theft  Concerns about  

unauthorised access 
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Only I should control access to  

my electronic health records 

I have rights to deny access to  

my electronic health records 

My health records should be used  

for research without my consent 

I have rights to deny access to  

my health records for research 

I generally enjoy good health Parcelled access items 
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Normal Q-Q Plots of the items used in the Trust in Conventional Authentication 

construct. 

Password authentication is secure  Email registration is secure 

Financial transactions are secure Smart cards are secure 

Prefer to use a Government-

controlled identification system 
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Normal Q-Q Plots of the items used in the Trust in Developers construct. 

I trust the Government to  

ensure my privacy 

I trust the Government to ensure 

Doctor-Patient confidentiality 

I trust the Government to ensure  

my health information is not lost 

I trust the Government to develop 

an attribute-based credential system 

I trust Microsoft to develop an 

attribute-based credential system 

I trust IBM to develop an attribute-

based credential system 
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I trust Symantec to develop an 

attribute-based credential system 

 

 

 

Normal Q-Q Plots of the items used in the Trust in Practitioners construct. 

I trust in the confidentiality of  

my health care providers 

I trust in the competence of  

my health care providers 

Health providers own the 

information stored in their records 

Only with my consent, can 

practitioners update my records 
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I have rights to access information 

health care providers keep about me 

 

 

Normal Q-Q Plots of the IT Awareness Construct 

 

Years browsing Daily time online 

Level of computer skills Understanding of  

web technologies 
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Biometrics too invasive Smart card experience 

Concerns about being  

tracked online 

 

 

Normal Q-Q Plots of the items used in the Wish for Anonymity construct. 

I would use attribute-based  

credentials from a smartcard 

I would use attribute-based  

credentials from my mobile phone 
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I would use attribute-based  

credentials from my computer 

I like the idea of using a  

pseudonym to identify myself 

A smart card reader would  

help protect my privacy 

I would purchase a smart card 

reader costing no more than A$30 

If identity information is removed 

data cannot be linked to me 

Many organisations collect more 

information than they need to know 
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Normal Q-Q Plots of the items used in the Use of Attribute-Based Credentials construct. 

I would use attribute-based 

credentials if more efficient than 

passwords 

I would use attribute-based 

credentials if more convenient than 

passwords 

I would use attribute-based 

credentials if more secure than 

passwords 

I would like to use combinations  

of attribute-based credentials 

I would like to learn more about 

attribute-based credentials 

I like to control information shown 

when using attribute-based 

credentials 
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Histograms of the items used in the PCEHR Use construct. 

No reservations about using 

electronic health records 

 More likely to use electronic health 

records if anonymous 

Like to learn more about  

electronic health records 

Government identification  

system safest option 

 

Histograms of the items used in the PCEHR Concerns construct. 

Concerns about identity theft  Concerns about  

unauthorised access 
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Only I should control access to  

my electronic health records 

I have rights to deny access to  

my electronic health records 

My health records should be used  

for research without my consent 

I have rights to deny access to  

my health records for research 

I generally enjoy good health Parcelled access items 
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Histograms of the items used in the Trust in Conventional Authentication construct. 

Password authentication is secure  Email registration is secure 

Financial transactions are secure Smart cards are secure 

Prefer to use a Government-

controlled identification system 
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Histograms of the items used in the Trust in Developers construct. 

I trust the Government to  

ensure my privacy 

I trust the Government to ensure 

Doctor-Patient confidentiality 

I trust the Government to ensure  

my health information is not lost 

I trust the Government to develop 

an attribute-based credential system 

I trust Microsoft to develop an 

attribute-based credential system 

I trust IBM to develop an attribute-

based credential system 
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I trust Symantec to develop an 

attribute-based credential system 

 

 

Histograms of the items used in the Trust in Practitioners construct. 

I trust in the confidentiality of  

my health care providers 

I trust in the competence of  

my health care providers 

Health providers own the 

information stored in their records 

Only with my consent, can 

practitioners update my records 



Appendix D - Normality Tests 

 

276 

 

I have rights to access information 

health care providers keep about me 

 

 

Histograms of the items used in the IT Awareness Construct 

 

Years browsing Daily time online 

Level of computer skills Understanding of  

web technologies 
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Biometrics too invasive Smart card experience 

Concerns about being  

tracked online 

 

 

Histograms of the items used in the Wish for Anonymity construct. 

I would use attribute-based  

credentials from a smartcard 

I would use attribute-based  

credentials from my mobile phone 
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I would use attribute-based  

credentials from my computer 

I like the idea of using a  

pseudonym to identify myself 

A smart card reader would  

help protect my privacy 

I would purchase a smart card 

reader costing no more than A$30 

If identity information is removed 

data cannot be linked to me 

Many organisations collect more 

information than they need to know 
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Histograms of the items used in the Use of Attribute-Based Credentials construct. 

I would use attribute-based 

credentials if more efficient than 

passwords 

I would use attribute-based 

credentials if more convenient than 

passwords 

I would use attribute-based 

credentials if more secure than 

passwords 

I would like to use combinations  

of attribute-based credentials 

I would like to learn more about 

attribute-based credentials 

I like to control information shown 

when using attribute-based 

credentials 
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Scatterplots of the items used in the PCEHR Use construct. 

No reservations about using 

electronic health records 

 More likely to use electronic health 

records if anonymous 

Like to learn more about  

electronic health records 

Government identification  

system safest option 

 

Scatterplots of the items used in the PCEHR Concerns construct. 

Concerns about identity theft  Concerns about  

unauthorised access 
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Only I should control access to  

my electronic health records 

I have rights to deny access to  

my electronic health records 

My health records should be used  

for research without my consent 

I have rights to deny access to  

my health records for research 

I generally enjoy good health Parcelled access items 

 

 

 

 



Appendix D - Normality Tests 

 

282 

 

Scatterplots of the items used in the Trust in Conventional Authentication construct. 

Password authentication is secure  Email registration is secure 

Financial transactions are secure Smart cards are secure 

Prefer to use a Government-

controlled identification system 
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Scatterplots of the items used in the Trust in Developers construct. 

I trust the Government to  

ensure my privacy 

I trust the Government to ensure 

Doctor-Patient confidentiality 

I trust the Government to ensure  

my health information is not lost 

I trust the Government to develop 

an attribute-based credential system 

I trust Microsoft to develop an 

attribute-based credential system 

I trust IBM to develop an attribute-

based credential system 
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I trust Symantec to develop an 

attribute-based credential system 

 

 

Scatterplots of the items used in the Trust in Practitioners construct. 

I trust in the confidentiality of  

my health care providers 

I trust in the competence of  

my health care providers 

Health providers own the 

information stored in their records 

Only with my consent, can 

practitioners update my records 
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I have rights to access information 

health care providers keep about me 

 

 

Scatterplots of the items used in the IT Awareness Construct 

 

Years browsing Daily time online 

Level of computer skills Understanding of  

web technologies 
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Biometrics too invasive Smart card experience 

Concerns about being  

tracked online 

 

 

Scatterplots of the items used in the Wish for Anonymity construct. 

I would use attribute-based  

credentials from a smartcard 

I would use attribute-based  

credentials from my mobile phone 
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I would use attribute-based  

credentials from my computer 

I like the idea of using a  

pseudonym to identify myself 

A smart card reader would  

help protect my privacy 

I would purchase a smart card 

reader costing no more than A$30 

If identity information is removed 

data cannot be linked to me 

Many organisations collect more 

information than they need to know 
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Scatterplots of the items used in the Use of Attribute-Based Credentials construct. 

I would use attribute-based 

credentials if more efficient than 

passwords 

I would use attribute-based 

credentials if more convenient than 

passwords 

I would use attribute-based 

credentials if more secure than 

passwords 

I would like to use combinations  

of attribute-based credentials 

I would like to learn more about 

attribute-based credentials 

I like to control information shown 

when using attribute-based 

credentials 
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Scatter plots and histogram of standardised residuals of the PCEHR Use construct 
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Scatter plots and histogram of standardised residuals of the PCEHR Concerns construct 
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Scatter plots and histogram of standardised residuals of the Trust in Conventional 

Authentication construct 
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Scatter plots and histogram of standardised residuals of the Trust in Developers 

construct 
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Scatter plots and histogram of standardised residuals of the Trust in Practitioners 

construct 
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Scatter plots and histogram of standardised residuals of the IT Awareness construct 
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Scatter plots and histogram of standardised residuals of the Wish for Anonymity 

construct 
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Scatter plots and histogram of standardised residuals of the Use of Attribute-Based 

Credentials construct 
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Appendix E – Measurement Model Fit 

 

Wish for Anonymity 
All Items N = 240 22 Items N = 240 18 Items N = 224 

Loadings Comm. Loadings Comm. Loadings Comm. 

WA_AnonSmtCrd 0.849 0.721 0.841 0.708 0.890 0.792 

WA_AnonComp 0.807 0.652 0.827 0.684 0.796 0.634 

WA_AnonMobile 0.794 0.631 0.871 0.758 0.908 0.824 

WA_LikePseudos 0.511 0.261 0.490 0.240    

WA_SmtCrdReaderPriv 0.438 0.192        

WA_SmtCrd30 0.409 0.167        

WA_DataIsData 0.334 0.111        

WA_OrgTooMuch 0.225 0.050         

       

       

Trust in Conventional 

Authentication 

All Items N = 240 22 Items N = 240 18 Items N = 224 

Loadings Comm. Loadings Comm. Loadings Comm. 

TTec_PassSec 0.836 0.699 0.815 0.664 0.936 0.876 

TTec_EmailRegSec 0.772 0.596 0.775 0.601 0.745 0.554 

TTec_FinTransSec 0.544 0.296 0.558 0.311 0.403 0.163 

TTec_SmtCrdSec 0.502 0.252 0.510 0.260    

TTec_PrefGovID 0.429 0.184         

       

       

IT Awareness 
All Items N = 240 22 Items N = 240 18 Items N = 224 

Loadings Comm. Loadings Comm. Loadings Comm. 

ITA_ComSkill 0.858 0.737 0.863 0.745 0.863 0.744 

ITA_WebTech 0.791 0.626 0.840 0.706 0.840 0.719 

ITA_Daily 0.443 0.196 0.387 0.150 0.387 0.149 

ITA_Browse 0.344 0.119        

ITA_SmtCrdExp 0.318 0.101        

ITA_ConcTracked 0.045 0.002        

ITA_Biometrics 0.033 0.001         

       

       

Trust in Practitioners 
All Items N = 240 22 Items N = 240 18 Items N = 224 

Loadings Comm. Loadings Comm. Loadings Comm. 

TPrac_TrustConf 0.902 0.813 0.869 0.755 0.895 0.802 

TPrac_TrustComp 0.830 0.689 0.869 0.755 0.895 0.802 

TPrac_RecOwn 0.299 0.089        

TPrac_AccRights -0.059 0.003        

TPrac_ConsentUpdate 0.032 0.001         
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PCEHR Concerns 
All Items N = 240 22 Items N = 240 18 Items N = 224 

Loadings Comm. Loadings Comm. Loadings Comm. 

EHR_conc_ControlAccess 0.688 0.474 0.490 0.241 0.823 0.678 

EHR_conc_ConcUnauthAcc 0.620 0.384 0.747 0.559 0.823 0.678 

EHR_conc_ConcIDTheft 0.616 0.379 0.866 0.750    

EHR_conc_DenyAccess 0.517 0.267        

EHR_conc_DenyResearch 0.478 0.229        

EHR_conc_ResearchConsent -0.444 0.197        

EHR_conc_Health -0.257 0.066         

       

       

PCEHR Use 
All Items N = 240 22 Items N = 240 18 Items N = 224 

Loadings Comm. Loadings Comm. Loadings Comm. 

PCHR_use_NoResEHR -0.164 0.027 0.564 0.318 0.537 0.289 

PCHR_use_GovIDSafe -0.089 0.008 0.564 0.318 0.537 0.289 

PCHR_use_EHRmorLikelyAnon 0.665 0.442        

PCHR_use_LearnEHR 0.506 0.256         

       

       

Use of Attribute-Based 

Credentials 

All Items N = 240 22 Items N = 240 18 Items N = 224 

Loadings Comm. Loadings Comm. Loadings Comm. 

AC_use_AnonEff 0.820 0.673 0.922 0.851 0.934 0.872 

AC_use_AnonConv 0.738 0.545 0.794 0.630 0.779 0.607 

AC_use_AnonSec 0.733 0.537 0.702 0.492 0.822 0.675 

AC_use_CombAnon 0.521 0.271 0.419 0.176    

AC_use_LearnAnon 0.500 0.250        

AC_use_ControlInf 0.318 0.101         
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Fit 

index 

Initial 

Model 

49 items 

Preliminary 

Model 

22 items 

Chi-Square 

difference test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good fit 

achieved? 

x2 3387.600 329.428 3058.172    

df 1099 186 913    

p 0.000 0.000 0.000 > .05 - - 

x2/df 3.082 1.771  ≤ 3 Yes - 

SRMR - 0.067  ≤ .05 Yes Yes 

RMSEA 0.093 0.057  ≤ .08 Yes Yes 

GFI 0.611 0.893  ≥ .9 Yes Yes 

CFI 0.584 0.931  ≥ .9 Yes Yes 

TLI 0.555 0.914  ≥ .9 Yes Yes 

Initial model - 49 Items compared to 22 Items 

Fit 

index 

Initial 

Model 

22 items 

Adopted 

Model 

18 items 

Chi-Square 

difference test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good fit 

achieved? 

x2 329.428 147.463 181.965    

df 186 114 72    

p 0.000 0.019 0.000 > .05 Yes No 

x2/df 1.771 1.294  ≤ 3 Yes Yes 

SRMR 0.067 0.053  ≤ .05 Yes Yes 

RMSEA 0.057 0.036  ≤ .08 Yes Yes 

GFI 0.893 0.935  ≥ .9 Yes Yes 

CFI 0.931 0.981  ≥ .9 Yes Yes 

TLI 0.914 0.974  ≥ .9 Yes Yes 

Intermediate model - 22 items compared to 18 items 

Fit 

index 

Initial 

Model 

Final 

Model  

Chi-Square 

difference test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good fit 

achieved? 

x2 31.958 0.000 31.958    

df 3 0 3    

p 0.000 N/A 0.000 > .05 N/A N/A 

x2/df 10.653 N/A  ≤ 3 N/A N/A 

SRMR 0.119 0.000  ≤ .05 Yes Yes 

RMSEA 0.201 0.151  ≤ .08 Yes Yes 

GFI 0.941 1.000  ≥ .9 Yes Yes 

CFI 0.470 1.000  ≥ .9 Yes Yes 

TLI -0.059 -  ≥ .9 Yes Yes 

CR 0.408 0.927  ≥ .7 Yes Yes 

AVE 0.278 0.380   ≥ .5 Yes No 

PCEHR Use 
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Fit 

index 

Initial 

Model 

Model 

Adopted 

Chi-Square 

difference test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good fit 

achieved? 

x2 159.631 0.337 159.294  Yes   

df 14 2 7     

p 0.000 0.845 0.000 > .05 Yes Yes 

x2/df 11.402 0.169  ≤ 3 Yes Yes 

SRMR 0.121 0.010  ≤ .05 Yes Yes 

RMSEA 0.209 0.000  ≤ .08 Yes Yes 

GFI 0.833 0.999  ≥ .9 Yes Yes 

CFI 0.630 1.000  ≥ .9 Yes Yes 

TLI 0.445 1.029  ≥ .9 Yes Yes 

CR 0.422 0.702  ≥ .7 Yes Yes 

AVE 0.328 0.389   ≥ .5 Yes No 

PCEHR Concerns 

Fit 

index 

Initial 

Model 

Model 

Adopted 

Chi-Square 

difference test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good fit 

achieved? 

x2 0.607 .001 0.606  Yes   

df 5 1 4     

p 0.962 0.979 0.962 > .05 Yes Yes 

x2/df 0.152 0.001  ≤ 3 Yes Yes 

SRMR 0.008 0.000  ≤ .05 Yes Yes 

RMSEA 0.000 0.000  ≤ .08 Yes Yes 

GFI 0.999 1.000  ≥ .9 Yes Yes 

CFI 1.000 1.000  ≥ .9 Yes Yes 

TLI 1.027 1.022  ≥ .9 Yes Yes 

CR 0.994 1.165  ≥ .7 Yes Yes 

AVE 0.332 0.451   ≥ .5 Yes No 

Trust in Conventional Authentication 

Fit 

index 

Initial 

Model 

Model 

Adopted 

Chi-Square 

difference test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good fit 

achieved? 

x2 50.865 1.449 49.416  Yes   

df 6 2 4     

p 0.000 0.485 0.000 > .05 Yes Yes 

x2/df 8.478 0.724  ≤ 3 Yes Yes 

SRMR 0.108 0.016  ≤ .05 Yes Yes 

RMSEA 0.177 0.000  ≤ .08 Yes Yes 

GFI 0.928 0.997  ≥ .9 Yes Yes 

CFI 0.829 1.000  ≥ .9 Yes Yes 

TLI 0.715 1.008  ≥ .9 Yes Yes 

CR 0.622 0.864  ≥ .7 Yes Yes 

AVE 0.330 0.540   ≥ .5 Yes Yes 

Trust in Practitioners 
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Fit 

index 

Initial 

Model 

Model 

Adopted 

Chi-Square 

difference test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good fit 

achieved? 

x2 31.306 4.349 26.957  Yes   

df 14 2 12     

p 0.005 0.114 0.008 > .05 Yes Yes 

x2/df 2.236 2.175  ≤ 3 Yes Yes 

SRMR 0.058 0.023  ≤ .05 Yes Yes 

RMSEA 0.072 0.070  ≤ .08 Yes Yes 

GFI 0.965 0.991  ≥ .9 Yes Yes 

CFI 0.933 0.990  ≥ .9 Yes Yes 

TLI 0.900 0.969  ≥ .9 Yes Yes 

CR 0.528 1.040  ≥ .7 Yes Yes 

AVE 0.256 0.425   ≥ .5 Yes No 

IT Awareness 

Fit 

index 

Initial 

Model 

Model 

Adopted 

Chi-Square 

difference test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good fit 

achieved? 

x2 168.410 19.991 148.419  Yes   

df 20 2 18     

p 0.000 0.000 0.000 > .05 No No 

x2/df 8.421 6.070  ≤ 3 Yes No 

SRMR 0.105 0.047  ≤ .05 Yes Yes 

RMSEA 0.176 0.150  ≤ .08 Yes No 

GFI 0.852 0.974  ≥ .9 Yes Yes 

CFI 0.780 0.978  ≥ .9 Yes Yes 

TLI 0.691 0.934  ≥ .9 Yes Yes 

CR 0.803 1.836  ≥ .7 Yes Yes 

AVE 0.344 0.597   ≥ .5 Yes Yes 

Wish for Anonymity 

Fit 

index 

Initial 

Model 

Model 

Adopted 

Chi-Square 

difference test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good fit 

achieved? 

x2 106.878 1.711 105.167  Yes   

df 9 2 7     

p 0.000 0.425 0.000 > .05 Yes Yes 

x2/df 11.875 0.856  ≤ 3 Yes Yes 

SRMR 0.120 0.016  ≤ .05 Yes Yes 

RMSEA 0.213 0.000  ≤ .08 Yes Yes 

GFI 0.865 0.996  ≥ .9 Yes Yes 

CFI 0.801 1.000  ≥ .9 Yes Yes 

TLI 0.668 1.002  ≥ .9 Yes Yes 

CR 0.950 1.534  ≥ .7 Yes Yes 

AVE 0.393 0.538   ≥ .5 Yes Yes 

Use of Attribute-Based Credentials 
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Fit 

index 

Initial 

Model 

Model 

Adopted 

Chi-Square 

difference test 

Good fit 

rules-of-

thumb 

Was fit 

improved? 

Was good fit 

achieved? 

x2 494.129 7.172 486.957  Yes   

df 14 2 12     

p 0.000 0.028 0.000 > .05 Yes No 

x2/df 35.295 3.586  ≤ 3 Yes No 

SRMR 0.241 0.020  ≤ .05 Yes Yes 

RMSEA 0.379 0.104  ≤ .08 No No 

GFI 0.660 0.985  ≥ .9 Yes Yes 

CFI 0.681 0.995  ≥ .9 Yes Yes 

TLI 0.522 0.985  ≥ .9 Yes Yes 

CR 0.992 3.079  ≥ .7 Yes Yes 

AVE 0.431 0.732   ≥ .5 Yes Yes 

Trust in Developers 
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Appendix F – Multiple Regression Analysis Results 

Model Summary - All Variables 

Model R R2 S.E. 

Change Statistics 

R2 Δ F Δ df1 df2 p 

1 .635a .403 .9905 .403 20.805 7 216 .000 

2 .727b .529 .8941 .126 8.015 7 209 .000 

3 .750c .562 .8771 .033 2.168 7 202 .038 

4 .762d .580 .8697 .018 1.689 5 197 .139 

5 .773e .597 .8626 .017 1.652 5 192 .148 

6 .778f .606 .8720 .008 .488 8 184 .864 

7 .779g .606 .8860 .000 .037 6 178 1.000 

Dependent Variable: PCEHR Use 

• I have no reservations about using Electronic Health Records. 

• I consider a government-controlled identification system to be the safest option for 

accessing Electronic Health Records. 

 

Description of Models 

Model 1 (Trust in Developers) 

GovEnsPriv - I trust the government to provide the most secure system possible to ensure the 

privacy of my health information. 

β SE(β) t R2 F df1 df2 p 

.405 .038 10.553 .334 111.371 1 222 .000 

 

GovEnsConf - I trust the government to provide the most secure system possible to protect Doctor-

Patient confidentiality. 

β SE(β) t R2 F df1 df2 p 

.388 .039 9.875 .305 97.514 1 222 .000 

 

GovNotLost - I trust the government to provide the most secure system possible to ensure that my 

health information is not lost. 

β SE(β) t R2 F df1 df2 p 

.371 .038 9.650 .296 93.130 1 222 .000 

 

AnonGov - I would trust an Attribute-based Credential System developed by the Government. 

β SE(β) t R2 F df1 df2 p 

.480 .058 8.300 .237 68.890 1 222 .000 

 

AnonIBM - I would trust an Attribute-based Credential System developed by IBM. 

β SE(β) t R2 F df1 df2 p 

.134 .081 1.650 .012 2.723 1 222 .100 
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AnonMicrosoft - I would trust an Attribute-based Credential System developed by Microsoft. 

β SE(β) t R2 F df1 df2 p 

.102 .076 1.346 .008 1.812 1 222 .180 

 

AnonSym - I would trust an Attribute-based Credential System developed by Symantec. 

β SE(β) t R2 F df1 df2 p 

.062 .078 0.795 .003 0.631 1 222 .428 

        
 

 

Model 2 (PCEHR Concerns) 

ConcIDTheft - I am concerned about using Electronic Health Records as it may make me 

vulnerable to identity theft.  

β SE(β) t R2 F df1 df2 p 

-.387 .050 -7.705 .211 59.360 1 222 .000 

 

ConcUnauthAcc - I am concerned about using Electronic Health Records as it may expose my 

health information to those who are not authorised to view it. 

β SE(β) t R2 F df1 df2 p 

-.326 .048 -6.806 .173 46.324 1 222 .000 

 

ControlAccess - I believe that granting permission to access my Electronic Health Records should 

be fully controlled by me and no one else. 

β SE(β) t R2 F df1 df2 p 

-.225 .056 -4.042 .069 16.338 1 222 .000 

 

ResearchConsent - I believe that any information contained in my Electronic Health Records should 

be used for medical research without my consent. 

β SE(β) t R2 F df1 df2 p 

.181 .047 3.842 .062 14.762 1 222 .000 

 

DenyResearch - I believe that I have the right to deny permission to access my Electronic Health 

Records for use with medical research. 

β SE(β) t R2 F df1 df2 p 

-.179 .056 -3.212 .044 10.315 1 222 .002 

 

Health - I generally enjoy good health and rarely need to see any doctor or other health care 

practitioner. 

β SE(β) t R2 F df1 df2 p 

.161 .055 2.949 .038 8.699 1 222 .004 

 

DenyAccess - I believe that I have the right to deny permission to access any of my Electronic 

Health Records whenever I choose to. 

β SE(β) t R2 F df1 df2 p 

-.180 .062 -2.920 .037 8.528 1 222 .004 
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Model 3 (IT Awareness) 

Biometrics - I believe that biometric systems are too invasive to use for authentication over the 

Internet i.e. fingerprint scanners, iris scanners, voice and facial recognition etc. 

β SE(β) t R2 F df1 df2 p 

-.195 .047 -4.138 .072 17.126 1 222 .000 

 

ConcTracked - I am concerned about the websites I browse being tracked. 

β SE(β) t R2 F df1 df2 p 

-.216 .058 -3.749 .060 14.056 1 222 .000 

 

Browse - How many years of experience do you have in Web Browsing? 

β SE(β) t R2 F df1 df2 p 

.225 .067 3.355 .048 11.258 1 222 .001 

 

SmtCrdExp - I am experienced with the use of smart cards with embedded chips as used in eftpos 

transactions. 

β SE(β) t R2 F df1 df2 p 

.140 .062 2.265 .023 5.128 1 222 .025 

 

ComSkill - I consider myself to have a high level of Computer Skills. 

β SE(β) t R2 F df1 df2 p 

.058 .072 0.797 .003 0.635 1 222 .426 

 

Daily - Please indicate below how much time you would spend online on a daily basis. 

β SE(β) t R2 F df1 df2 p 

.029 .044 0.652 .002 0.425 1 222 .515 

 

WebTech - I consider myself to have a strong understanding of Web Technologies. 

β SE(β) t R2 F df1 df2 p 

.030 .056 0.541 .001 0.293 1 222 .589 

        
 

 

Model 4 (Trust in Practitioners) 

TrustConf - I place a high degree of trust in the confidentiality of information held in the health care 

records by my health care providers and their associates. 

β SE(β) t R2 F df1 df2 p 

.258 .043 5.940 .137 35.287 1 222 .000 

 

TrustComp - I place a high degree of trust in the competence of my health care providers. 

β SE(β) t R2 F df1 df2 p 

.283 .056 5.008 .102 25.079 1 222 .000 

 

RecOwn - I agree that my health care providers own the information stored in their Medical 

Records systems. 
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β SE(β) t R2 F df1 df2 p 

.121 .043 2.833 .035 8.029 1 222 .005 

 

ConsentUpdate - I believe that only with my consent, can medical practitioners who have treated 

me make entries or updates to my Electronic Health Records. 

β SE(β) t R2 F df1 df2 p 

-.045 .049 -0.932 .004 0.868 1 222 .352 

 

AccRights - I believe I have the right to access any information my health care providers keep 

about me. 

β SE(β) t R2 F df1 df2 p 

-.089 .112 -0.790 .003 0.625 1 222 .430 

        
 

 

Model 5 (Trust in Conventional Authentication) 

PassSec - I believe that user name and password authentication is a secure method to authorise 

access to websites. 

β SE(β) t R2 F df1 df2 p 

.301 .053 5.696 .128 32.447 1 222 .000 

 

FinTransSec - I believe that financial transactions conducted over the Internet are done in a secure 

manner. 

β SE(β) t R2 F df1 df2 p 

.314 .057 5.554 .122 30.842 1 222 .000 

 

PrefGovID - I am not interested in Attribute-based credentials and would prefer to use a 

government-controlled identification system for Electronic Health Records. 

β SE(β) t R2 F df1 df2 p 

.257 .054 4.751 .092 22.576 1 222 .000 

 

EmailRegSec - I believe that email registration is a secure method to authenticate users. 

β SE(β) t R2 F df1 df2 p 

.273 .060 4.567 .086 20.853 1 222 .000 

 

SmtCrdSec - I believe smart cards with embedded chips to be a secure form of identification. 

β SE(β) t R2 F df1 df2 p 

.223 .055 4.072 .070 16.582 1 222 .000 
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Model 6 (Wish for Anonymity) 

LikePseudos - I like the idea of using a pseudonym to identify myself rather than giving full details 

of my identity. 

β SE(β) t R2 F df1 df2 p 

-.111 .060 -1.844 .015 3.401 1 222 .066 

 

DataIsData - I believe that if any information that identifies me that is stored in my Electronic 

Health Records is removed, then the data stored there is simply “data” that cannot be linked to me. 

β SE(β) t R2 F df1 df2 p 

.073 .053 1.377 .008 1.897 1 222 .170 

 

OrgTooMuch - I believe that many organisations collect more information about my personal 

details than they actually need to know. 

β SE(β) t R2 F df1 df2 p 

-.069 .076 -0.910 .004 0.829 1 222 .364 

 

AnonSmtCrd - If an Attribute-based Credential system became available I would use it from a 

smartcard. 

β SE(β) t R2 F df1 df2 p 

.046 .054 0.860 .003 0.740 1 222 .391 

 

SmtCrdReaderPriv - I believe a smart card reader attached to my computer would help to protect 

my online privacy. 

β SE(β) t R2 F df1 df2 p 

.041 .072 0.566 .001 0.320 1 222 .572 

 

SmtCrd30 - I would be prepared to purchase a smart card reader for my computer provided it cost 

no more than A$30. 

β SE(β) t R2 F df1 df2 p 

.029 .059 0.482 .001 0.232 1 222 .630 

 

AnonMobile - If an Attribute-based Credential system became available, I would use it from my 

mobile phone. 

β SE(β) t R2 F df1 df2 p 

.012 .053 0.235 .000 0.055 1 222 .815 

 

AnonComp - If an Attribute-based Credential system became available, I would use it from my 

computer. 

β SE(β) t R2 F df1 df2 p 

-.013 .068 -0.195 .000 0.038 1 222 .846 
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Model 7 (Use of Attribute-Based Credentials) 

ControlInf - If I were to make use of Attribute-based credentials, I would like to be able to control 

what information is shown. 

β SE(β) t R2 F df1 df2 p 

-.248 .081 -3.060 .040 9.362 1 222 .002 

 

LearnAnon - I would like to learn more about Attribute-based Credentials. 

β SE(β) t R2 F df1 df2 p 

-.152 .072 -2.104 .020 4.428 1 222 .036 

 

AnonConv - I would be more likely to use Attribute-based Credentials for online authentication if it 

were more “convenient” than trying to remember passwords. 

β SE(β) t R2 F df1 df2 p 

.073 .059 1.226 .007 1.504 1 222 .221 

 

CombAnon - I would like to be able to choose various combinations of Attribute-based Credentials 

such as a Driver’s Licence, Credit Card, Passport, Birth Certificate, Medicare Card etc. 

β SE(β) t R2 F df1 df2 p 

-.048 .064 -0.749 .003 0.561 1 222 .455 

 

AnonEff - I would be more likely to use Attribute-based Credentials for online authentication if it 

were more “efficient” than password authentication. 

β SE(β) t R2 F df1 df2 p 

.012 .068 0.177 .000 0.031 1 222 .860 

 

AnonSec - I would be more likely to use Attribute-based Credentials for online authentication if it 

were more “secure” than password authentication. 

β SE(β) t R2 F df1 df2 p 

-.002 .077 -0.027 .000 0.001 1 222 .979 

        
 

  

 

 

 


